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(1) j^jLo ^jj>- 4jl«1>- (jj^l <-j J-^l ^ J-° £° <L*j-UA j^I^js-Uj < Vl 
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J-**JJ .PMI £^ ^J-. oU-j^iil Sjbl j ^-j^Uj 

ol^i-t .iJic. (_$jJ LJjj IjLix^ J-*^ <->_^«-^ dlill 4jwI>- j oUjLJ.! 
Ijjju UU- J-«juj ol£ j^xJl bJic- jbl Jui IJIa jJJ oL>l .olS" S~« j&i-l 

.5JUM j SJ jjJt JibM ^ us. j id£ olSjlL. <d .(ERP oLiil ->jl ^ .kk^J 

^I^Ji i^-UA dUiSj oLpjj^Ii 2jblj oUjAjJ.1 j-ol JLsi j ijigil obl$A)l 

dr.mohammad. alkahtani@gmail. com 



cr- 51 jL^-Vt ^Jj! ^ j^-^Jl ^-Llj t ^^-^1 w i( oL»ji*ilj 

L*o j-^a>-j £ ^j-yslil ^j-ai .ajL^M 4_!Uajj 4_J..fr ^ib i_i ±SLfc SjLtJI (j 

^,_^JI j^-* oL£ 4 Lg.JJL>j oLo jAjdlj Jlil l y>j>c} 4^jjj^JVl JalLo jJl jj gl? 
1 jJl Jl j->-Vl ^ laj^o j - *J jlj jl JIjV (3jLJI oV i ii^-^JI cJLixS"! 

jj-$> Vl i diJi 4jLi Loj ^«_JL£.« t_ )L jl t jj^S^a J~ii J-i* 4_iL*a! 

V dUiJ j 43j^J\ jS\ oLixS"! ^-A-vaj jJ ^uVLjcl^I cjLL; ^LjI j < oJ 
£_i j^ij .oVU-l J&ju j OljVl ol j9 Jl«j Vl Jlil jl i« j-Lil J^aij jj-^it ^«->i>j 
Lj £ oL-U-lj O VL^Vl oVb£ j ^JjixJI £jLj £a jL->Vl ol& fo3\j£j 

oL j-Lilj oVL^Vt olSLJ< ^i-il oL ji*i1 ^s^- S->L; ^ <il!i js- 

\^S- ^JLxJl Lj-JLv ^Jl ^L-C-Vt -b-l Ll& Lj .oL^U-1 (j 4j Jji=il 

£ <L*9ljJ iLl£ SjJ^ JJLj jA OL J-Lit j^ol ^yjl .,^->-l £ >A_s^l ^^yO jl 

lj j~>- 4_Jjj^.SsJVt JajL>u ji\ ^«Jj>tX_^i £ . ... ." «jLj jl jl 4jJLo 0j-> 

^ j^jVt j^- j-«d.l jl ' Ljj^JI oL jl*il LJ ^y> y£> j£\ jlia>-Vl 
oL< 
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.oULJI j5 jl olSLjJl 4j ^vall j^i- J j>-->il jl oVLaJVl olSLi 

jl < oLyliaJI j S_>- jXill oLiiLxJI JJU j ■/? Lo ^i- ii^aj ^AlsVl • 

.o}L-$il 2JL j f Lo 

jj-C- /j-C- jl ( <L j «■ J~^J ji*-« oLa ji-*-* (JLolj <— L ijxllj * 

Laj-JJ jl oLo j-Lil JL>ol ^>J._c- jl i LaJL>-I jl oLi ji*il • 

^oLLo jl ( 4.j^_^Jl ^UjVl jl <^-~J1 O Lais' jjjJu dlli_Sj 4 |JL_*P jl I J-§— "< 



.^jl.JwXj I 



£-L_>- tw-JLwi C-jJu>sX_^I jl t Ji~jJl>- Ju>tX_^l LJ.S LojIaII ai_& J 

a j~>-Vl 5j jVl (j j-fr^J OIJj oL jJLil ^1 jUa>-l «■ j-lJ i>-U-l £/> Ljjbfj 

i Lf ij»i\ cJjLaJI jjL; i iLSOl lJufc L\!j^ ^13 jlSs 4j>- jxJI IJLJ blJcul j 

aijfc J^oLiJl oL-ojLuIj oL j-Lit j^ol jlia>-lj i ^^2X^11 Jl jj\s- ^ 

J-SJ ZJLaill oL« (j-° cr* -3 ^' J ^~' (O-d- 1 ^ ' ^ 4_iij oL ji*il ^1 

(^jLlSI (_5-L»j j^oj i_jL£JI ^-^i LS .0L0 ji*i! ^»Ju>tX~^ 



I ys> 4_iix-i ^j|^_ju i_jLxSJI i^JaLVl L«.£ . J_jj^.l!t ^_c- ^li (j-C- Ijj-aj 

J.-£ ( _ S -X>- ' ,J-«"*-^ (_J\ ....Til ^-^JaJI £VJ-*->J ' ^y-yf I ^il <L)l^j iw~.^J £*lsM 

.£_llJi.1 J^—JI jJI (3^-^! *— J '- :; ^' oLi 4_>- ^xJI ^«Jaj>-« 

^Jjj" L-^waJI ^ <>£Jj i £yj oLjLdl ^1 jlks-L J^J! 

^_«il~o ^u-Cj I 4_>Li (_j ^j^a^yi oLo^aJjJ.1 ^j-^l ^^^J-* ^1 

oL jbr Ijlj ^1 ^» j-L*^ cr* 1 -*-; j ' V^^' j*^' (>* 

^ic I^Ua dUi ^jic- VLi*j . J-ax^* ^«_Lc. ^ jl ^Js- JSLi -i>-lj j«j < ii> jA^a 
J^Lio t-i-* ^-jj < i,?-*^' j-^J S-w*axJI ^«J.f- jjs> oU jAjJ.1 ^L <LL^ ji 
(«— ^-J j <_r~--'i 0-* ^■ ^ ■ " '-"" 0 JJ-^"J J-r*~'j <3j-^l j-^ 1 i-c-j-o^ 1 

LlaJlj ^ jJuJJ JjJjJIJ-*- dllil ijJLo (j-^j (JLca 
4jJ jj«_vJI iojjJI aS\Jl«II l ^^jLjJI 



J j-ifrj < C-jJI dl_>^ JJLo i "U-$i! 4iijjt Jai^ ^Jjj-s^ jjI jlS" ^j-A* U-i 
4jlj>- ,j < i^iisj-It oLLLoj < 4_^^jjil oL>L^>-j < 0*>L-sM Otjbsij 

i -L>-l j^V ai_& ^ lad jl Lo Lojj djJL^ ^<Jj j Lf^LLc JaiX-^ 

."jL? j-o Lstf" 

£lLj_s^ 4_1>- jl ( 4JU^-1 4_o(JlJ( 4_l5jjlaj jJ-Lj ^Jjj_s^ jLS" JlJ J 

2 jJLSL!! jL«JL!! l ys- 4J ^oj-^ IjJ_>-Ij ,4JL«x-l 2jW (j i_j ^c«Li-l ^Ijjtl^i (.r^ - ^ 

t_J j_^U-1 jl 4_J Ijj-S'i J i 4_L_C- jt j <_J j_^U-1 ^Jl^s^_^o ^_o L_fc;^£ j^JI 

Ij-gJ J ^o if- ^«--^o '*-5-JJ p < LjjXS^o L/2J Lo LgJU *t J-^ ' oLo J-L*lt (3^J 

i i_j j_^Li-l (j (jruilsj-U oLiLoj i 4_^^ujil oLL*~>- Ojj^ 01 J^-o £tAjj-^ ^jl l j^Cj 
iij^kJlj < *Li jjla OU jisdl ^L>- J^j\ * j^JJ <bU dJJ j <JI 4iL>l 

^ijj_s^ 3JL^o « jjfcj .4j jj^o j~C-J <b jj^o 1 g *.\? 4jl L*£ .<U^jLu L&tjJ 

.^jlll 4jj2 ^o j^^lc- *Lj ^JLo slSj iw~*^J i 4j_oJL^ <Ulj~o f ''^ (_£ JJI 

i*l ^ o •£ \ . f l /VI dJ I ^ - 

•^Jj ' 0^ 0 J 1 ^-Vlj dJ Jlj 



j Jjt-C oLfrli Jl ^LaJJI jl i ^-^Vl jbf ^ 4jUt^>L JU^'Ai i>-U-l 

d\&> (£\ j jl '^rf j j-fcj 4X~^iJ^ JL^I 4juIx« dJJi£ «u5Lc Jj i dhJI 

4_J LJ Vl 4^1 j J>-Jo V jl 4X*lc-J I j jl^JI 4XSo>- Jj>- j ^Lj-s^ IjI j£3j 

i>-li 

4^Jj>tX_^wO j\-*j LjI^o i_w^,L>5_U jl j J) •/!•/! «(J ^ui l 4juijj ijj^aj ,4^Lc- l«J 4J 

Jl^ V j^o ^j-Lfr a j_JI (^Jl J-«l 4_*lfT ^j-J"-* 4_J jJcu^ (^JJI ^» jJI 

.i^U-l Jlj£ V ^ ^ dUi j-o VJo jilalw j £ 4jU£JI j 2*1 ^aJI 

j LpjL>- a-L* J ' iJbj' (jr^ - jj^ 0 ^ J-bi' OJlS" L-i 4j| ( 1 ) 

£ iJlji-lS" jlSL j Ljju>jj LJI (jjjs- Jj-s^j L^oU^-j £ Jj^Ij £-^>y 

jli dJJJJj < jlSL J j>- ^ j>- < J-^j (>° I* js*' j' 

.2 ^Lsij I jiA jjj £ a jiA 4jUJ-I oUI ^>-l j=>-l (>° L^i jljl ^ 

I J l? Oj-S^j V ol~>-Vl iwJi-l j t_j j^U-i j AJjii oU jLw i5 jIjI ^ Ul 

.Jj»l (1)1 Oj-> Ola 5i £ ^ySJ^J 

i ol j^LS" jl jij-^ Jl oL. LgJ ^1 jl (2) 

: tJL^I ^ Jl Uj^i- oU ^Uii L^J jUai-Vl jl (3) 



^Us! ^ jJ oU jAjJ.1 ^ jla^Jl :I> j~Jl jl*il ci^f Jas^ (I) 

jLS" oU jl>w c_jLi£> j < IgJx- ^AtVl 4J ^^i^jj ol£ b oU jLw ^oLc ^>-LfIi 

^j-lc- iJjiill 0L0 ^^J-C- j*-^ i- a" .,^1 Ij-A j < ^Jj-"' LgJai>- (j 0 j-^jJ jS3Lo 

jl? ...11 ol : 4_>-U-1 Ji_lc LgJI J j_s^> ji\ y oU jAjJ.1 dUU jU ^ia>- 

Ijl Lf* Ob jIaII ^_->-Ls^ jL« jS~ 4_LC ^><JLj Jii (3j^' (jr^ &j?*il oU jAaII ^^If- 

ol jLk>-Vt jj-a £j-JI ol L*S" .sjl>>- jii i^Ji ^ 4^*^JI cJlS" 

w>l£ jjl ^ £j^ll oL. jAjJ.1 :Ol» jl*il ju*J Ja?- (—?r) 

dJJJJj < <uia>-bl« - jL>-Vl c_Ji-t j - jLJ^J J-g-~o Lfcic- i^l o\ ^* 
L«l .dUi ^^Jx Jju jCI j_j OjJ oULJI dlij j;Ju Ol j ^ ^^l^ 

^jjj ^^it JjJ jljl jj oj-> Lf; d~j<JI ols i i^^JsbJw iajL« j oULJI 
.dUi oj-> 5J j-L>«JJ ivsU- ajU^- oUI j>-\ iU£l tJJj t I jj-^ I j^l Jl*j dUS 
Lxijj IJl_$>- Lkj Ia j-^jj iij^H i-J j^it JjU J jlJu ol (4) 

(j L^jjji^- Jl>- (3 i-j j-Ul« ja Lo jjlj>tXj 
c^ 1 ^ ^Aidl h ^Jl jl JU-jll oU jLdl dUU JL^ ol (5) 

L«l .iij^nil JjL^ jJI ^ dUi j-s- jl < jl 1 jk> dUij < oU dUb L^j 

£ iw~^l ji-l j oL« jlull (5 j-X^- ^jlJI Olilil JiJ- ojLjJ.1 Ui i Ja^\ 

^ylaAj y>^\ 



t «J_>-lj 4S\™io Sj^s-Vl -laj^J (jl j^- 1 * j^s 4^t^L«j iajllsj i_j j-ojL>- jl^>- i— aJs 
^-jI 4_^^j^C (j^X«L_«Jl £_^«_>- L^oJj>cX_^o j_> <L?t_^jLoj 2J_>-lj 4_*jUsj ^Jc^jj 

LI SJ L>- 

^Jl oLo jJjJ.1 j ^Sj^»o j i [^3 j j5-**~3 <■ (j-^L!! ol jj j ol^ jJiJI ^Jl 

i_j Ij g->-| i_™^aXS 4_ jji- 4_5jjiaj j-<i^J oL^jj^S jl ^s-ol j_>- i]b_& jlj ' Lg-^ 

^j-o ^Jj^_vs *— j jl »wi_bj LjL>-lj i oLo jJ-"-* j^-* I— I-* j^-Lxs 
jjj_iJI « -La oJlS" lil < c-J j^Vl i^L-lj j«-§jL_^L>- o j j^JJI ^iJLsJ jl 
1 ytS cjj~i- <*-~-£> « j-^L^ Lfr^-«>- ij ^-j j^^' iSLji jl j^>-li < l-^-« 

j^Jij i oLLiJI L pai>-j < JL*^ Vl ^iS" J^g^o (j c~«-&Lu j ( UjL?- ,j *L-ii Vl 
Bj-siil oLLJaxjl jJS L^juo oJ^-^ ^yJI il ^Jl LgJl ^ oU j-L«il Jl J jJI 
oLoJji-l j^-c- oLo ^./?" jl Lo ^-^3 .oL^j^ilj ol^ j-iJIj ^ ->l ^^Ai 

jl JljjjJI ^Jj-C- <wiis diiiS" l^^Cj i J^^' iSL^ ^jic- L^aS j [^ajJb i J^\ 

^ *H lijjj^ \d£- as «bl ^-Lj-^ ^ j .cJ ^Vl ^ IfrCJi; jl -Li^]l 



4_o^j«JI 4_£JLil L$J Lc i JjjJl 4_>- jj IJLa j«-c-Jl-j .c—j 

J j_ v a^t_U ijjllali oLo j-L\lt 4JLaj ( j^o *}\iLo < j j-iS1 l j£^L3 i oLuijll J"*^ ^i^ 5 

^ i ^Ij'j^- 1 ^ ^jj-it M-' £^ hkj if- j^" j\j=r uM 

lit Lfc _^£-J t_ijL(Jlj e-Lj^Jlj s-Lil jJl jj JuJi_~J <u£Lc LftS" i sjl j>- CJ Jx- J j-^a^JJ 

.l*Jai 4X3j ^-^J ' j^Vi ll?." ^0 s jLjs- O^S 
j 4_ysl>- t (e-commerce) 4_Jjj^JVl SjL>tdJ 4-L_^,j cu^>l iSLjJI CM L%£ 

oli" ^Li j^o L^iLJJ 2_^s ^c. ^j-L^t JL*cVl J->- jj ^LJt ^w>U £ SJ! jJ> r \ 

^JaX-^o — cJLiil j c-l ^1 oL^jVU .dJJiS" j| yVt LjX^ Juil^o 

Cj\jj-^l£-\ J_«X-j ( OljL_wJI j^^-Ljj t jljJaJI ol^ j-^J < (J-^L-iJI jIa-^jI OjLio 



Intrusion ) <3! j-^>-Vl ii" 5 Jail j < (Firewalls) oLJ-l ji jJL>- dUi 

.Lfcjjtf-j (Detection Systems 

1 4_^L»J-1 ^Lj jJIj Z^aJxJd] oU jJjoJU ^uj^Ut 5jLsJ-1 jJ jj ^ i c-j j£ Vl <&Ljij 
tc-ij^Vl (3lj^>-V 1$£L<j (3^kJI jSjjj <oUjl>J.I 



3 j-uljla 4JiAj Ljba^Jjttl Jyal 



.4JU J~*f 1 *J>- i— ' j^U-lj 

o}L>-j £ 2-JU.l o^LoL*ll Jlii! ^j-U- <iUi 1 1— > U-l S-U-L»j: 

£ 4^islU j_JljJt ol ^JL-*JI aL-i-l 4->-J Lg-i— C-j jljVt 0*l>- j«j 

dijjljVI jc 4^*1 [1] 

.C~J j^jVIj j-°Vl J-Jj^j U-JULP 4^ij j-LiiJi V -AS («-f>^S £ jl^tS" i_j j^U-L) 

a-ijk ( j^o jJcs^l Ji ' j*J-*J ' oIauI ajj J.j 



ol dJUlS^L oli i ^IjJI _^>-Vl _jJ_>_j ^ j_UJt 2jU j Ujj dbV 

^ ^ ^ ^ 

U 'A-va.-i'O http://www.hostuffwork.com JJU L*S ya jjJ-j 

j^^ju ol SSj-iJ j-SLc (5^1 .l£j>d\ L^^jJI oUj^^Jb 

T jJLfr J I _JJJLj J._v2.xs £ c~j jij VI SSL—i jJa l_g„*_„jj L_jL>__« 

c~j_" lilj i SSL-iJI ^j-U L^J Jjuf i ^ i jj^l 5 j1->Ls .cJ j_-Vl S_C__ 
4_>-U-l ojj t ^» j-x^l jil 2 j^j VI ^J-jLs- Ui iiJUi >a_ju_; JI i>-_4 

ojjll Sjbl JI V UAJI JI 

L&y jj ^_!l oUj_i-l LJjU- jJ Lj J jl?. ... ^Lail ol J j-— JI i-^>^A>-j 

.Lj^jjj SJI _^*4"l _ i-l (jjJI J— il Si jaJI j is^U- < £*_ilj 

c__ J1____VI ci> [2] 

_aji 56) ji 4Xfr j__ J^-J J_J_ t Uj_ul t SiK JU_j"Vl \ Jil £j~l li*J 
L^J ^Jl>c~*J (_^JI (DSL) <LJL> ^Ij_>__<Ij dj£> 01 Lolj ' (_5-^— 'I -J^>— ^ (5Jl~l (j <L_J 

oULJI J __U 2jJ__aJ1 L_*Jl^ (DSL Modem) _■■>_,«; 5 ^l__w Sj— 

Js j \as- (__Lc- £ (S_Jl_l j 4_^_J 0 j-JLo 52 JI Li) I 64 (^ru; ^jl j^) S-JLc- oifj-j 
^<JLc- JI I Q'.a ^Jj _jJI _iX)l jj iojji-l JjJ^o O^^J ijCflJji— I (jj i Lj_Jij _jjjljJI 




e 4_J[jUl jj-«J . <>j~_£ ic-j->*o ^j-^*~> (Jl.,f?"l Js ^la>- 4 la , u I 2j>Jj^~\ J jj-C 

£ ( 4_Jli)l j 4_^aJ 0 j-~L 2)^1 J-v2j ^j—" (_s-^*i (El) junl; t-Syu La Js J^~\ 

i (2)JSLjJt j (S_Jli)l j 0 j_ls 34,4) Jl J^aJ ^jlsuu (E3) j 

.C-o jljVi aSs—Xo »jJ-Aj I g 1 JJI <LoJiM ^Jj^ (J ''^ *" -i 5 ^ a ^~^ » -L&j 



□ E3-^ 
■ E1-ki. 




1 



E3 



j El J2>- ^»Ijl>«i«iIj oLo JJij it- j— tjjj JjjLLo : (2) J£JL)I 



i_jL£oj1 t j-a jl .aJjJjs- bl*jl <UT yA-l j«JLc- UaPI JjlS eJjds>- obxJJa-^oj 

4_)L*J- L*J_5-j ^—aSsJ V j^jj-j^- j^L-alj Ja_i>- ^jU—^sj ol_^l ^p- j^—a 4_>j 
^^lJI j_sL| ^j^-ju (^iJt (Cybercrime) ^Jl? j gfej <L y» j_*2l!( oL« 

(Cyberspace) ^yU JLjsM 4_>Uji- 2 j^L^ ^»2003 y)j^ j cJLUsI i-S^oVi 



j ^National Strategy to Secure Cyberspace) 1 £U-«j1 ^^^jj—aVl ^ j «Jt 

5_>- jiiil oLfrjj-dil ^ jl ^Ull IJla j 4 ^ykfj bfj .Iaj-U- JjjJI jJla 1-L>- 

^yja j ^ *LiJl ja_~J( j CjU jloit 4^ jJI ilai-i j 

4_iUxll 0L4JUJ.I (j ( j_Jb>txj1j 4juIx«JJ 2Jl^>-j «-Lijl £jj_JLoj < oLo 
(JU J L^lSJji ^£ pl\ jJ-l JlSLil ^ SJLJ ^^Jl ^jUJ! *IW>> j 

: iJlxil iJLJii-1 ^-/lill (3 J-j j-Ull 

(3j-^j t ^ 1 999 j>L_c- j (CD Universe) ^j— <i aSL^ ij-^Jj (3 
LajJlJ 4_>ji ^Jl? j i JSj-jJI jJLjJ ^ysJi oL*5l 4Jlk 300.000 oL. jLk» L^__u 
« JLa j-c oL» jUl ^JjJI ^ SSytJ! otot llj . jVj; 100.000 

Ol (Daewoo Securities) *£j .* c. a^S"! ^» 2002 ^Lc ^^Ja^i-I j 

Jj Ia^jJJ j^JI j«4^Vl jj^ b^J- 1 O J^a 21.7 41»J Lo 



http://www.whitehouse.gov/pcipb/cyberspace_strategy.pdf ( 1 ) 

.-*1424 ijj^i 

MC : j iJ j Shon Harris : i_i—jt " (All- in-one CISSP Certification) : ij\ S (3) 

.Graw Hill 

.jjLJi jli (4) 



s * 



oLo jJjw *L!aj (3' J^^i ^2003 j^-^O (j <L^j^JI olS" jJlJI e5^ > "i ^* 

^ Ju^JL iJL-j C6^.Vl J^l ^ f 2004 f U JJlj! j * 

a£ j_d> j (eBay's PayPal) j 4__^ jiJI ol jtaVl (_£Jl_s-I i—*-^?^ C~U*ljl 4 g^- 

*Vj-k jj-C- 4_Ujuo oLojJju: Ija" dJU Ju a jJjj i C-j jli Vl l^/^ jj* - oljjXdil 

Jl Ja ; l ^J! 4 JL^-f aJLJL 0->Ji_^ Jsul jJ! ^Ac yA-> (jJL^-wil aU U J .(Link) 

J-«l£3l 4_«_^l Ljju Z^as*Ji}\ 4jljLj J»ots t (eBay's PayPal) £_i 4_;^Xo £_i 

4JjjJfc ^SjJ * <2Aj~il (3 4jl_^>- 1 L$J-~^\ 4-XsUaj j«-SjJ 4_Jl_«Jj Vl 4_XjUaj 

4 o_JL) £jl ^ZJ p\j-JA £_i jll I j^m jjjJi-JI l^oJj>tX_^l 4 o-^o Ol a J-L«-° *J 

VI 4,-cl jL.j( jJ-I dUi julp Jls ^>Vl ol i SJUjj'Vl 4.:iLk.j J AJ JI 
J._«L«.xj (_^JI oljL_wJI (jM^J S— LJLi j-j-il ilL^j 4j«-L>- ol 

j-oVl 4i.i>- j .jV 30,000 a j-ii L>^i 4JLJ9 l^ki j LjJ ^j-ij 

4; ./?-kJjl jAa/o I ^jj JJI disJjl 4^.113 Jj ^y> dJJj <^-J.iaj j<J 4.jl 

■ <2 ) ^ J J :x: >' , t3ij^ 



. / http://www.crime- research.org/news/17. 12.2004/852 (1) 
. / http://www.crime-research.org/articles/806 (2) 



dlLajix-ail (jxi dlljj^a [4] 

LJU- ^jjbJJI (Jl >>U-j L« oLs i_j j^U-l j<J! ^>-j i oU ^al i*K -Uc 

oU jLJ.1 aj^jj LS is- JiLU-l d)l iLii-tj i 1 ^yij 01 1—4?: oL? oU jLw tjliS" ja 

jj— °V Ojj^ 0 j Lol i (2f-*Vl i —>l /j-o l_Jl>- Oj-Svj ol V 

oLj ^Sil oj_&J i 4_^_&Vl J^-o i>Jj>-l J A>-jJ ^Xc- OU ^oS^o 0L0 jUllj <_J j^iL4-I 

Ji" J^-jo t_JU-l IJu* j :(Data Confidentiality) j_Uil 4* j * (I) 

i IJlaj .4jj_JI jl iULJ-l oLo j«^J ^jvail £^U?I ioj^Ul j^lJcdl 
Siiol i oU jJLuil ^ol -Uc- ^.oUJI j.>Lx> Lo t LLLl US' 

Lo 2£ j£j ^J\\\ jlij 4 ij-^k^Jl oLo jAjJ.1 : Lgx^ ^jlc ^^pJ ^1 .oU jl*ll 

.i^SL^I oLojLilj lAj^U-lJJ 

2 j-aiJl j *1 >- Li U^LJ- :(Data Integrity) Ol — a jJUil 3 o*)Lj (O) 

iU£l jjfc L* L«^j Lo i oU jisil ^U. iasUi ol L* Ljy V t iLLJl 
aJi . L^iUl IJLJ S^iS" iilol iiL* j . Jt Jcl\ y> oU jLdl SjUJ- S-oj^U! ^UxJl 

j_^^J L.Sj 4 Lgj jJ J^«_*_U oLUaj I jaJJ&j l y£ 0^ ^-*^l *U-^ul jcjl ^5 Lo <^_>- 

ij-^JcJI J^-o LjXjU>- (_5~-*j j*jl J-*^ o-L* ^j-al ^jS- ii)-b>tXj Lo»Uf. LoU L*~*>- 
i LfU V-b (5 I ^Ij^lj 1 *L-^Vl <j^*J ^JlA Lo ^yii^ pi 
t j-o Jjj^JI ^A^a^Ju ^j^-^ Jl 4^.^JJ ^J^"'j (J^^-^ -^^J*^' (j-* Ijc-^* L^-^-* 

.JL; 1000000 JiJLjlOO 

Ol : (Availability) 4j j ^j'^'j OUjLil Jl Jj-^jJl OUw? (^r) 

,/3~ 0L0 ji«il ai* jjS3 1 V j j«-J-o ^ol LjXa^Lij 0L0 jJ-«il ^Jj-^ (_Ac- JsLii-l 

Ol jl 1 L4JI J ^o_s^> jJI AjSLc V L4JL& ^UaVl -*J j-o 0Li" lit 4_«J oli jj-C- 



J^jJ^jJ^Ji.1 oL* ji~ {Jr-St Jj^'J O j-q->-l gU J^Cjj .^Ki^ks C~Sj ^L^?: ^-JJ c3 J-V jJi 
4_<k>-L^o jl I g ... ai oLojJjilt (wS i_>- JjL^jjJI a ^j-^J ' oLo^lail Jl J^vSjJt 

^jip LJjj^J Vl oL^^JI J iJ jJlj ot Luis- j JL* _^Vl JJ 

4_*sJb U ilLfc Oj^j jl Jo V lo oL« jAjw ^»Uaj ^>-L^j ^ jl : *ilJi31 j j>-j (I) 

j Jl ^iljJl Oj-S^j jJ j < JLil ^jJLp J j-s^-i j-* ^ilJJl Oj-^j Jl^j .dJJJJ 

ojajl 4_«^»-L^ j j^sM JLs-1 j-a lo XS" jJi iwJiaj Jus .i^iUdl olS" jJiJl jjj JU-I 

^ji i 4_Jj-5uj«JI iSLAJI ls 1& 4_L1uJ jl iLiLo 4^ j^J ^Ul J.I 3' jz>"\ ol« jl*ll 
oLJI j j**-Lgil 2Lc. j ^iljJI Oj-S^j Ll~»lj .45jLgx^J.I SS" j^JI ^3 ji (jjljjil J j-^ j 
j »Li ji djJu>- i^L^ ^1 ^i-V (*>-l§ll (^Ui J ' ^r^' <bljjJ 

:>!— ai&l j_a jLS" ^ <=■! jj j-* ^it-i-Jt jl jJl-o t^j-llj £ ^2003 27 
.(31 (^jj^Vi oL>l ^ji! yJ\ ^JUJJ 2jUcJu cJlS" Sjj^i-I SU5 ol ^5-*>-Lgi' 
Sjjws jjJjkLjo I jil ^Ji}\ ja 0i ^ y*-t^\ I i-* j^fr j 

j Lfti" Lg_^ jiLj - (jjj 1 j_pj : aLjw Lo Lgirf- LjxS^o ^^Sj^Vl ^aJL»J1 J±r 
j-^Lj^ Lol .(jruil jjJi j^p^ o*L>- Lcl l$oy>l jl Jl S jLil j - (3) J5LiJl 



S j^iJI j Symantics : Irvin Rankin : Uj — "as- ^Jl Hacking Exposed : S jjj (1) 

.^L ijjuc f 2004 ^jU 13 -9^a 




u^- <>* (^Ui' 01 ^oJI ^ i-fld ii> ij*rj (o) 

(jjfcj ( J"*-^ ij - *^ .^J* - * 4j>t_^alj 4ja>-j jj-^2j <bjJ (j^J b ^>-^ ^ J- 1 * 5 -* 

^JJa_^ (jU-JI li-fc j (Vulnerability) 3 j* i)t :Ol ij (_?-) 

(Configuration) S L^j jl (Design) ^ ^^waj (j 4 kaj J j >-j 4 ; J *ali 

j\ i ol_« L$J 1? «■£ C ^JI jl i oL« jxP^ JLp ' y ' 

l» JsLaj UjL^ jjj bjljjwj bjlSLju ^ya^ts IiJjis LjLo jJjw <L«Jajt <bL«ji- 
^jL>- Lo id— >-Ij i— a-^Ssj U-Uc- 4j| Uli- (_$JL!I j a^JlSj j>- jil 



t.a.»-. 4 £^Lc- ^-L^V 2Ji_aL>- 4jd_^( 4$' J _^J( ^yx-^J IaJl_Lc .C-J ^ Vl (j 
jj-* j j_«jL?t^Ji.l 4 -Jj-~! (Software Fix)l ~?'^ks- j-^jjXjU aS" jJ ■/?" 

L« oi 4_li«l .4jcu^i( 2£ <u j-Wsl ^JJl ^yli jit ^0^' ^-A**^^ 

jl^i) jjji-^l ^Lfc j s^Jo* iSUjk d\ cr* f 2004/ 12 / 1 7 p^*Ljl j 
i oJ jiiVi 45^ji -L>-l «■( j^i -bjj 2 ( >j ol j^sl 

^i_^dl ejLi-Ls ^jL^dl ^j-L&l j j->- jil oUJ-l j ^ijl! J>"^ e-J^- 4^ 
a^J_^5: Lo i»_^^s. ji-l jo ( j^o Si j>-i* oLo ji*-« 0 j^vj 4^l«l ^j^JjaII jj^Jj < 4^cSvil 

£3 j^lLs < ot -> j>-j oLixS'i (j (3c-*~M i_w25 cty 5 -^ W*-^ ^j^d c5 j*"' ( -^^ > "' <jj 



c^U jkJl J^VI j^L^o [6] 

4_wo( jJI j J-£>- ^-iLvaj j js-jjl < SiJLgl«J.I if>*D jj-«-~! J_jJ JLJ1 

I ^LS" Ji-UJI ^ jj^Lgll j .i^aLl diL" l^j^j ^Jl oL. ^Ul <JaA hU>. Jl 

jl 4^ jJm 4_^i-l dUU C— jlS" s-l 1 OJlS" L*^« 4 4_£>- 4_g_>-l jj (_^JJI L«J-> 
J j->- jj| Jl O j-gii ^^Jl oLlaxiij t_j j_^U-l ^^-i j«iU JlaJj .5JjJ ( _ s X>- jl idiu 
JL)\ LgJM JUs j^l>-IJLll jJljJI L^JLjo Jii <^J1 OU^JI ^ Ja-U diJi Jl>u 

oi ^»2003 ^»Lc- s_j$oyVi 2jl^ii obV jJi j j-u^ jjyj jg^j .1 y>Uj> W^i 

FBI)) ^IjJl^JI j-a^JI LaI IfdLijdl oL^I y Z36 
jl ' Computer Security Institute)) i_j j_^U-1 -L$jw £-0 SSjLJL* 
4_Jaj| ^y-U I j-la>- Ol g-^t dUj J— >-ta jy>JLi«^ll ' (CSI) ^s-^Ij 

jl 4-3 o ^2000 ^Lc j j^sj jt-Ji-s^l *-£jja*}\ ^UjlII 2 jljjJ j 
L$j 2 jljjJLj oL. jLdl S_Ja.;f ^y-U c-i-i <^JI SjL£x£1I oL*^! /87 

■ <2 2 jW J^'- 5 i>* ^yl^l 



: ^Jjil j 1 'T/!e 200i CSI/FBI Report on Computer Crime and Security" : jl_^*j jjjZ (1) 
http;//www,visionael.com/products/securitv_audit/FBI_CSI_2003,pdf 
"DoZ) 7«sWer r/irea? Mitigation, Final Report of the Insider Threat : jlj-ou (2) 

: ^ijll j < ^2000 J jj_;l 24 j " Integrated Process Team 

http;//www,defenselink,mil/nii/org/sio/iptreport4_26dbl.doc 



^gls- ^ J-><-^\ Oj-^J LoJJLtf- ioLp jlij ^Jl iwoM^-Vl i^aJl ^SL! j 

< (CSI) ^j^U-i j-ol oI^jJuj" j .i_iJl£xJI JiAb IjUo Uli- djJ^ 
^> jVjj o ^-1* 2.7 j-a J>-LJ1 ^LaJl ^» j-^-jJt ^AJLSj Jj^*^ jli 

t_iJI 57 ^-c <>* ^LaJI Jl^-IjJI p^Jt JjL>u» 

(1 >l si 

3' j^->-' I lij j- 1 **^-; (j"^' a - * 

j Oj-l-£j t <L-*^ ^LLj J^S-\ j£ jJJ I jiwSJ jl 1 C— j j^Vl 4SL_j< ^yJ.^ ^Jl 



: ^Sjil j i ^200 1/12/15J "Internal Threat - Risks and Countermeasures" ( 1 ) 

http ://www. sans .org/rr/papers/60/475 .pdf 
.JjLJI j^L^il (2) 



L/?L^t-Jul La tj^i-^ liiJiJj . olSL_JL!l jl i_) j^jIJ-L) <s jju> j^S LjJL«..*i.^j1 

< (Hackers) ^«_^t fi-kr^ ^ j' ' j-^' <u_stf 1^3 ^-a Oj^ALJaXj 

La oL«.^5-4i l^ - *^ ls - ^ (*"6""i J> "' j-2 ^ u^-^-"?-* j^5~ 5JLJLL1 (3 

JLi j o j-^tsJ>cX\ (_^«— jj .^i^Ji si-* V U ji^> jl o\£ 
.(Script Kiddies) £-»LJI Jlilal (jM^-Uji! ^a lJll^\ \1a oU jAaII 

4_$jU oU jIjw LJil L« l _ r 2i=_j< ^>-Lgj jJ il^ll J-fl£ ( — T) 

.<Ula 4j ji xi jJ i$>-l jljXjV Uts-V l^aJjk^o Ola jJjta 43 Lj~3 (J-«-*J 
^a JJ4 jl ^ >UJ! ^a f ^JI jl :^U_Jl 4*^1 ^ (2) 

4jj_~o jj ^aJI [J->do ij\ (j-^-C ( ULL^j I g:c LjJl^- ^^Jl oLa jIaII J^al Otj jSLo 

(1)1 I j— A J^-a I .4_*JLC jl OLa jIaII J I (J J— jJl (3~~*i ' Ljla'^L^j jl oLa J-L\ll 

<ul^J jl Jju jLtf^l ^ Jaj ol o jj-J^ -4-JU ! y»La o\S lil J>.|jJ1 ^ ^Lgil 
. LjJ J^aj ^1 stiidJ aLU-IjJI iSLxJI 4^>-l^a -I 

.4_sjjLl jl^JcJl j\ 43 j-^JIj OLa jAaII 4_«_>-l£a _ i_J 

.LjJ Ola jAaII 

4 Lgj ^L^iJI D^i- ^^-Ifr ^Laii diiJJ *V~^J -£J^"' 



la Jl (Configuration) 



(Port) jj-^ 4 ^lij jl : J-t« i j j^r-Lfll LjJ^U- Ikj (Backdoors) 
. <1 jl^JLl j (TCP/IP) J j^jjjjj j S-ij^jll J^UJI diL" ^ 

^Jl oLgaU jl dUij S iliX^Jkl olSL-XJI jo J^sUil jl "a ji*-*JI j > 

aS^Ju l ys- 4_J>-(jJ( L^jU jJjw aSx^Ju ./?aJ L«j^ j^x-^J Ij_>- oLo j-l-*^ L^j-U 
4_JL>-b LaIJu>-I : tjc£~-Z> ol_$i-l a-L<& JS" ^jJ jl J^f- dJJJJ t cJ j^Vl 

(_£ "*_w>-jUi-l 45\™XJI (_j ^-"^Ji 1 > J~> Vl A^L-JL) <J 4_*^-jl>- (_£ j-i-Vlj 

J^aj J>-IjJI ^ ^Ljil t ^UJI jru^-Lgil ^ SJU-IjlJI iSLjJI 

oLo jIaII ^i'^ «j J-^-j ' ' ^ j-a^ < J-stf lj-& ^Jljl jl 2 j^>ti)l a -La (_j-l-c- 

^^3 J-^-J jl ' **-~?-J^-l aSL-JLII Jl 4_J>-IJl!I 4SL_jJI ^j-J-C- 4_ujL*J-I 

Lo I jjlS 1 j i i_d>-|jj| 4^L_dJI Jl 4_j>- jU-l 4SL_jJI OL Jj^lS" i-Lji-l ^"IjJI 

jl Lcj .c-Jj^jVl 4SL_j< La jj^a^ oL^j^J JJjJaII 4_JL>-1 jl51 olSL^xJI j c_i_-ix£j 
.jIjlc.) ^jjIj (_5-x>- JiVl <=■! j+JI j olj^iaJI *^~J V i_j j^U-t ol^j^J 

^ Lj-LHj jJ SLidl J^-ta lJ ^k_j< j jl JljV oLs — < >\.^S3l Ula 

ai L*£ .(CD) LfJiil ^IjJVI Jj> j-c- jl t SJLi-lJJI S5L_iJI Jl cJ ^Vl 

c£ ^^"1 *J^*i jl ' *jL*j£-I i«.iajl ( j^ajLva>- jj^jy J. ; iajCCj J.>-ljJI ^>-Ljil ^ j^j 
^jlii-l j j^>-l_^.ll 4. _Lo (_5-iJI ^-^4"! (J^'J ( ^J-I^J LL^o ( LjjJ oI^aj ^tXi 

.L^xjU^- iji-l J j2\ oU jAa.1I i*Ji;i Jl 



.oU jLA\ JjL'j ^UdJ /JVl j Ulaiw-I jiS'Vl iiill y> (TCP/IP) J jSjJjji ( 1 ) 



Social Engineering 

W^'J h^J^ [1] 

i 4_JLp- jjilo jjIjl* (Social Engineering) Lc-Ul>-Vl i^JC^Jl ^—lia^al 
o jSj jl lJ^ S_j£-U^>-Vl L^JlLjJI jli £ ^UJI -Li li Li^>-j ) L$J 

^™Jlj i L£U oL> jLdl 4jL^>- Jjbi (jl (^Jt ^ ^*S^ a"' J i_r^ 

^ ^>-Vt 4~l3xJ1 JjL^ jJL ^ 



"Social Engineering: What is it, why is so little said about it and what can : jl jJju JLi* ( 1 ) 

:Jajl_pi Jis- j^j (J. Palumbo) c_Jl£Jd be done?", 
http://www.sans.org/infosecFAQ/social/social.htm 

4_owU j (I. Rankin) L&UJI "Hacking exposed" : jl ^-ju Sjjj j 11 *° ^'j iL^Lu (2) 

31 u-> 12 -9^ s^Ji J ^Lji 



Aj&I aJ^Vl AjjujA^ SI l_j jLuAj CjLfta^Jl ja. [2] 

"L^e-LaX^-Vl <u_^JijJl i_jjJ_^jI ^\j3>c-^V> oLaj^jJl jl ' ^(j\i>-L!l i^jj 

: ^ i 2Jj»^I ^jifr ^Jio ol jj^-S 
^gjuoaJl ,\;» >^i\l -I 

: I jj!> ^j-*-* 3 J^""^J • *i ^Ja^sM 4X~Jlj ^» ^>t^JI ^a (.r^ - j"^ j-^ j^^i 

Jl^-I 4_sL J_*jJI jL£.a ^Ljil Ji~a_> : J-**JI oLSU (1) 

lilj .ijL-vaJi jl iiUalil JL0..C jl i J^mJI 4_£>- £a ^jiUxll jl i {jJlis ji\ 
O Lais' J^a 4j«.aJ- <USLC La t. »jLSs.1Lj lJ 4jls J ^-jjl J^a ^c,>.l^.ll 

i i i ^^Li-I <L£>LiLj 4JL*ii.a i3L>J' (_5^- c ' ^j^SLa j ^j.So ji 

•.oSLfJI (2) 

oLaj^JI t-L^J L_>> ^Lk-^Vt j-iSlj ' i-^Ui^-Vl a^Jl^JI 

J-SjJ» J-v^Xj jJ i i ^*>-LgiU .(Help Desk) l jJii\ j«-£JlJI j«j JJl> jSl j-a ij j j— LaUJI 
La ^jic- L^jJuj i ij^it oLa jJjJ.1 (j^S *U l -~LkiJ LijU ^jliJ! ^jJI ^*jJ13j 

^Jl OLa J-L*il S-L* ^JjkUvJ l2JJ j J-*JJ -L& J Jjjll oLalSvS I OLa J-L*-a J^a a-bjJ 

j_a (Jlj& jl jLoLSJl ^ .sLidl I j>- (_jJL«. oLa^a ^-xJ L^lc 

LxX~S jj o~»j i LjjcaJjsi (j ol_^^j^itj t oLSj—jJt j t j-^-JI «J_~4Xj g ...11 
.JL>-I JSJ SJ J^-~o 4XdJ ^jj La b-U- Jjuf ^1 LfrUxs-Vl J 

^_xSl ^_a 2,_4j^JaJ( a jut o\ ^Js- !il U-slaAj i_)^Jc;_^j : oLjUJI (3) 



(S. ^JliJJ "Social Engineering Fundamentals, Part I: Hacker Tactics" : j! jJjl; JLa* ( 1 ) 

: Ja.1 jJI ( _ s Jl£. j-ij jGranger) 
http://www.securityfocus.com/infocus/1527 



Jl_^I lSj-^ ^~' L -" f j—^' ^LjJI i_r-^ f-^W^ 01 
(wSlj-kVtj <■ oLc-Lai^-Vl ^p—Cstj^oj < LajLLxJI jjS'Lalj t L_* iJ by ol—c-L>i>-l 
i J-^j -Lis -i^ j.* Lfr jj ^>-Lglt ^s- LS i*2j oU jJjJ.1 » Jl& 0} .L$J <&jLiJ.I 
I ^Allku oL&Ux^-Vl Ju>-I j (jr^ - jLill 0y>-^' ^Ut^iVl -b»t j£-~> i 

^jlJI Oljl j-*^ jl oL^ jXJI J^-a 4j>t_^J JL^jl 4JU i»_JJajj ( j>-V iijLl^ j^j jSwj 4jL 
j-j^L^JJ jS^J-j LoJJ-C- gU Ql tli-JuVj .^gJjj^JVt ^^-jjj 0 ^oa-q^M Lgj 

^jlj. .»i jSL^JI OLi < ^ i>- (j^*-? *L«^olj < «.>LiL*jl -i*- t 0l£Lo 

^SLcj ( iwJis Lo ^<u>-Lg_«JJ J-^jJ j~> jSLJi Jj>^?: t>j-*J < ^L»I>- J~ysLiJI aJlA 
J^o Ji-jjll ^j-"^ Wc^ - J _va> " 3 JL_j oLo jIaII aJi-A 2jLaX_ajVl ^>-l g o U 

^IJuicX^i ULc- 4jls ( bs> (Hotmail)j (Yahoo) : Jl« jjj^o Lgju 

IoJijlc 4JI ^jjk iKLill .[a ^Sj ^jic- J-g— J ^^«-=r LjJ «Ji>-lj jjj^ iUS" 



LS Af- is j^io <lxSJj 1 3_jL>M £«L^JI J-i}^ : J~* ' ^-V"-* oI«jl>- ^»-x_5j c— 5 j^Vl 

4_«.i? J._v2jJj ( > j_^jLi-l ^«J.>5.X_^^ jlaju jl J^-* LaJl Ljjul 

dUi j Lfrl^JL. jJI jj^il jli J*U* jJI oliJaJI J£J SJu»1j 

4jULJaj j Lj*JL>«S_mj ,_^JI jj^-lt S-US" (^_& 0 Lo LJU- £-9jll 

. L $j>- % )!\ olLJaXJI j £!j;kll L-9J-$__J,I 

1 2_> j-jJl j=->-l j ^-4- ^ Lo UU- ^1 JJ-I ^ j 

j gJgj t_sj^uJi.l L ya>tA]l jLf>- (Jl ^)Lj <JLjIj r*-^Wi' f yk '■ i-^jil jl 

4_oli 5JL^jj LgJlS" 1 (Dialog Box) ,_£jl j >- (jj- 1 ^' v» (j i)L*u Jl & 

1 JLiol jljo jl tJjL^_Jkt lJ ^k_iJI jj-o L$J ^-Lk; iSL^Jt 

^Jx_~J Ji"LL« j j->-j jl t aSL-xJI j d-jJ-£ -> j->- dUi 1 < 
4_«jL Lo J^S" ^As- ^L$11 J-/^ cJjl$x_Ji.I ^ya^iJI ^Js- iU-l c~Uajl til j .dUi 

. ( j / 2^>xJl dU Jj ol« jJjl^JJ J jU 

l3>JJ-° jj^a^-j- ^*>-Lgil jL ipt-^kJi f^-feV V^^' iw-^iJI *l J>-Vl ji>- ^y—J 

2Liuil jl lJjl^_>Ji.I ^yajis-dJJ UL^J-I oU ^y-Lfr g^Us Vl l~-^K^> ajjJj t 4j 



: (Persuasion) ^Li)fl O J^ -1 ' — ' 

: ' ^Lg_«_&l 2^Jjcu i J! LjJ ^-UlVt <u>- jj 0} (J 

^^Jl pA* jc^>! ^lJI oL^ljjJt Jjlj :£l J)fl tij t> (1) 

: Lo tj^i J-«j«J CS-^^i^ 5 -^L- 1 -* ol(Social Psychology) ^j—c-Ui^-Vl 

i^iladl ^j>J-L ^>-L$11 £j-^> iijjkjl uJUfc j : Sj_iLll ^LiVl 5-2j^ (0 

: i 5_JliJl iijjlai! LJlfr L>Jj 4jlj diJJJj , A -A- ji Lo J-*Jy OJl^_J.I l _ r <ai c --iJi 
ot jL-^P ;3^-M (Jl vaJ^J 4.JUJ 4_j1Ju (j Jl_*aJ i 2j_^Lil j;_C- 4_aj^]a]( 
dJlAj .4^ij (j ^Lui-l jPLi^ jl £ lJ jji-l ^c-ULo Lot i L>«.aj t_3JL^uJ.I ( j^ai 5 JJ1 



"Central and Peripheral Routes to Persuasion: An Individual : jl j ■« ; Jl ( 1 ) 

Journal of Personality and : 4_Li j j_iJ j i_>L53l ^ jJ_»J Difference Perspective" 

1 986 Social Psychology 



UJ :5 jJiLil j^P ^li^l iiji? J Io.bw-J.1 jytsJl *-Juf (2) 

^LiVl JjVl ^Ju^L^o LaJiJLC W> -O f^>-L_U ur^' >~_JL«Vl 

oLAl? 4_J: Is-j^ ^Ul ^j-U ^JUJi jl :ikLJl c-?-Us _^Jaj: ^jsJl (!) 

LJjU J-^2j(j < <— 4JI ij^xJi (5 j^>-l (_£ jJI ( j^> 5 _jJl ur^ 0 ' '^r*" oLV jJL 
>w~-Uaj jL? » ^ (3j 1 ^j^^t oLAd^Jklj oLys jaII 1 3\£js ^ Lx£U ^jjjJut-j (jCoL 

« ju& jj .d~>-U1 4_> J-^l (5-^' oL> jA\ 4_ = ic cij_^o (5 JJ1 ^-UjU j j j>- 

ft- t- 
: Lj~!l «t^o jl £ j>j-*l 4j^>*x)( 

.Li; La 

c~j_>-I (_^JI oLL^uJ.1 j J-*«J1 Jl-^I j5 di_b ^y-U L*? 4i_^ jjl *Lkp V 

.LjJ i_jjIj>cx!I 



"The "Social Engineering of Internet Fraud", A Prepared Statement of U.S. : jl j^u i*K ( 1 ) 

^ j (INET'99) y}-c ^Vl J-L_*JI Sjljj < (Jonathan J. (Rusch, ULiJI 

: Jail jJI l5 Jlp j ^ Ut&l 
http://www.isoc.org/isoc/conferences/inet/99/proceedings/3g/3g_2.htm 



3 j hi j a sUlLi lj LajJbil I jj_ai 



£j^_~ll <_jV2sVl Jli-I CJIS" ^-^JaJl dUi I^jL^j (jJI ji-l jl 

.e-ijjJI dUi jj IgJ £-«-~o ^1 ixJ^-Vt j 4j 

j ^ ^ JU^Vi ^j^- ^Jt oU> ^ z95 jii j-S" 

j i-P^JI ^jJ ja-gi^ j ^-u)! 01 ^ frl »fl (V) 

e jS-i! j3 J-^° jl < l^tpt-i ^-v"l *■(_$— *^1 dUi jl 1 j_^J>-l lit jL£ L«_$* s-^j-ii (_$1 
j C~jj>-I ^1 oLuljjJl <ulc- cJ-> Li" i £Sl jJl <ulc- Jju j^l IJlAj t SjjJl^ 

Lo ^ ^^-.xJI dUi iJ^.1 j ->bjJ (a-^ j jl L*S" .^L^Vl ^^iJI ^ 

jl (j-^C ±5 jJLJl lJufc jl .J-J^J.1 j 2->jJ^ £-_*2X^ 4^^Ul j^-Lc jji jl IjjJuil 

jj LgJ (Screen Savers) <_a s jj* ol £Li <us j* (j jjci ^>-lgl1 4jJcu»o 

SjjJ^- 2ji (_£j~»o J*-^ ^"^- a> ' '* J> ^ j*° ^-j^-*} (_»^*dJ 4 ^>jjw 

« ^Jjll j 1) y-^> jl Uj-Ui- j jJI Lr a^_xJI ^ )o y_jo j t JaJ* 
C ^J^,\ jJ Uaj .jj^-* ^ («Jj jLj^-l j-^ j-SS"! Jl iJl/-iVl 
4_*iS"j i U-u>*x^ Li j Jj>— us < oLiuiJI dJla Jjy ^^l^ v ji- ^i)l (j <wSJi^uJ.I 
J L^Jj&y ] -k^' tij^ ^L^" J L. ^ ^ jjSJ as jj^il 

J j>-.u!l jil IJla *l jj ji-^di ^«j>-L^*i! j-^-C i!U-l dAa jj .aS" jJJI oULj 3 Jlc-IS 

J-aaj CJ lJl j_>UI OjLJLo aJpli J j>-J jl i ipt^aJL ^yj li-l t ^yjj&j Vl -UjJI (Jl 

Lu^L«>-lj .^LJaJl j oLaUi&Vl jl < j j-Ul jl £ o j*^l j U ir": j-° <J| J^l ^r^' 



Lot j\ V LoV i J^Lxjl jjlp 1 ji->- JJI LL>u£ Lo ^^2^.^, 4>-jl j j>- 

A^-vsli-t ajufc j«->-L-jil t-i-tjj Jiij -^yikdt j^S^axjtj J^ 5 -^ ^jic- LjIjJJ ^j^aj Jia^ 
<L»^o oL_« jJjoo t_3Ji^X_wJi.i ( j^lit_jJ1 i_JJaj jl J-Jii i 4X?J .,^1 4j^-JlJ( 

l LjJ J— V 4_Jb i^^ks- l_«_g^o < ^«^>-l_gil ilA-JJ 4_>-jI j J-^>- 

Ji J-^r 1 ->J J U^J ^u^ 1 u-^ 1 u^'U^s- u^ 1 : J***-< (i) 

- *1-LXj1 dUi ^ ^wUsu ^<J jJj — Lsj^jw dUl j^Jl^I (1)1 J^L>dl JL&-1 

jl jj-fr •(><-*>■ J-^- t-j^j ^ Jr^*"' ^Jj^' aLUj: Lj^I pl« dLls 

2jj_s^ (j 4_ajji-t a jij ( ^^isJLl! <Uj>- ^»JJL$ 4_ljCU*j ji ^js-Lgll 

(Impersonation) v^>x-lll JbssJl o jL*\ — o 



: i^c-LkX^-Vl 4_^<JlLjJ( JL£ (j LjJL>tXjt oL j^oj .1** jX« jl LjL<i>- 

< jjJLilj i LiUiJI J—alp-j t olSL-Ailj <_J j_^U-l olJi_vo 4jL_v? ( _ s i-i L_vSiit-j< 

IaJlju .Ijj— (j^J IJla oV iLg^u iJL^ dJlaj i i£ j^xJl jjjJ. ^jj^JVl Jij^JIj 

jjj^ui ol yip <L*ii loJjlo SSjAib yXiii ^«_PjJI j*J-H2j -^J^L ^sJ>-lgJ.I J«/2Xj 

OV I j-laj t 2-LjJl>- jJj-« S— o-iS" iwwUaJ JUajVlj <ui£" jj jjjdl 01 ^P-Ju 'ji^ 
jV ( IjjJ eJuJ^I jjjil A^dS" jljLv?l 4jlj iiLLJI jj Jj i^K Ji jjJlil 

IfrL^ljl yJI <L*$il JjU jJI l j^JU S_*>-l ,j l^_P- jJJ t 4P-L^ Jjkj £-1*3-1 4j jj jjJllI 

UjL ^Lgil Oli" liij .yJj^Vl J_^JI jjjs ^ *JI ^L^Vl j O^j^i' Jb»l 
^.1?" ...^ tijj < jj^il j-j j^w' <uvi>5^i Jl^cXiII ^<sj>-L^«iJ Lgj jlgiuj jjJ_«iJ iJjJ^- jjj* 

iJLa yiJj-a Ji^-V djJu>- L> 

JljjJIj t_->-l jil iii-J (jx jJiii jl il 1 el jj^jJI j| j_« (^JLs-l jJij OLS" UJlLp 
Jf* ^ ,J -^^ f>JJ ' Lr'JjP&y^ -HjJ^ j J^ ( <J^j1 V^J ' ( /JJ :: ^>' , 

Jj_P Jl yJjj^SJl J_ jjj J-v 5 J tjCpL*o ySLgjJI JP jil ci ji^* - (J^J -e-bu oljl>-l (_^l 

^jtzit-uj J-Aj — e^LlI ^jJ—a J_pLwO 4_>vi5^i o S" ^jA-i^Jjj { j^a 1 ) laJI { j^a 

p g ";L>-I I ji-^jJ 01 i )*>UaJl ^ — 4j j^^aj V i_)^Uail ^0 I jj£ 01 j^P- 1 ^h^- 

<*-J*?kb -Ls-I 0L£ -*-JjJI li-A J-^u 01 ciUi Jju (ji-j .Lw*Aj Lo-ml ^»Jj>cX^jIj e-b^j Jl 



3_JLUl L$_L>- iwLiT jl ^tjlj < ik_^Vl J_>- (j^x-j 4-^! i ajLil 

I 01 LiJL; oL .,^->t-jJt « Jufc (_^Ju>-V Jj>cxJ,l ^-L^iij .— ^^ijjJi J.,,?aJL? 

j^-c- <c_^j>- 2jj_s^ (3-^" (J^-**^^ (_5~-*^ *Lsiic-l jl aS^ j - "^ i_?^ s _?' 0 

L^-Uaj ^jlJi oLo jjjuil (j f g •'/> «■> dliiJj ,^«_gjLu jj JULP ^ 

4.JL& Li IjjUuo Lis JLi^j Vl OLm. JVl ^J-c- ^ylc ^U^-l diL~« IJL* 

iSL_i (^jbl LS _Lc cJj^x-^JJ ■u^ij ^a_=»-LgJ.l ^jiJL jl JLtll J-^ 

*J t Z£jJl]\ j cm!=» jit ^iLj Sj-^-l j 2Ji_>JLi-l i>«_~jJI c— jjixj jls aJU U 

ej_fc jl -OjJ 2JljJl^-1 4_J ^l^-^Jt lJJl^X^H i_ali> jil ^ ^-iiaj 

SJuJii-i iit^Jt l-^ j^j j»Li jls ^i^U 4.jt lJj^uJ^I (5-0 Li>. I jj->ui -0 
c-j-iJ ^-v^s ^-L^aU ti-*j < <iIJi jj-o LJl ocuI ^Ji (jyit jit iJL ^jJ 
. cJj g*,,..U jLjjj- (3 < < ^'jj^ 9 oLva^? 5.™>- ^-^^j 
(Reversed Social Engineering) iw^^' S—^Usr-^l o jLJi — — a 



j j-Sijj S-U-LJJ 4_u o j^-Uajj ib— Vl; d) jiXf^A\ aJ\ a>- jxJ < Zss jl Sjjtal SkLu 

. lJI jllJUxsl (1) 

4_*}^J( ij>-^Ls^!i jl ii ^*il ji lJ ^k_^Jl of ^j-U 4_~ut; ^*>-Lgil jl j->\ (2) 

(3) 

£ (jrvii? j-U J^S" jl jj^ju ^fr S_«JiJ-l ^JailXS ^X-« SS" j_jJ( i w7lSLo Jls-I j oL- 

jj\ ^.^psXJI Ijjfc J_lC ^L_«J1 (1)1 JL>-I jj-laj V d)l J .(-«S jil JUxst SJLs- dJlAj 

i i$L_dJI ^Ljj J&1 (jjj jil J^^' j-* 4.JI ^-Lx^j Lo J5^i < u j>^s 

jJI OjJuLL^ 1 jjlS" til L_fr ib^uVb aJI el) j^>- jX^ ijMls jil d)l SI SJl^LJJ ^jJl«j 
jJj-U ItKjjJu" j j^-lx^ J.A j t 5SL_dJI g-l laSil SJai- U^i& Oji<uu 1 j^l^ (jl31 
^j-lc- J j ^>-Lgii ^iaX^o Uaj .1 j>- jjLft j aSLJJLj JU^jVI iOjLjl* 

J_i itj-.j i^LUI ^^AvsIj ^> j-V" 'Mj ' cr^' °^ J-^' 



(R.Nelson) t_, ;LSUJ "Methods of Hacking: Social Engineering" Uj Jl «(1) 

http://zeth.kodslav.Org/securitv/dokumentation/dok:umentation/soceng/socialeng.html 



.-b-l dUJu b\ Oj-> aS" j-iJl oU jLw ^Uaj 3' (j -A* 

<_J j_^U-1 ^-U*!-^ ^IJlJ- i-^iJl J-~^~' JL-*£-l ^y-fc A-jf-Ux^-Vl i-^JCLjJI 

.OU jJjJ.1 AjUv^: cthr*^' 4 "*"'^ ^^S- b b\ U^; 



Password 

UV^Ls h^j^ [1] 

Ua*^ < ^Uill j LJS jy. ^ r-^ lit .) c~JI ^-Li* du=^l 

.u ^Uc-^I VI 4_L>.Ju V (j^U- jl£l J j>-jJJ ^^k-dJI J jj£ Sb! j^M-C 
5_«La oLL jjj-^l S-US' dJjL ^JlJ c-Jl }L*i dJjL ^»UiJJ jj^l 
oU jlxll La ^i-j 1 k =r ^J^\ dLSUjj < ij^waitj iJLl dk}L>^ : Ji« 

4jLv>- jJI oLLJI ijLv^- j^JljCo L^jI L^l .lU*>L> jl < <ilL%c- jl < dL i^l-Li 4^L*J-I 
J^a>- L. lJu»l jl jJ .cJ ^ ^Jlj *i Js. SjJiil : Ji* t JUsVl 

4j£c Vl 1 OJ j^Vl 4SL_i ^jifr dLJI £S y> i Js- ( _ S &JI dLL~£ i^sli-l jjjj iU^ ^If- 

*-v^-l jjj-^ J-v2>- L Utj^ jl jJ 1 dLL~>- y> Jij^l Jj_ph ^j^> jl 

Jjj-U 4_UfT ^^-ic J-^2>" LJli? jl jJ J_j£ ! Jujj jl <uS^ Vl i ^ 

j-a l_A ^J- j ^jJ JuSlxJIj \ 4_Ll£JI ol> jjJI A~Jis ^ Luu jl Vl ( ol>- jjJI c_jLi& 

uL Jjl jl ^ 4_LiLls .a-**^ U jjjil i«J£ i«J jil dol ji-lj oVLx>- Vl 
(5-L>-l j^j&jjjil .iL*-^! jjj-ll oLJS" ^j-lfr Jj_^Ll UjUi j_& j«^>-L§il aJ^L 

fC^X; liJ t ^>UidJ Jji-jJIj ^&>=xU L^2>- jlj o 
.^rw^l 0j& V ^ jjJLI iU^J JloVl jL>-Vl * 
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JjJ-aJl ^cJjlj [2] 

lju , 



: Ji« < (user name) 



User name 

Mohammed 
Abdullah 



Khaled 



: iJ IxJI olis^t^llj jz*£> 1 (_r*~"i 

^ t ^xUl VI Ui^u Vj t L*^K jl ^Uj J LJS" ^ iJjS^ * 

•.JujJL-l jjisdl ^jifr Jllo 



User name 


Password 


Mohammed 
Abdullah 


1234 
ATF3 


Khaled 


ATF3 



( tj^i. V 4_> 4_>^l>- jJj-« 4_; C-JaJ jl ^JtitX^ JS" jl Ja>-^ US' 

^jjl -LjJJ»-1 jjia^Ls jil .t-i-bii ^O^-Jkl ja-^l jl U 4jLt£ jJ jjjil olUfT jlj 



System X 



USER NAME 



Khaled 



PASSWORD ************ 



.J j^aJ! iiLi : (4) pjj JSLUI 

Hotmail J O j_& £-2 j^j ' <u_l£ ^ b^~i ^° " s ^ s - iS^J ^-X^c^X\ i—ila; — 

4_oJS" J^-ol J-xiJlj JL4-I « j-As 

cIjUK J v^... l . al&3 ^311 jLkkV) [3] 

■ 4 ,,'f-?il jj^l oLoJ^ ^ J ,,i?*t * 
.i«LjJji-l jl ^.xJjjxJl C."./?"Mj ii~>eJlj * 



AijxjJall JJ^il ^ i - *aJ [4] 

3-JU.c iL*_^aJI jjj-ll oLUS' (wsLi^l jl Ljulp. U-Uj jL5 

lalil j*>-L$^ 4_j ^.jij Lo Jji jU dUJJ ^ A j W- 3 *-^ ^ ^-f^ 

wl> £*Lh ^^ a J ' cracking 

^util jl jai j^Uiil OU-LT ^> JL ^a a il * 

4j 4_>lx£j ^UalU J ji-jJI 4J (*>-W^ (*J^i iliJaJI «JlA j 

^.1?" ..m (_y^>- ^■Ajg^-^t ^J_ygj ^<J jli 1 ^-jodt jl ^ j^Lail oLJS" -U=~l ^ 

.2000 « 123 ji. 

Brute Force AJUaiu^l 4iL ^kJl ^.bxs-jb ^>Uaail * 
j < E3 : J-i« c~~J jl 4 ,j>< j^Ui! (_5-«^o V jjjll oLUS" Lr ^-*j 

jj j ^jJto- t dLb jjj-ll SJ L,J^>- jj-o jjJ iajLJI ia^laJI jU SJU-I aJL* 

Jl ^J-v^j (_y-> > ' ' *— J VL*2>-Vl *l ./?S"..il 5JU-I d j_a (j ^ls>Cj ilii JJ .<uutCs oils' 

: IgJI ^ 5JUI <3 JaJL jjj.1 ajL <GU 4iLJI U&\ .jjjj iUS" 

AA, AB, AC...AZ, AO, Al, A2...A9 
BA, BB, BC...BZ, BO, Bl, B2...B9 

.EA, EB, EC...EZ, E0, El, E2, E3 

.IfcJI LL^ j E3 J JiiUJI oVUi>-Vl Uj^ U:l Ji^^iU 



jjjjsi jkJl * 

LS _Lfr oVLki>-Vl ^*>- ^ j^Lait oLUS" ^Jl^x^J iaj^kJI aJL* j 

.CAT, CATO, CAT1, CAT2...CAT9 : Ji* U£J\ 

: jil 4_L_^j ^i^c cS^-"j ' Advanced ZIP Password Recovery (AZPR) ^LJ ji 

http://www.elcomsoft.com 

4_>A^I J (ZIP) 4a,_,/2.i it ^*_^ail oUil! ^Ju^j 4 ^Jl iJUfc J^U- ^hj 

Js l_«J1 L^iLixS"lj jjj-l! 4_«J^ x^j_v2j i) jg .» (_5-J-p VLto oV! Ji->-uJ 

4JU-lSsJ 4Jjl«_>- l j-»J ' ■/?; LaJLo Ljji-I .4jU<_Cs Jjj* <U-lS>J ^y^- (ZIP) 

li-Sjfc jl I JJj-U 4_*Kj 4J 4jjJ J-a Vl 4^XS ^aX-»o V (jVl .(sami) JJj-« 

jjjli 4_US" 5J ^ Oj-L; jSj: i_H1I jl ^jk LLii-l ( j_£J .4jjU^; ^Li ^ ^^laj 



M ' jced ZIP Password Recovery 




□pen Save 
EnctjptedZIP'fle 




Biutefcrce 



Ranaa | Length Dictionary F lai n-leiit || AUto-save |i Options i| Advanced | 



8iuleTorre range options 

□ Alcaps 1alin [A - 2) 
0A»srnal latin (a-2) 

□ A! digits (0-9) 

□ Al special symbols (!&..) 
* C Space 

□ Al printable 



Starl dorrr 
End at ^ 
Mask: [_ 



Usei-defirredD 



Status window 



17/09/1425 IQ^M^-AZPR version 3.54 build 1 launched, unregisteied version, 
some features disabled 



Ctwenl password: 
Time elapsed: 

Progress indicator 



Average speed: 
Time (attaining: 



0* 



AZPR version 3.54 (e) 1937-2003 ElcornSoIt Coitd 



.(AZPR) ^lJbxx-il :(5) (|Jj JiLiJl 

: LJUa>- iiU ^S- JL&Li Start! jj ^jifr Jai^aJI Jlujj 



r 

Password successfully recovered 




Advanced 2IP Passwoid Recover statistics: 






Total passwords 


241 




Total time 


12ms 






Avetage speed (passwords per second] 


20,0(33 






Password for this file 


ii 






Password in HEX 


6969 




y Save... 


y/ Oft 





. jjjii lar ^ j^aJ-i :(6> ^ j j^Ji 



JJi t iJtf (J JlLo 12 j j-ac- j i—iilL ivsUi-l jjjil UK c5 ic- LUa>- JwJ 

U fJii dUJK cjjjit UK Jl Jj-s^jAJ UjU 241 cJJu -UU^I <>* 

i (sami) ^jJkj i JaJ«_>> JUL£- LL_^o Ia1J.>Ju>- j^xJI ^^s- (ii) jjj^ UK jJI 

4_>l ^.ifr J-Lj 1-La .U> c_jUll UdaX^I ^olj ^Jl Lg-ajJ Jjji' UK u^ 5 " (j^J 

1 ~ UojUVI jjj-ll UK >— a. *—/? \ j\ J-J-wi U!li-j ~~ JJj~* UK jK( -kj*Ji 

(JJ .l^iUtKla iijukii jj^A' UK ^-W^ c-jI jl t-i-LS L^xk^i jj j&x 

Lftj~jCj i I^juJ ./?" ^«_>-Lglt (_s-^- c ' ' *■* '^l Jjj^° 4-«K jU>-1 j*^ 

lJjjJ-I ^0 USLiJ Jl^ lSjzJ-j J jifl (^t) jSI jj^l UK cJK UK <oV -Ijjjj 

-ijC-L<C>-Vl UiJl^JI J-^ai (j jKl J tr ^aiXj (jru^ jJfc US'- U^Ux^-Vl U^Jl^JI 
U^aj: jl 1 U>=_^iJt (J ^_jJl ^yit. ^_&^xJLj U>K ^-Lc J j_*aj-l Ul**' 

Jii (_^Jlj t iL^aill iKVl t ->^UU ^jjl^ t U>=-a!I «UI jLo U*a^j< oU jJUa 

.Ahmed, 1970, Kabassah Jio UK U~« O 
di^l ji ^^ISjSI cliix-aSllj diaJl [6] 

4JjlK JiJLfr U*_skiJl l_jU>- ijjjjJI (^JLJixJI C-JU^]tj (i^JxJI Uiol 
j JJ^ ( i^lS" J^i c UjJoj jjjX\ oLUS" iSj*> UsjI 



obla_&)>l J*-*i jl ' eg— a^JI ^-l^y jt 'C^yJVl Jl JyUO-JIS" z^LJiJI 

J t SjyWil Jjj-^ j glj" (Jl ./?"Vl jl J ^>-jJI ^jlxj la-UP dJjU < 4-./?->cjJI 




SBnWI .MA i«,h H 


Gerwfal Se^st Com-waieini Security Advanced 




&«vsi Inlonrwlixi 






My inccrwie rrvsi *e*ve* e a FQP3 tow. 






Jncorrang mad |POF 3i mad mfi.com 






Outfloing mai [SMTP]: maimS.com 












Account namt naM <r ^p" 






Ptttwl *********** jjf^ 






Remember p«atwot0 






QLdQ on i.-ung S*cu'( P«*i«ifdAull*nlle«tl(iii 






Qmowtg m*i 






. 









•lJ cr 2 '! jj^-J J JJ> ( ^ :(7) *ij J^-iJl 



j^S- U|jj*X_^l ^»Jj^L^J (1)1 j-^S ciJJjL^ j ( <U^udl Jjjil oLJl£ Si yd y J I ^CjuJI 

-L»-l Jl cu«Ji : yjL^JI li_& d>- .^jy£>-l ^jic- Sjy>dl i] jS- jjy ol«l£ Si yd ^aUaj 
4JoUj>- jl < 4JUSI jLfci-l (->y*~! jl) jJj 1 *lJuJI ci j dJb£ jJii (j ^_JlSd1 

USB SSI y^ j] ^y> jJi (_jde- y-o j~k-*a ^-oLj y y_« C-jSLc Lft JJLfr £ jj 4_«JSo 

jjjdl ol_*I^ y^t_**j y jJ ( y\)l ^isl yll ye- cJ^j 1 1 oUJI l j^>eJjl jl§>- jyl^- 2 ^-a./?!! 

.(JjLJI JSLxJI JJ* a S_tj& ^jJLsi JSLij L^JlJJ j « S_5>.*>UI oUU^-^MJ 
(8) ^ci j J£ jJI j L*£ dJLb jjjdl oLJS" Si yd <dU>- ^dJI ^Jl 1 c^J^c wl 



E§ m ill mil (.out Pioperlies 



m 



General Server 1 C onnection j Security I Advanced 



Server Information 



My incoming mail' server is a P0P3 



I ncoming mail (PO P3): mail.mi5.com 

Outgoing mail (SMTP): mail.mi5.com 

Incoming Mail 
Account na 
Password 



3 l l 



□ Leg on i 
Outgoing Mail 

□ My server requires aulh 



Khale 
MrjtMoneyPi 

0 Remembe 
Passwoid Au 



SteP-assword 



.iuiAil jjjll US' 53 ym :(8) J^-iJt 

Jlill Ijjb j L«Jl»i2*«l L£Jj < jjj-ll oLd^ 5J ^ai j-o jJS'l iiUa 
(4_^jJl«J1) ^Jl ^jjaXjj < 2 ( ^ ' SeePassword 

.5dJL»ij *—>j>- -*Jj4^ J^j jjjlt i*K <iJLSLc i*x*l( jjjll i*K ^jip 

jjj^ii 4^ jiaVi jUikVi [7] 

4_»1£ <»Ll_JLc- > t oL*lSsJ ^aj>-L_gi.l ^j_v2j 4_uL^ Jju 

£-LjI i^XJx- 5j_^ Jjj^° l jJ_j£s]j .^J ./Till ^ol ^g^u il) V Jjj-* 



. /http://www.seepassword.com (1) 



Makkah, Sami, Alhilal : Jlo IJj>-\j US j-o US j j& V * 
i jJb t ^>%S\ £Hj\-J J-^° Uai^A JJj-^' * 

jVtj i (« J ~.JsJtj SjJwail) cij^J-l J-o Ja^-U- tj-A dLUS j j-i" * 

: Vlio JLi-tJ .^wsl jj^il US dS jS\ JaJ^I Otf UKi t jj^l j 

Sip j^jjjJl\ US £J^> j±. l^-bsi iijbsi ^ 







jjjii US' ou 


job 1 - 


Sjb- 


10,000,000,000 


100 


10 




141,167,095,653,376 


676 


26 


aJ >-l j 4 1U- Oli 

(a j^S j\ ~t> j^j^o) 


10,000,000,000 


100 


10 


(>,<,!, *,$) 

10 U.>Jifr jl jiJj 


42,420,747,482,776,5 

76 


2116 


46 





.h@wrq&tdya : L^Ln>-l Jj <hwrqtdy@&a : Jiajj^ll 
I live in Emirate Since : 4_L*j- jl SjL^ jL/2X>-1 JJU 1 4_1^>- jLvaX>-l ^JiitX^l * 

bu^l j 4 1 psj I ci^>. UofJ Ji»V . lLv@3$I990" j "l990 
^^a-^oj .0 0 j t I *j j^ 5 -; 1 j i $ j Sj i @ i_i ij^; in U-tx^lj S^-SUl 
(jjj-^j 4_JlS^L AJL^kJI J-^Xjj < (Passphrase) jjjX\ ej\ oi a 

: ^1 dUij ( L^U J jv^Ll ^Igll JL^ J^" ^1 

^ UiJI jjJ-a jli" i dL jj^ii 4_J£ *5^_C. ^JJaj" V * 

. System Administrator 
*L$^I JL» j j .j^of jlSU j L^Jii^li dUjJ O jjia->t til ^ t I^So V * 

^Jl jg *i 4jJI J j>-jJ1 ^it ^UaJi I— >■ IjjJ-> Jjji' iUS" j^- * 

oJlj jjj-It oL*K ^w*>- 4_J OJ^J (Server) ^jU-l jLj>- Jj^j 01 ol~»Vl 



2 jii Jlju Zj~^aj&\ j^e- oL*K ^jZs- i Brute Force ^Laix^Vl 4_a>^k!l 
^>-L^it ^j-Lc- Ji^ij jj^li i*K iijjJci (A) .oVL^-Vt ^«->- ^t-l^x^V aJIS" i^J 
.liCJi jjj^ iUS" ^jic- J j 1^ 4jV < 4jju ^jJI^KJl Jl£=U 

£-^>- Ji J—^aj jl 1Jl_$j ^j>-L_gil ^Ual_^l i-Ja^Vl jl oLjL^J-I Jl->-I jJj-« 

oLJS" <uLix) dl)i j < dkJi;l j dL"LL~>- 
V dUV * liUa»»Vl jL>) vjk" 1 ^ JJj^ 1 ^ 0j£ V * 

(jJI £^LJ1 ^g-l-C- JlaIjJ V diili" j_^U-l j jjjit J^J-^- oLl 

dLl" oV Gator ^.U ^ : jLo t LJ iJ 5JJ ^ Vjo iijj^. oUK ^JJ di) j y 

.!Jj>-jJ1 oj jl UK dl) i_jLJ! 

.JuJl>- i_jL~>- JlLC- ! jjS dLJI ioJiail Jjjil UK * 

Biometrics^j^ dH£^ [9] 

( ys- (ijjJ-i oL La) I) Biometrics : ^^^.J LiO> oLi" ^JLa Jj <JJ^ 



.(joJl <uSLJu (Jj^ (j^- <-j j-*-^ <uJLaj * 
aJ-jtJI L&jIjVa-^IjJ ^Cj 4i>-b>- <LJixJI jl k^a[>- i ijM-SI t3i7^ (j* - i — ' .>*~" 

: L^juj i Sjlp J-ol JU- Jl*x*j olj^>-Vl ^jic- oLl«xJI (_£Ji>-l jL^>-I ol J 

.ixjlxilj (JjJaxil j-g—j <■ ^Jl J jil ^UiJI 4^L«>-j t t_iJlScJI 

-LC-L»*o g3 oL« jJ-*ll <LjU> 4_« jlj: a oLi ^SLo _L>-I jj^-ll 4_»1£ 

4_iJaj L«j i jlia>-l jj-a 4_; U JjL« jJI ajuk Ji3 J^Jj < jjjll 51*5^ 



Malicious Codes J Malware 



(wAjjjcJ (3 j^"' .11 ./?alt I j_& (jj .1 g* a J^L^oj l^oJjjt^vj J^-* i_««>- jL^aj ^-U^ 

4 i y±yJ>cZ}\ 0 J_>-J 4 fl jSl JJl 4 ^LsJkl 4 C-5jJl) .ijlj^JJ (wjljll^t Jl 4 Jl jj^*^ 

AlniJl J^J^j ^IjJ [1] 

^.Ig" ..." ^-j jjjJaj j^^-J-C- 4_jjji Sj-Jt! jl 4_^wiJ ^j^is-^Jl C™1> 01 J j-^ * 

.(jijJxJi.1 jl J^-^l J^W OV J""^! LJle- lj-kj .i^-J^ptX]l Jl jj^^^sXit Jl (3j j~>-Vl 

< ol^ jl 1 jl ^il (_^jX^o ^ic- *lj^ 1 oUjJjJ.1 45 j^uj i jj^vj^xJJ * 

1 4_^iLll 4^ j-"^L 4_s^l>- <*Jj-^ 0L0 jixa J J yffl^Jll ^yt— ■ J OlSj_ji iSLjfc . JjJ jl 
jl J-) .1 gtal jj^-C 4_«^« oLa ji« Jj-*-!t ^"^JC?" LS - ^" ( J-"-~"? t ~> Jj- 1 A J 

.^*ic- jjj y Vl (_jic- jj^j^ li->- £^L' Ojjis ii^j^Vl iJljJuJI id->-Lil 
O jJ jL4 jjJJjJsit J-o IJbJlP Juf : . J j-> jl 1 ol£ jl olyl y Vl * 

.4~£ 3| J-"""^ LS^" J^-^J ^*^! J>=i*^V j^jJ^SL^ 4^ J™^^ 
^»j_5j i 4^j_dJ 4_*^o 0L0 jJjw 45 ^J-*i (j-* .jljSj^U * 

.0L0 jLd! dU; ^jifr 4$" ytJI 4^ jL^j: 
jji. 4jjU^I oU^Vl j j^J U, 57 I olj^Jj ^jL^JI (jjj— ill * 



^ J [2] 

i jjL^« : J-^ 0 < ^»j^l^«JJ ^»j_Ljca j-c- j~>^-> L(JL«x-l jj-*-^ 

Spyware iij-.^JI ^j^-^^jl jl olij_^2j 4_juIx« j_jj i Adware 

. Viruses oL^jj-iil * 
. Worms olJoJJI * 
. Hoax i_-ol£JI ^U! jl £Jui-l * 
.Trojan Horses Aj^lj^iajl iu^-Vl * 
.Phishing, Scam iioliM jLkvsVl JjL* j * 
. Spyware y. * 

.Adware ^j s ^-\ ji * 
. Popup AJli^l jl ij£-Ui oUti^s * 
.Keystroke Logger ^Jliit jJ ol jJjj J~>t~o ^> 

U^VI JjL p] 



^jjjtf- t t y>-jLi-t ^jj-^xJI ids* j j i CD ^ Ji)l i Floppy Disk j J.I 

.Memory Cards 2 j^UJI O j < USB 

i]LL&j .oil Jt>- ^jJu- jl J j-J jj- 1 ^ ^1 Jl a jLiCoV dilij i Aiji-I ^-ol jJI J-aj (j 

(5jJ^ i)L- j Lc JLs-I dU J^jj jl jSLc : Attachments OU3 Jl &Je> j£ * 

^o-LxiJj .ijjj^j SJLmj (_j (3-5 j-° i— aJLo 4 la ml 1~>j_s^ J-^u jj jjJ cu j^jj^S^ 5^ jjii ol 

dJLw/Lj 4_Jjj^JI OJj^j aJL^jj JL^jjL ^» lijL^>- OjL^sI til otJi-l ^ol jJ\ iJa*j ijis 
i)L- \J&jA Jj^j < dL yO li-l JJjbJI j^-i j <_^JI Jii^JI %>-J^ 

.Si jbw 2j4^-l Jl ^jJjJI 

E-U cr^ :3jl — * 5 ^ Ji> ^ * 
L$il jj-c- < J— SLu Jl ^ j_c- J^^x] olj~« ^^U- (5 jX^ - Microsoft Outlook Express 

J-;^- i — S-oUJI LjJu^JI aJL^ Jl ^Ji^aj i ol jJu ^y-J-^ (5 J-^ 

.5iwj>. £«l ol~>-Vl (Jaju j o jSJ jJ ^Ij < l^iJuiJ jl 4JL« Jl ^> Aiijll oliJil 

dU^ Ja_,lj ^ oJb,JI J^L^ Jl ^jxi :3JL- Jl J iajlj JjJ? ^ * 

X^J olijJL^- ol jl 4 L^jjj-^aJ jl 4ljj_^aJ Jajl j oU <■ oJI i_jUjJI JL^ 



file Edit View insert Format lools Table Window Help 



lEI^end | Accounts - | | - | Eii I !-l ? <H I Q Cftticris., 



iky to... 

Subject: 



jsne@4ot.cora 



Hi! I am looking for new friends 

My name is ^ajte^ I am from MiamLEL 

si 

See my homepage with my w_gbjfia, and last webcam photos! * 
See you! 0 



SJU J\ Jajlj Jj> :(9) ^Sj J^Jjl 



MSN Messenger, Yahoo ) j-* : Instant Messenger 3^!' J__->1jil * 
«.lsJ_^Vl J^-^ oLilil Jilijj ' »_JsU*ilJ ^ol ^jAj .(Messenger, ICQ 



4_jls aSL^xJIj ±ijL^>- J-*2X> :Open ports A*- jsiil diLil * 
J_iu J^>L>- cJli c-j j^jVl £oL*2Xj LoJlL& • t 3?^ a -' -i*^ J*A>- 

^jlfr £*ij-> JULff- : Downloading C — i jSi)!' J — « ^ J. J* 4 -* 1 * 

ys ji ci> [4] 

jl Sjj-s*? J-o-*?: ^JL-u t_iLo jgljf LujjJ J-*^; ^.X-ji^JI 

^«_^jLj j-j (^^-^ <sj-~^~ (J^^j 'J^'j^ 1 ^Ai-Ls^ 1 'b 5 ' <j"jj^ 

< i-^jj-c- Ljl^jJLc- ^J-*^- ijrJ (j^t^-ii (j -0 ^^'j j^J ("-^ * 



J—^JI ^a-^zS g-ol j-j ^.V? n< iW .(i love you, Your money, You win) :J-Lo 

.HTML 4JJ ikJ jj IJ^S JjL, ^1 ^CL^I ^ JyaiVl * 
J_j^JI jl < j^jJ-itXll JajL^j (_£j_>-l «•! j-^) A-^-*^- -kj-> «— iL° i^l ^^a^tSl * 

iijL^L V! ^ c-ilj, jl « ^JVl J-IJlI jl « ^j^JVl 

.SjujJ»-l OLuJI^uill ^jlc- 

JuiL^J Ji .i\}l£>- £jl>- J&lj < J^-~; <-^j^i M'W^' * 
( j^ju t_sjj>-j i]jLgj>- oL^jjj^jl Jl>- (3 

.(P2P) oliUL SSjliil ^o! ^ ^Iju^I SU; * 

4_wuVl Ol jJdJI ijA^ (jjJUjJOjJL-isJI ^Lfc j t oLJ-l jlJL>- t ^jVl J—l J.\ 
^_c- oJldi Jl_J (Firewall) 3_jLaJ-l jt-L>- ^>Lj ^s- ^J>C-^> V * 



Jl^Ij ^J^- Ju>-V d[^jl> V i <_r"Jj^ 1 J>-J if- <J^"- j 



Viruses, Worms, Hoax 

. <1 ^ Jjr ii jjVi ^ jlJ ^ /99'67 oi j^j < r 2000 

Uj^aj 1418 oL^jjjiil 4_>JISL (j S_y2v2^1l ( ^ V-Secure SSj £ 

4_sj^*li oL^jjjjA!! jj_c- .^»2004 ^»UJ j-j-i <J^->- oL^jjja! 

.SU j! j^>\ iilSJ Li 1 UjlJuJ ^s- \1a -^jj^ 100000 SjI 
100000 (jr^_j ^-jt j^-j L_c J~^-! ^j^iJi j^->> S_il£j jJt_ij 

oL^ujjjaSI j\j-^>\ oLISo OjJ.J / ^ZSj-Zi A-£3 ^^Svj^/oI jVjj o j._1/oj 

o^JL 30-22 ^ C ji Uj ^^o! jVj^ o^L 55 f 2003 c lj Liu 
. <4 ^2001 f bJ ^^.1 jVj. dj± 13 j j < f 2002 f LJ ^^.1 jVj. 

oL^jj-iJt (^-xj Ll>Is 1 oL^jj-jiJI ^.t. ^Lc J.SLJuj ^J.S^.xJ L«julp- Ll>I Ja^-V 

.U-o (Worms) OUjJJI j 



Computer Virus Prevalence Survey, 2000. ( 1 ) 
F-Secure Coropration's Data Secuity Summary for 2005. (2) 
Computer Security Institute, 200 1 . (3) 
Mirco Trend Inc. (4) 



l^ljSl [l] 

Viruses OLjjjjsJI ... 

IJlj Lo L$JU i oL^jjjii! £l jJl liLvAj .(5^1 oLib ^S- .iblpVL jjL&jj * <3 Jo 

^»J_> (3 (J-***-"' ^L^J)j~il! -^Ljfc LS^" ' 4j-^L>- jl «lL*£- 

J^L-io 4jLa_>^ Lo Ljjuj i *\j>-\ L _^Lo Lo Ljjuj i ' ^L 
.oL^jj~i!t ^ilSLo ^o( ^^c- Las^Lo j_^d L° W~*J 

Worms OiJLOJl .> 

^A-s^j JLicjVl ic-^_^jj ^jLSc;xJ Lg._~oij ^-Le- Lg.ioLo.ic-L) oL^jj^aJI j^c- jLcc j 
^jS^j i oLiLJl t_s j.^.^ £ 2^_jiL/o jL)s 2.>Lc- ^» V oLa._>jJ(j -^-^^-^ 
<SL_i j <_j j_culi-l S_JL*s (j Ll_m Oljj^-i oL*jj_»*JI LjJLaxjlj La^jLxj ic-^-^ 

.oLoLd! 
Hoax ^AJl jf £l.«M ♦ 

Ij5 ^Ll j-^-jj jj-^' cr 22 ^ i>* 1 ^ .^j^U-l j ^jj 

LLva^ 4jLf>- o LJsj . V aj t_ ^1 jus iJjLf>- oL" til Lo is ol jia>- 



http://us.mcafee.com/virusInfo/default.asp?id=calendar. ( 1 ) 



^jj^-aJI ^_a 4jLv>JJ "U^jLuVI oLiill t_3 j.>- tiJllo ( ^a-xJaJI J-^U 

OU-^UI £l jJl Jbjij t Jlto J y£ lift .iJjLf>- JiaXo diJi Jmyj i 2^jjJt jl 

^-Secure ^SjJ. ji £_>>-yl dhSlc ioLsJI 

U J3! [2] 

J^Lio L^al (j L~L*j 1 ^~>L J^3^ ■ Olj>t-C y oL^JjjAit 

4-«_£a oLila Ljjlc- ^j^j^ajLs .j_JiLa j*.:- ^JSLio js*' i3j ' j- 1 -"^* 

L,J oL^jj^iJIj .*£ jJ^\ ijui-^j *^L*jJ1 Jl (_j j^Jljuj jJLxJl jli s.^L*aD 

La 1 g'aj ( (J~«-*-!l (j-C- Lj-LliAJ jl ^al y jl oliLa <wS j^r ^J-*i L : Up-* ' (_5~*^ l — 
4_JSJlj jU$i-l La LgJUj 1 0 jS3 J-S (_£ j->-l 4_L->- ^al j_j <Lc-IjJj ^_ajsj 

(j ^-°Ui oLs <— s jj-*-* j-* L*^ -2jL^ ol ^~>L Up o'-^jJ-!' dJJJSj 

(jl? jlj ^jJ^- i ^_J_vaJl ^yj « j?l-l!l (j 4>-L~aj i ^Udl cJj Jy -^U 

JULP dUJL? .^-aUJt .iJLP iJL* jl? lit dUl Lai l pj>J-\ jJl^> £al ^J! 

^sLLa Jia*j j A^LjJl ^>-Jj LjJls i aSIjJI (3i^ il^ * j^'^ uv^-* cJUS^jI 

i Slammer y^L^j j_a Sjjg .til OlJuJiJI ^^Ip iiiaVl JL>-I i aSLjJI ^^ifr SJu^a 2 jj£ 
IP oJ j^Vt (jjjU^- es-U^ jjj-ll 4_5^a La t 5JjLa jLi^i ipj^o ys ^ jJl 

15 

t_slj_vaJt olSL_i jS\ (_$Jl-s-l ^LJ^aj (Jl L^-^'J ' ^— ! J^^' cr^ J"*~" "-jUw»l 

4_k^ a_i>.|jj| iSL-jJI Jl JLij ol ^Iku-I dUi ^ ^/Vl j .aJjjJI oljlUl 



http://f-secure.com/virus-info/hoax/) 



(1) 



j j^J-j jl ^IkL^l - jiJLjjJi £\jS\ ^ £jJ - Blaster iJLgs .4_^ jJI LoL>- j 

jj^-xj *UJI ^^ifr Ol jUaiJl j jl j^iaJt -k jia>- J^> J i fJUJI J js~ iioJl 4_JajVl 

3> [3] 

^oljJI ioU-l (5 J^" L«i jlfi-l Jia^ jl < olaiil <wJi-l * 9 JL=— Jl 

^j-U- ^Jlc-L^^ oL^jjjiJI ^JLS^ jli dUi Jil ^ji^iJl jlS" lil 

jl ^^JJ . jLgJM ^j^^-ii! cJA->-j i jLSLoVl jJJ Ojludl oLiiil £^Lstf I 
{j-a DL^ b\ L fjj~-ai\ i^^z- <-j (j-* j^-*~^ < — J ^— '■''Jjs'*^ ^iLS^o ^oLj cijJ-^- 

^Jjj [4] 



McAffe http://www.mcafee.com 

Symantec http://www.symantec.com 

F-SECURE http://www.f-secure.com 

Mirco Trend http://www.trendmicro.com. 



AVG Antivirus 



http ://free . grisoft. com 



Mirco Trend http://housecall.trena^cro.com/hou^^ 

RAV Antivirus http://www.ravantivirus.com/scan/ 

McAffe http://us.mcafee.com/root/mfs/ 

Mirco Trend http://www.trendmicro.com/ 



£«\ jA JL&\ [5] 

V <^J1 oU jVl j LJij Ljjj^ dlJUJU iiwi^d 2L>Jl£ll J jj^ * 

oliL J^" ^-j^J ^1 Jj)S ^-i-t^J ^ Vl J-I^l £*U^ lily : Ji« ( dkd 



Trojan Horses 

J-JJI (jj i ^«-gjJlJj (Jl 4_) I j}\->-J J-LjJI 4_Li U-UfrJ I b'L/2>- ^A*ljLfr I 

.2J.LII (.s^ - * jlg""^ I ^C-UaX^I -> 4io ^>*^ (jU^ai-l 

L« i«j^L>- < Sj .'/}aj <lL~>- VL«-c-I ji ^aj ^ij^jj[>- ^-«bj jj-c- Ljjs> bibJ->-j 

t j^-l t-^-w! j>- LS -^£- f jj-iJ dLj^U- J^Ux^l Jjb4 < J^-^> ^»UaJI 

l^ljii [l] 

.Back Orifice, Netbus : <uiLo! j-o .^yjjt Jil^j 
^J^l^IIj 4_^sl>- oLJLj J-^jj ^oL; ^Jl 1JL.A :Data Sender OULJl J^j- 0 

L&J_jjJj jl ( 4_>Jjjj <UL^j 4I3 .ill Ob'LJI J-WjJ • < *-«-§il Ob'LJI ^ La> j^S-J 4jjXSvil 

.o jJ«L* ^*>-Ljil ji 
^._~J £_« J^-^JL ^-oLj^JI I -La J-«jo : Denial of service OloJiM JJa** 

<u(Ji^L^t ^j>-L§it ^Ja^o Ua^j ^j>-L$it l-j j-^Li-t ^-^j : Proxy Ja^j 



< ij^V J^^H ' '•^ L -* (*J-*d "• Blocker £-°'j>!' J^* 4 

l^Lc AhjL [2] 

j Vl JLiL^V) (Client/ Server) ^oL>- jl J_£l~^ ^aU f J-*d 

4_j L_s^L>- ^X_«JJ 4 UbL^u LaI) (J J-^° ,/?lt jl g-a- (ol_«~Uu]ij 

j)L#£ ^*&>«iJI IjlJ di)Aj JU^Vb ^Lgil p-i dUi Jlju t ^LfJJ (IP) 

A^k^ ^Jjj [3] 

jLildl £_u j < Lgxil j jJUll j ^i^xU : (Firewall) 3A«i-1 j1.br * 

jij^. ^ j^jit sj^ ^juu ^ j >t/ #i j— i^ii ji < ^jj^vt j^ji 

j^b*- J^-^j Aji'jjkJ' 3j-a?-S!Ij J^-^» Sij^-I ^'j^' Jl~a1 * 



: Aj-ilj^iaJi iu*a>-Vl i>JlS^ 



lockdown2000 http://www.lockdown2000.com 

Pest Patrol http://www.safersite.com 

The Cleaner http://www.moosoft.com 

Tuscan http://agnitum.com/products/tauscan/ 

Trojan hunter http://www.trojanhunter.com/ 

Trojan remover http://www.simplysup.com/ 



Phishing Scam 

j L* LJli-j) LJLib- <L«iaJu iLuij^o L^JI ^jlj^JI jl ^jjJIj J^LxJL) jJlJ 

» ' f * 

.iJL^Ji .ijj-U Jajlj-II J-J^ jj-fr <il~N J j>-JLll dJLo i_J.iajj ^Vij 

j>y£\ j ijikst iJL* j 6597 ieoUM jLk^Vl JjL- j jJ j cJJLt juJ 

. r 2004 f U) 

i!L^j diJ*l>-j S SunTrust Bank di_j t-^^L-oS- Jl >-l dJJI ^ 



./http://www.antiphishing.org (1) 



Dear SunTrust Bank Customer, 

To provide our customers trie most effective and secure online access to their 
accounts, we are continually upgrading our online services. As we add new features 
and enhancements to our service, there ere certain browser versions, which will not 
support these system upgrades. As many customers already know, Microsoft Internet 
Explorer has significant 'holes' or vulnerabilities that virus creators can easily take 
advantage of. 

In order to further protect your account, we have Introduced some new important 
security standards and browser requirements, SunTrust security systems require that 
you test your browser now to see if it meets the requirements for SunTrust Internet 
Banking 

Please sign on to Internet Banking in orderto verify security update installation. This 
security update will be effective immediately. In the meantime, some of the Internet 
Banking services may not be available. 



SunTrust Internet Banking 



JlJa^sl iJUj :(10) j£^Jl 
i <LSL_jJl 4_>£J1 4_jUJi>- i^oJl^-j 4_jLJ-1 4_Jajl j^y& ilLJI jl ^JL" J\ (J J=*i 
Ol~>J_>cl]l Jj-Sl jXa 4_JLc- jJ-aJO (_£ C-J J^l^\ j> {J* -ASIx)! ili^a ~^tjtj 



1 1111 — ^— 





















SuNltaJST -r-wj— ^] ^ 



1** HIWLCwjwJ 



Etirtet your Cuitomtf KJemJfit a rum Number ( CIN] h^vraaLPEiiBwi*^ 

Internet - — X 

Banking . a . 3 _M^y-n 

CIMiUierlB:| mdowi *in.M*r 

PiHwerS: | 

J 



« 



'■■■I P ■.'..■ ■ Goi ;(. ".■ 



I OK | hri | I 



I Whsis New? 



.(Jjjil diJl £i J/> :(11) JSLiJl 



: jA j L^i>- jJuj (URL) (31 j^Ji : LoU 
. ( http ://intemetbanking. suntrust.com ) 

4_XS jJl« .LiLs- 4jJj J j>-\ Jajj^L; -^J-*"" ^Azkl) 

o j-Jji fi-J < 1 j^2jL v 2>- jL~>-' < olj-iVl ^yl*- SjLil! (j-CVi jj^L-; JaJtyaJlj 

iajj_Ju .^JSL^xJl (_j ^Cs^o jjk ^iajL* o\^j>}\ Jaj^Ji 01 ^ il)[_^-*-!l -^dj-^ 1 

: jij jo jll ^ ijll Jl ^ L> ^ 5JU-I jlj uil 

^aU ^ jL aj^JI di;U jLw JL>-I Ju-u UJ? .( http://82.90.165.65/s/login.html ) 

jj^ls j-c- oLa jLdl dJ_u iwJIs 4JI 4_v?l>- t ^i-W2J oi di;U i)L* J\ dUt Jio ilt*L>-j 

ysji ci> [i] 

.<bj^< 4*^2iti oL«jJjl« Jj>5ju^« (JSLXo iwALj L)"^*" (j^" * 

S-jijii-l ol^l jJI L-^ ^ j-**^ ^-f=r j-° £^J-I j * 



J_id]l J^Lij i Jais http (j-^Jj https -j IJlj 01 b\ JlS'lxJb LS *^-J £-9 J-* iJi^ 3 

(j-Sof j dLUi 4jj^< oULo C~«Jij ^J<lai\ lil 

jo_Jj jj^Ju J I £ Lgj J_> Jl>- *-SjJ 4-iUaj JlJuX_^(j iJlkJl e-LjJ V iJLJLi-l <*-H*-U 

t jjUl J-t« 4_JUl oLm^ujII (^jJ <L«-~jj JjIjj iJjj^J o^LJ ^11 Jl>J V 



Spyware 

J&}\ SjjU^JI jl iLIjl^J ji^Vl ct-*«JI olS"^ jl li^^l^Vl 
L*Sj .dJLu ^->>tj oil dji JU^Vlj olSUa ^Jy^J g*\ jj\ dilJ OJ 

tjrlj^ tj-£- <*J_^j jil oULJt (j-* ^j-^J ' <*_«jljJl jjjjj^xJI 2-b»jj £ 2 j^l JJI 

l^ljji [1] 

Spyware ■^■• -. ^ j! ^»bxs~J,1 Ol3 j-^J 4*>Lo £t*U * 

Keystroke Logger Olyii J-£*~>3 * 

jl 4jbl ^ylp <_jV S-JI y> jy»\ j-> Lgjl LS ifr <3 1 <^Ui J-**) Ojj^JI ^Ja5j jj 

^y^Lf* JL?-! J - di_«!fr jjJ. - iijLp- j ^tjJt ^jji jti" < Li^>- 



.ijl j^lait &L*a>-Vij ' Spyware ^j^m^JI 
Adware OU^Ap)!! * 

.4_jji jA j^S- 4_jjL>-I 4_JL^]aj (_^jL>cX]l Lgi-Ufc Cj\s*S. ji j] jj ^jA 

: ^.1 _^J! diL" iiLoVl ^ j 

4_^ji-( J-LLo j_>-f id— ^ ^sjJiJjjj <«t— ?»JI j-^ J_JajJ (2) 

oj> <f V Ji f^-li (3) 

Popup SJl&J^I jl i^liwJl Obti-^Jl * 

.<_J j^UJJ ijLoVl ol ^JdJl 

t 4_JI jilj jj^-^JI ^°LrH ^' cr-^" <3j-^ 2Jl - c - ^JLjla 



.iilScjl iliaLj ijjj i iJl jA ^15 jU dl*i&j l3 y>\ Oj^J diijLA ,3^5 

ySjl! J> [4] 

J la 4 3 j^jw 51 ya J « Ig U^- 4 jLi ! 4 >-\J~\ J :LC * 

.www.download.com 
" I g ■/?«■; ( jJ\ ^\As>CLvj[j iiLajVl oIjjX^ I ^ii * 



.P2P ^jLil! ^.I^ * 
j_S"Ixj ^j-^ 4 ^yjj^J -Aj^JI J-'Laj oUs j^o ^ jiS'Ij * 

i ol_^jj~i!t 4_>tilS^ ' J- ^-^-"-"'^ c^JJ- 1 (J^ -1 ^ < —^l?- «^l>- •*» a " * 

.(12) j«i j JSLiJi j US' i olj.il i*jU 





/' 










4iiju«JI CljLtaJjl jti* jLLj 


1 « SiiiijJI GljlL^I jlia. 


Lh-ran. a^l 1 1 in |_i . r f VTij l_i 1 1 |i_ll 


...LiLj^l JOJajJI ijljj 




Dgout 


" Site popups allowed dj3j 


Windows Update 


pmi-001 testkingi "Go< #lt 




Windows Messenger 
Sun Java Console 






...uujjuj wljLua> 


.IjJajjLw^il i_l,|j|jr-J 'h-.. :-■ 












Jci l1^J=JL Fh jjil « 













iLpliiJt JJU jJl kJ&) :(12) *Sj j£-*Jl 




.o j^l^b ^Jliil 4?- jJ J-<5 j :(13) JSC^Jt 



.(14)^ Jbd! 



Internet Options 



1 Genaal | Steurilji j Privacy |l Content | Corrections |j Programs Ij Advanced 
Select a Web content zona to specify its security settings 



m h 


o 


9 


Internet Local intranet 


Trusted sites 


Restricted 






sites 



Internet 

This zone contains all Web sites you 
haven't placed in other zones 



Security level for this zone 

Move the slider to set the security level for this zone. 
I High 

■ The saiest way lo browse, but also the least functional 
- Less secure features are disabled 
*P- Appropriate tor sites that might have harinlul content 



Custom Level... Default Level 



OK 



I Cancel | | Apply | 



[5] 

Ad-Aware Pro. http://www.lavasoft.de 

„ p„ „ „ , http://www.safer-networking.org/en/index.html 

Destroy OL Search - Spybot 

Pest Patrol http://www.pestpatrol.com/ 



.oLo jJj>it iSLji LjJ j-s^j Jl>- (j Lgj"-* 



Firewall 



^[g. ./A'W (_g V ^jjJJt (Hackers) l ji :: _L4lajl 3 j-*-" J ' oL^JuIl 
< jl-U-UI Jio (Malware) 4i~J1 ^-o! ^Jl j-xJ J\ i L^JIjjX^ d-~*Jt jl i ja-fSSlij 

^-Luil iw^ixij .4_>jU( j( jJ-i-l Lv2jI ^ro-^ (Firewalls) jl jJL>- I jLi^l 
t i_j j-^l>- j (software) ^iJj^ ^»Uaj 4jLJ-1 jlJL>- jl J jUiSU 

I jl^a. (XjJaj [1] 

jl j-£e V JjaJI 11a jl Jlj .( 15) J^LiJI Li" £ cJ jiiVi ^ SJU-IjJI 

83 




.SjUJ-i jio^ j^sj : (15) jXiJi 



SjUJI ,jjL>sJj .^^s- jliJ-l jJUJIj aLil*i! 3jL>-|JlSI aSL^JI (jru CjU j-IaII aJ( <L>LJ-t 

4_JA>- <ul jj SJU-I s ju& <j J^-io JJI jll JU^j (Jj^ iJl>-ljJt 




(jl jAa. (J-axJ t [2] 

iJLft -^-^ .4_>LJ-I jl jJi->- ^~«_vau Ia^Jl_4 4_>LJ-I jl J-A_>- J-*C- ^-^7^ 

: ^ SjL»J-( jt-is- ^«-^-v2j (j ^_-JL«l 4j!Aj iiLfc jl J jij £j-v* jil 
(Packet Filtering) 3 L» jil Ol — iUl Jujtii* A h O j L»t (!) 

.(_^jbJI jlJu>JJ j j^il ij <*-vl>- J^*""^ 

aSC. j-o h>}\Jsl\ <Ju jUall jjjUp ju>u jlMl 3JL)^P o jJL-*>1 (o) 

jj.> (j^Jt j-S^SI i— Hi- jjJlj 2 Ijj- 0 ' il)ls Ljjj^JI \ Jlj^j J-^jj jl < U l*s j^o 
J**^- Lo jj^w 5 — ^jj-^i i— (j jL^>-l 1 <>■<•; oULJI « Jjkj .^j^j JLujI 

(IP ^^-a-^J I— » Jl ' I $J-wjl II l— ' j-wbJU j-w«il J - ^ ^! J-**^ — OU jJjoo J^o 

< Vl iSLi j ikJ jil 2j4>-Vl jjL* jf. jlgJL-l iJLft ys jl j^«JI I j_*j .Address) 

lJI jiVl tj/^s ^jjk ol j-^l I j-* SJjIij . i jLxSsJI j->-\ £—^> j-» (3 ^-v 3 j~^ I-*? 

^jjLiJ ^ULj t oULJI J-wjl (_$JL!! <_j j_^L>JJ i_^Uil jjj ^Jl JL^jI ^ ^ j^^' 
t_j jLil i_)L>5_s^l J_J ^-licX^o jJ jl j^«JI IJl& ^53 .LgJQp ^jJI ^Jui^Xw^UJ ioJui-l 

^>^_2j ajjLvill iwijjUail ^jjjUc- ^« >— gjjUall <*-ljji i 1 J-l-^l ->L*X£-I J^C- j 



jt j-^-Vl V .4_u Vjlj 4_^i jlJui-b b\ £-^>33 ' ^JJ^^ 

£_S jll iw-s-jj LoJCLfrj .1 fc- (Proxy) 4_^ij i \-£jV*s>- i\ jl\ 

JiJLC- ^j-SJJ i 4jUJ-( jt-A>- J^C- jJl aSL^JI (S^ ji j}\ ) ioUJi i_ijjUal( 

^a-. l-L&j .Sj jl jJij 5 j^LyaJt t-ijjLlall ^jjl_Lfr ^ 4J iajjj 4jub^ JjJ^ j'-^r' 

J-J^- j«-^L) t_3 jJu <LJixJI aJlAj .L^l*J-L^o jljl j^o <U^o i»_^ju^2j LsT ( <LL>-ljl!l iSLjJI 

LjJjUx^j j < ijLvaX>-l (NAT) jl < (Network Address Translation) i^i jJI ^jjLjJI 
(Stateful Inspection) JjL-Jl 4 J ly o jLj! (_ !>■) 

L^jjLij ( ^jJjjlS^ t_2jj_lall (j J J-^>- ^'j^ j'-J 1 -^" ^J-«J 

J-Jj l-Lfc jV i d-Lc-I j«J I ij iL^H*" 0 (.y*^ t^ 1 " t-ijjUaii &>j£- iS J^J 

jl ( 4l~w0 Lgj Vj Jjis <L_Lc- -UjJ LiT i 4JU \*-j>- C~w^Jj (3^-^' (3 (j^ - 

. J-iJa^o ^jO^Jm L^Lujl t_ijjLlLo 



j«J j - liL* U^i! US' - j_^s> j :(IP Address) ^ ai ^ 01 j *)l -t 

Jl J ^Jl lP^' ^Je*z~l\ {J Ae- J-g.>.J : (Domain Name) JjlkJl ^it — o 

ys ^s- Jjj (www.ksu.edu.sa) y&>i .ULL* SjjS" ill 

£-i ^j-lfr (www.moe.gov.sa) Jj_> L»^j < c— '> 4SL_j< ^^1^ ^ j*-^ dUll 

^LC <L~A AjLJ-1 j1-^>- i£ .Aj^ ^*~Jt A^LUil j ^AjC]\j io^JI 

(Domain) ioUJl iJjj^JVl t-ijjUall 

^Jlt j .5-oJuJ-l dU; L#l r \ j LoJui-l ^JU? ^ oU jLJ.1 JjLJj ^_J=>UdJ 
j^Jl oUjii-l c_-~^oj .(Browser) ^i^idl Ji« l^U jl t ULJl 0j£> ll* h>S^-\ 
di_b ^jJ-iJ ^^Lj-^ 4_«J^J1 jS" yjjJL aSUxJI oLs < c-J ASUi j ^JJH 

^i^dl j, ^ oL» jLdl JjLJ :(HTTP) J j — T jjj^ (1) 

.^i-^dl ajjjj ^ijil j JjJ^J 

Vju i Lp> 2^ is^U- oliiil ^»JJ^o :(FTP) Jj^yjy. (2) 

. ^jj^JVl Jj^Jt j (Attachments) oUi ^ LJLujI ^ 
J^JI J^J r ^x^ :(SMTP) JjT jjj^ ( 3) 
.Jju^ oUjLJ.1 ^r-j tolSLiJlSjbV ^oi^o :(SNMP) J^yjj. (4) 



^^ju -Li^j t _Uu j-o U jLv>- j^lc Jj>- aJJ ^o^j :(Telnet) JjS" jjj^ (5) 
cL-^ 4_>LJ-1 J~^->- ~*^r j. <u£x 4jLJ-I ^s. J ,j^i=-xJI o\ 6 yi> 

J jS JJJjJ' Ol -*->-J ' L^oLjlC 4-jLJ-I j'- 1 -?- ^ J-*^ 4 J j-S" J->Jj^' ( _5-^ c ' J-Aj 

.i-ij^Jall i-ji^ <bU < Jjjllj «-S J^i«-U 4jLJ-1 j!Jl>- d)ls 4j £j^~~o 

ti_>tJJ 4jUJ-I (1)IjJl>- J^*-> j> US' .«UI jll j tijjialt J-ix^^ 

JLjUJI ^ [3] 

dj-J jj" IjLft j : (Enterprise) ij~ — OLLdl 4jUJ- cMj.br (5) 

^SjJ Lo LM j .(Symantec)j (Nortel)j (CISCO) J_Lo 5 ^o±Cj> olf^-i 

olojji-ij UjXf-j-oj cL- jj-o OjLio oLoJ-i (jljJL>- Jj-o SjJljCU U-l jil 4i>:,/?ll 4^ jjjl 

iji-bw ^ jJ«J ^5_^ j«jL5 jLj>- j -LJU-— Oj-£j 4_>LJ-t jl-^- 

t i_ajjUall i-L/- : J-i« < 4_jUJ-1 j(Jl->- U>oJi-ij j^lJI oLoJlJ-1 jJljJ (2) 

. JJuid! j *1 ^iJI iiK ^Lifjl (4) 



.(CISCO) & jt> LjJwa: j£\ iUi-l 01 jJt>- Jt>-V 2 jj-^> (17) JSLJI j 



.CISCO ATj-i 3*13- jU*- :(17) Ji^Jt 

jJuJ jl £ oLjLJI ii-Law itf- j^j L~>- (j^ ^dJ^ V 4jt £ 4j|ju LaSlI La*2-£ ljL$>- 

.«L4jL»j .1 jX^j Jil 4jU 1-ifJj £ SvoJlSlI oLoJji-l 

^fc Lo L^Ji-l j eJlfc 4jL*J-( 0Ij-^>- "• iwaiu^JI «^>-Vl JjL»J- JjjU oljJ^- G>-) 

<L>-jlji-l oL« _J-*il ^~«->- LjJ^A>- jj-a j_c vi—^ £ <_j j (J-*^ ^°l VI 

<3 j— Jl ( _ r l& ol£ jJJI ^ (j^il^j Ly2jl JIj^I Ijl* iJj -"Jl SJU-IjiJI jl <— j U-l 

: Lo JLsM IJla j oUtxdl Siiol .4~^kdJI 4jLJ-I jl jjJ?j~Q\ 

(1) Norton Personal Firewall 

(2) ZoneAlarm . 

(3) Sygate 

(4) McAfee 

£ i_gjjl l?ll iJ-Jji- ' oLoJ_i- aJ_C- AjLaji-l jljJ_>- £j-JI 1^-* J 

^ol j_; ^j-* ^-As J^lj ' JJ^JIj ' i^Jj-^^ "H/f^ ^^-'"J ' O Lm Jj-^g-l I J-vf 4jL»J-I J 

ULi L_«l i c-J j^iVl ^ol^JI J-jj^j J -(Spyware) i j*—* m j>c3\ 

.(ZoneAlarm Pro) Jl* j^*^ jl £ (ZoneAlarm) : JiLo 



ZoneAlarm jJjbJt jt-L^JJ 4~~J> jJl LiLiJJ y ( 1 8) J^LiJI <jj 

iiL^jj ^ jju (ZoneAlarm) 4_>LJ-1 j ^j-^ ' | j^VI ^jIp ^ j>- j^o ^ij-C 
^L~J1 oLL; jl yi\ jUil j»O^^J.( t_~Uajj ((19) fJj J_CiJI J i>=-> jil dUbS" 



/ 

H 




. ZoneAlarm 5jL3~ jl-iJr 3— -SjJl :(18) *3j j£«JJl 




REPEAT PROGRAM 
Microsoft Office PowerPoint is trying tr* 
access ihe Internet. 

tderti icatmiT N ot available ire ZoneAlarra-. 
Application- POWERPNT.EXE 
D elation IP; 1 32 1 63.1 , S; PWt 30SU 

Moie Information Available: 

Thii program has prftvwus^ asked tor Irtlfirnel access. 



Sm fin Defense Advisor | tfofe info 

Want to have lewer alerts? 




.SjUJ-I jlJbr ajjjJl^ aJUjj :(19) *ij j£-*Jl 

JJU Lolc- Lj_^l>- jj-S^> JLi <— > j-*jU-I li— &j i <_j j_^iL>- (j J_ <uu (software) ^»LJ 
4_*Jj 3jJ_S ^-^1 0 J-^~J 4_vsL>- oLa-^tjJT ^J-^^" J> ' 4~*25*JJ1 oljj_^ilji-t 

ljjjJ->- £^_J->I ^JLjCjj .4ji»^»*« oL«-Jju (^^-^ ' (JO"*"' JJj"* (^"^ ' lJ* 1 ^ JJj^, 



u3jU*1I cJjj^ 
Network Address Translation 



jj-c- oJ _^->Vl iSLji fs-=f>- jl ^ j < oL*S JS" c-j _^-> Vl iSLji ji 3^ 

4_>1 jS iS^xJl ^-j^ -^Jj-d (Jl j^A^ otjjJux]! oLi < isJJI 4>-j ^^ic- lJjjjw 

^j>tj>- jl Jiijll ^^j-iJij . jLJl j j-J-o 350 L^o^l^j ^_~^l jJ-l j-o o jJLo aSU 

aJ_X LS -«Sj jl j-iP jJJ Vl iSLjo ia^jJ jL^>- JSj .^»Lc JS" JuljXi iSLjJI 

0 j-S^o ^^Ja^JI jl jJLsdl ti. &j t (IP Address) *-wL; <-3jJ>j < g^Vl ^L 

jjuJI j^j .1^ ui (4.294.967.296) ^ sju. 32 ^ 

4-£>-l ji j .4-*«S ^!l ^^jjjLjjJI LfeS ^Js>zZ^J ^^Jl iSj^iaJI r""? l>i* j*->^ ^Ldl ^^iLJbi-l 
<_£ Ul (NAT) ^jip ^IWl Lo jl i ^Jl JJjLxJI Jjji- i-J jlJ IfA jl£> 

.(Network Address Translation) ^ikyal jUa^-l 

(NAT) ^ u-U-Vl S jSill [1] 

JjJj (Internet Assigned Numbers Authority IANA) ^y*— «j <* <Jalo iJLjfc 

U-Lys ^Ldljj - o Li j^u> jl jJjJI Oj-£j t L-$~Lk> ^J, ^Jl j^LjJI *L_la£-l 
cr *S jJI jl jJjJI Oj-S^j 01 ^y-Lc j£ j£\ iJidl diiJ j-W2j ^<J Lo -^loi^^l! 
S^i j]\ ^jjLjJI ^Ldl jJuJI SJL5 .^SLj, jl jL$>- ^Js- Jju <jl ^l t l-by 

bJLP jl ( IJLs-lj Lai j - 4_J>-ijJ( 4SL_-iJI Lg_*~jJj- La XSLii ^jliAJ Lo ULc- 4jU 
4j ej_j>-Vl (_j-Ia*J -C-J _/J Vl A^L-i isij JlLP LfJ li ^>lo o ^»Li jVl 

LJi jic- jl ,j\ t ^LUI j >Vl si* jl .i^jdl i^LjJI J^-'- 2 



jL^ JU^j'Vl 4_JL>-IjJI iSLiJI j jLf>- jt Ujllp (NAT) jjj 

L>- jU- 4_j lJ jjuo jj- LS \~-\jJ\ jU^JJ ji\ o\ j^aJI oVj .aJL>-IjlJI iSLjJJI 

j_J«Jt (Ji^' < "-j 4*_L>-(jJ( aSLJLSI 1 la ■ . >i j 

jUj^JJ ^^-oi ^31 ot j-j<-!1 (_s-^ <yr jL^-l ^ j-M <lLI>- j j-^ult jL^r' (Packets) 
jJi jUji-i j->Lj i— ijjl lall a-L* io JlJL^j .4-JlsM A^LjJI J*-'- 3 ^ J^' J—" ji' 

L$>- jl (Firewall) LjLj 1 j1Jl>- LjI (NAT) ijJLi jJaj ^jJl Jiwu jJI jL^r' ^J^H ^° 

.(Router) 




. NAT M 3 J-»* :(20) «ij J^-iJl 



(NAT) [2] 

: U^u < (NAT) ijJjj 1$j J-oju (3 ^ «Ji£- 
jL^JLt ^ ^ :(Static NAT) J C~>liJl ia Jl (!) 



3 j hi j a iLaJb lj LajJjil I Jj^ai 



|J^> j : (Dynamic NAT) J » j J«U j*xil Ja aJl (O) 

LdSj < 4_>>. jUi-l i^J Jl ^jjLjJI j^o .iJL£ JJLC- Ja^ jJI jLji-l (5-^ 0>^i 

^jjLjJI ^ LI J^j^JI oLWl oJ j^Vl iSL-io JLa^Vl t-Jis 

L>! y£* ^ jUJ-l __JI 01 J^jJI ^\JJ*^uj\j ^^U-IJlJI jl^i-l A jjLj £ ij>- jUi-l iwoi j)\ 

t^As- oJjil 01 IJL* 4JI ^1 < oJ _^Vl iSL^i ^L £-0 J^>l jdl «J bij^ 

SSLjJI j J j_>- j* jLj>- iLi-j JUX-j . J^u jil 01 y£- 4jI jLtpL L^L/jj ^1 t_ijjUall 
*LjXjl Jlju j .4_JI jil jl j_Lfr a jLlplj ijil 01 J-^jJI I -L* ^Jt^_^o 4-jU -> jJI (j 
(5-Ul Ja^ jJI jLgJL-l Jl oJjil 01 jjJI ->jaj < oJ ^oVL 4JL2JI jLji-l ^JaSj 4jjLs=I 
^yJajdl jy*. jLJ-l ^yj j}\ 01 jjJI Ols liSLaj t Jlju LJ ji-f jlgaL 01 jjJI IJlA £tJLC wXl 

■ Ji »j* ^ t-^s jlfA- 

iSLi (JjIjI ^j5j 01 UU- ii)Ji4 ^ JJI Ols (NAT) a^JlS J^x- cJlS" Uj 

jL^i-l Ols LiLul L£j .(NAT) Jj_pci]l aJ^ju ^jiL jig*- jj aULdl j <_j j^U-I 
JajjJj < 4_>- 4JI j^iJj .(Router) Lj*- j« jl < (Firewall) Ljl ljlJL>- 0j£j -is 

Ulj_x l_A*Uapl (IANA) 4_Jiu j_* sLidl ^Jiu" j^Vl iSL-io iJl>.|jJI iSLUI 
1 4_>- jil 01 j-^ j-a 01 j-^JI IJL* Oj-S^jj < (IP Address IJLLa aLv^.^ <j;JJI \y~£ LJj 
j-a l^j-L Oj-S^j (^Ll oL/Ll j JU-I j_a LJi« i^i j (jjjLc- SJic- i^JJaJ jJj 
iSL^i j ^ji-a> 4_Jj>-IjJI iSL_dJI J*-b Lo ^Jl>cX^ 2Ls- j JL- jj .jyjjL* 

J*\ 01 ^a— o«JI Lt_Cs 4_>- ^ll JI LJis ^>Jj>tX_wJi.l jLjJ>- OLi C-J jljVl 

jil 01 .^JL^-Jkl jLji- Jt\ 01 j^JI 4J ^JJaJI 01 US' 1 ^3 jaU 

dUj J_i «l_5Jj ( ^Jjil JI ^JJaJI J-^jJ ajf-jll Ols 1 5JL>-IjJI aSLUI 
jil 0L i^JJaJI JL*ijl JjL- 4s? jil 01 J^J .(NAT) LlaJ ^J->^ y ^a-J-° iJLa* 



v-^ 1 J ->j-^ cH^' Oij^Jl oV s jjJI JL-jl £? k-, ^jj^Vl 

J-J jj-a 2_*l*a>«il 4_w«S ^Jl ( 2^jLj«J( JL>-I Lfcl jX^ £^-*2J *£ I iw—UaJt (j iwJUaJl 

L^U J jJi ^yLj UJlJLC-j i (wwLkil JL* jl ^Slc IaJljuj < 4>- j^i! (IANA) idiu 
jli < (IANA) (_£jJ Jj><-^ jl jX*Jl IJla jV I jiiij .4*- j^i! ^y*! ^Jl jl Jl 4>-jj 

jl J^-*-!l 4JU -i-*-^?:J ' Oullll (JjJ_>- 4_)L>-ljjr 4_>- ^J-3j L&J ' 4>- Jl J-^jJ j^l 

jl j-i*)l 5-»l>- jil 1ajl^.j i ^LkJI dUi J\ (^JJI JU-IjJI jLf>«D ^^oi ^1 
JLr^J ' ^1 J— J. ^ < ^ JUaJI jU^U jl^*JI ^jat ^1 j ^i^Jl 

(nat) ^l-i^iuL t>Vl ci^y [3] 

oU jl«il jjj ii^UJl ^s- — U Jlhj — (^jUJl J*L«x> jLS 

4_j£x!l e JlA J-JaX; p_Sj ^JJl jLgJL-l jl j t ySj JjLJI iJUk ^fi. iU) 1 ! J .(NAT) 
SSL-jJL 4 Lj jil Sj_£>-SU A-_w*S ^Jl J^jjLJjJI 4_j j j^Vl 4$L_jo I la." y> jLS" 

^>lJj>tX^lj jj—*^ (_^1 ^^? 5 -t^l ^Jj^l j^ jsc^ {y W-^^-*" ij 8". 1"^*J ' 4;1>-IjJI 



J^-b Lji-j Jllc- ij>-jl>- ^ j>-l (Jt iJLs-lJJI ^jbjJI Jj^h Jj^- 



Automatic Updates 



4_>1*^ - (Windows) laj J-la JJ<_dd1 4_«Jijl I faj - ol_^ jj\ «-L_j 0} 

OLi i_$j->-l 4-~>-Lj • *j-f^ > ^' otjjj < oLlkj L^olJjicX^I 

jaI—wo J^-io ^^Jl ^r-**^' < — J ' j*-^ j^J (jw^JI S>-U-l 

i— Lkj Lgi^i-lj < JJu_~j 01 J-J o! jJd3l oLlv L-if ' oL^- ^ j 

£ ^oLJ^JJ isc_*ail SSJ-iJI J^i Oj-£j -Ls ol jJd]( LiLixS"! j .oL£ 

j^JI S_JLoVl Ol^JdJl Jl~J lliJLji- L$J j-WaJ iiLl^l S jiai^ 3£j-iJI LaJL^- j 

Ojjj~lii 1 ol^JdJi lJLJux^I 0 j-1 al?"U (3c-***i * JS"^ <-^^ > "' (jj -J-^-S L^LLi^S"! 

: jlj^l V^a jkj oL:£jJ1 ijru~^- OLs 

■ ^°Li jJl (j io ^il (wjjjlii jJl ju«^ jl 2-b-l>- (wijUij JLiol (I) 

L$i1 JLo>-( j_« j^i! oL£ jJ\ j 2jLix£ll i^Vt ol Jl^ 

*1 j->-V A-aJ'Ait S_jl«JI s^-i-i 4_^aij (^u>JLiei_~ll Ls^j^p Lc-Uai OV i A-AaS- 
OjJu>cJ1 i^ysl^- oLi _jJJ inlvail olS" jJLp ^Sj OUi ^0 VJoj 1 Oj-I^JI 
C-ill jJl ^ji> iws^U-l s Ia J^uJ <_^j .(Automatic Updates) ^Vl jt { J\&}>\ 
Lf* Jl^»-j OLi t oILJl^- j^t .> j^>- j " " "U >Vl SS" j-xJL> JU^VL> i_j U-l j 
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LoLib Oj-^j 01 (j-^-c oLi _>JI 01 US' j .cJ j^Vl .io V j-^> i—> j-^U-I 

j jLJ-i ^-l^L^ll ^^-la^J CjIS" j-^JI ,_p2JO jls ^il ^JJ>C~A\ j->L> 01 0j-> (^1 - 

£_S ^ll iwJkj-J 01 4_J^- JJt ^Jjitl^Jkl J^-a Bj^L^C I IjjJ-J i.IjJj'sXJI Oj^J 01 

oli>J^>*iJ1 (Download) J_*«^j < jAi ixiyall aS" j^iJJ ^Jjj^JVl 

: iJlxjl J^>-l ^11 ^ ioLilbJI olLJi^x!! 0 ^° j-*^J 
.4jwi!.l jjj] ^jjj&y] t_j j^U-l jl#>- JUa;i iU- (I) 
i_j jUj>- (Jl Ig-L*^- Jt-^ olLJi>«i3l j*. d-^JI iL>- ^ ((_)) 

jl— £>• jjl 4^^_dJI £_i oliO_^jl (Download) J-^£ a_L>- (-^-) 

^j-a ( jJa^l\ Lolik oli>Ju»d1 A_>Li-fr jj\ (_s-^ J -i*U<alt & j-^JI 

• <Ujdl S.>L_LI 4xiLk«j jxil 
VI objJL^iJI « i_A jJI V .olLJi^dl (Installation) vc-^ j^ 1 

I . a 0 i jLxSsJ 1 ^ *J^"I l-i* (j tij-Ji^-l 01 j??- .oLcuJj-aU B^Lvall ^«l ^Jl j 



jl&Vl j < UtJuk^t oU ^Jt y£\ j.* oV £ (Windows) J~L-xd1 

(Windows) <JJ»3 <_J 4^t&l! ^tipaSlI J^c. AiLjL [1] 

<_s-^ LJiUi-Li oli>Ji^i!l J-«j<j jl J^j .(Windows) ^ ) J~»-lxJl ^»UaJ 

j-SJt *-J £ (Start) Js- ydl dUj j < (Control Panel) jl—J- Jl jJI (!) 

.(2 1 ) ,<Jj JiLxJI j L£(Settings) 




4jjil (_5J.fr j-*JL; ^J^X-^it ^j-^! (Control Panel) si-sli jl JLau (i— ') 



Windows ^»Uaj jj-a _$ j->-Vl tt .„:ll j < J^i*iU (XP Professional) 4_^k~JI ^Jj>c-^^i ( 1 ) 



(Windows) ^Lli ^ laaj Llaj £ (1-23) j«_9j JSLjJl j L*S" t (Automatic Updates) 




.(JlakJl doJU^Jl :(t-23 ) Jj J^-sJi 



dl JL^I cui jJI JljJ^- 4_^c (_$JJI jL^-i ^Juk^ws j-o J>-Aj ^y- 2 ' O j-> 

laJ isCL*ail 3£ j_^Jl (_$jJ .LsM jJfc jL3-I IJlA j .Igjt ^>-l jt j& liUiSj £ oILJl^I 

.(Windows) 

j\J~\ ( 2) 



.LK SJUJbJI olLJbdl -wU- :g1 jJl jL^ (4) 

j_A c (Windows Updates) ^^JLc- jJ&j joJ < (Tools) jL^Ij ^jjL IgJj < ^^adi 

.otjJj>tJI t*L~>- j-**^ £^.J^ jj-^j t (<— J— 23) j ( J5wJi ^ 




. p tern lha *rt.ir*!. R MM KaOct ii bur. rn«l.« 

MM " ■pnll»d .-mmtkiIt- 



Tab, «Ji[t fiitUftgi. TTifl s-ptTir'jt itou'd rrnteh ffi«» 

b> i>; n ii»i mtwork [LAN] i<5r-»iiMr*tor or 

rntomit ...... providar f ISP). 

• Sat if four oenntetxin Htflngt «rt h+ing tf»t*c**d 



Fhtlllllll 

r. r> <Ni Cwim-^nni mi?. t«iiiiini 



• irt(, m*Vt mi- MW 



■S*ainty uttinai; an supp&rt it -Click Taali -n-prirtu, flntf 
Own ntd* Internet DpUoni. On ths Arivanr.*'! tab . icrc4 
'<> till Stcuntr iiAdh *fid ch*r* 1**11191 tor SSL 2.0, 
i.D, PCT IJt. 
- Cheti »t * E-i-J- hfflW W TfT <»ttfiff lit*. 



Jjl> US'- olijJL^jt S -L^> j : (Security Updates) 3— s^Sft ObJ«Jl (f) 

^ oliJu^d! « j a j : (Critical Updates) 2 ^ J-\ Ol iO^dl (O) 

^ 4 lc j ^j—fc :(Service Pack) 2 j^ai-l ^jjjl (_sr) 

.L^is^j ^1 SjLoVl olio^JI ( 1 ) 
.iiU.i£ L^iysj (3?*" <^»^ ^i-l oli>J->tx]t (2) 
i ^»UaJl ^iJjei^uV ajljw ^L>jL (Hotfixes) huj~d\ o%Jucdl (3) 

.^>Vi oIlj^ji (4) 

A_Jil J_ *jJ ( _^J( ^W? 1 ij^V^ (Upgrade) S_J ^Jl oljla_s^l (I) 

.4v2v2ii^L^ jl jUM j JlfrLjoLijj j^Aj < (Tools) eJLtf-Lil OljjVl (i-j) 



http://support.mcrosoft.com/7kbicN824684 : ^3y> ( 1 ) 



Jji—jo S.iLx-1 > 11?^ I g ■/? «j OLj Oli>J_^cJI e-l j->-\ C—jlS" L-«^oj 

Jl Lg-L*^- ^Jl oli>J^1 js- ti^JI il>- ^ 01 Jl 5 jLiVl c~«~^ 

i_J j_^jU-I J^-C- oU ( Jfl «J £-«->- ' Jla"" Jl .^"Vl (_£ j->-l ^5-^-11 '-J j-^li-l 

j^U-l (Model) J J?j i <_j j^U-l jl^i- 4*1*2!! aS" j^JI ^1 (I) 
i_j j_^U-l ^>sX_*J.I (Windows) 1?:1 (Version number) 4>=_~J 5j 

(_j j_^U-( ,j O-j jl! Vl aSLJL (Explorer) ^-*L j> 4>s~J (-) 

j^U-l jjj^" j Sj#>-^J (ID) ^jdl Jl (js>) 

.(Region and Language Setting) iL_sM oU-Ulj i iokJ.1 jl ( j) 
.(Windows) ^UsJ(GUID) ^ UJI p3j (j) 

.(Product Key) ^xdl ^y> U-l ^ball j < (Product ID) ^xull jjj ^ Jl 

.(BIOS) ^L-Vl ^ UaJI JJU* I ^jLj < <ui jj JJU^Vl jwl (Js) 
J-^jj V i-JlJLbll objJL^Jl lS^h^ aSJ^JI f s ~j-'J 

: SJUI oL. jLdt ^ LI 
.^>jjj^uJ.I (I) 

.^JjicX^ll jl yS- (i— ') 



oUjlx* _£l G) 

^JJI i_j j_^UJJ (IP Address) J_*il _5-«S J\ d\ J?«-~j ^ .r 3 " ^ j-^L? 
4J jjo U .^>Jj^~»J.l t_a-iSxj V L^jl _£l 1 jmS- <k^> oti oUL/2>-l 

Jiij .Lgx>L^>- (_jJ.fr J-*^j 0L0 jJjJ.1 cs^" ^° J - *^ olL-L^tx]! 1 4_oUIx]t 

J^j" 0L0 jLJ.1 UaiV j .^Uai-Vl dll" SJL-Ui 0&JL£ jlJL^J 

.CJ JjS^jU jJi ^ (Windows) JJuidt ^»Uaj jAj £ \s- j^Jj ga\ jJ\ 



: ^ijll j SM$ Windows XP Professional Bugging Device : Jlio Jliil ^jlfr ^lajl ( 1 ) 
http://www.indymedia.org.uk/en/2004/10/298702.html 



— a 

Encryption 



J_*>- ji\ C~Jl J-fc i j)./? '4-1 j 4jj_w*J( 

dUi^ til Lol .oliLJJ J)t « AT Jl V cJti ^ ^1 jsLl jlS" !il SaJ 

V IjL^J .^LuiVl cSj-^l 4-S ^JJI ^j-U- iwJW2J J^Lio (t£j&- i£\ jl) 
^ t-jj-jS" >-ij_J«J ^ VI ^^JLysVl 4->W?J Jl 4_Jjl£-l jl ( ^jJL^i ii^>w -L>-l ^iaX_^j 
jjj-x^l S-Sj^Js JjVI : crh-^ fj-^Ji (^-d "J?^" j' cSj-^ 1 Jij-^ - 4 jiJ-^ 
i ^^jLixJI diij jgjLJL'JLJ ^Jc»lL*ji\ ^jJI (^j-JI ^-Ixill jA ^Vlj ' J^"') 

jJii ISI ^_£J i oLiLJI (5 j--^ 5jL*>- <^-U ji < <ji-^>- j j ^^-^ j^jLLxJI 

t ji-iil lSj- 1 *^ ol£° ^ j l5j-«JI ^-Ixill ^ic- SJaaUM ^jJL liJ .jjLii! 

.4.jjJ JJ^-« is-lS" jL;->-l ij*>j>- 1 1 j-JjJLllJ Jj^° 4^5.1$" aIJj>*LwI Jl>- (jj 

jji^ill ^Ijj £lj3i [1] 

^,,^-^JJI L^ju i ^jlj>cx!l Igjuj « ioL^I Lf^ ' j^^l ^-°l ^ (j-* -bJu*JI iJLfc 
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.LOLc- Li^j 

Best Crypt 

4_fljjiaj J_«juj i jjjjJLxJI ajij g ,*U ^-o\ ( j^o LIa 
4_Sj_»j Lo O^-^JJ ' > J s^il j-*^ s-J'J-^ i>-L»^ jL>cX>-lj ^*L I 

jJI I JLftj < (Virtual Drive) LS ^>\ ^\ ^y>\ jiVl jl < (Container) ^Lill *L jJb 
£ ^UaJ! ^1 jiVl JJu ^j^-^ -U j t ^_J_^ (j^lj-Sl ii^ <■ >^it <_/Li 

^tXJ J j^laJ i jJl2^\ <! jg ui j-A jjLi]J *Lc J^t (j-* 2Ji_jL\!Ij .(24) J^LiJI j-lajl 

dii La Juuj) 4_u oLLL J^j jl < 0 ^i-xJ La -Ujj) aJI oUL JJi; LLCc *L jJI 

Jl 2iL>VL .L> jl ^ oLK JL^I 

t a oLsill £_« J_«LxJt (JjIjlA-Ij < (j^f ^°L J-l«) i— i j_*uU-l 

LLL Li *L ji\ IJLa *U>-I j iji-^JI -ua j .L>>l« J^LxJl ^ < Vjt jyi^JI Hi 

(_£ jJ>-\ "a j_« e-Le- jJt £tXi J_LC- HJ 4 ajUJI ^S- jJLj 4jLLc.j *Lc- jJI ( J t Ja*j 

jLj>- j a jJl&S dii j < (CD-ROM) ^j-aJI ^^aJt Ji^ ^ jS ^Js- As- jJI J53 
j| <_j j_^U-l ^^ic- Best Crypt j j>-j : L^Jjl : ^iy>\ y> L& JoV jj^Jj S 
^ ja'^ui j^DI (j .*L- jJI ^lii jjj-^' i-*J^" ii j_a : j^-Vtj i aJ *LjJI ^xs 

.^l^JI iijs ^Xo 



J My Computer 



File a*: «*w Favorites lools Help 

QftacK. • <Q $ , ^ Search 




Morton A.itj\1ru5 



A Hard Disk Dtrves 



Local Disk (C:) 



LocalDi*.ff=:) 



http://www.jetico.com/ : JlxJI iajl ^Jt ^jifr Sjjiait 5? j^xJl 
*Lc-j jjij-S^ tiJLic- £ ^«Lj _^JI Jmu : (Container) jyi-iwJl s-l^j <jij^> 

.(25) JSLiJI (j j^o jA L*S" £ ^olj ^Jl &ja>I jj^Vi ojlaJI jJj jisjl ~~ 1 

£j>- jJ £l_a) BestCrypt Control Panel jL^t J-*-*"' 4 «jLaJ1 jj-ft -*-j>-; _ 2 

26. jiLiJi (j L*s" ^ jgljT... -3 

.New Container aj Container ~4 

•<i j*-^' cr"' j*^' °^ ^ i>° 
.Create jj ^Js- Ja>\ - 6 




.Best Crypt g»V jt j^ 1 : (25) J^Jl 



/ J^Q^'"' plc-J (jjj^jJ 


/ J^"^ ^^-J £^J^ 


2 BestGypt - Drive X:' 




Conf*r>er tjtruio v **« Options • -•oene'.sfivs Mete 


New container 


SI 


s) (2 «s i? % a i > HE 1 1| f 


FfeName: /vpher l< | create | 


g g My Computer 
S (CO 
a & <t>o 

I! £ (El) 


Fte name Locanoi 






Location: *|c : \ 

Sie: [30 jj|C 

DascDpMn: 

AlocrtJim: BLOWRSH 
K^eeneialof: SHA-1 


□ | M J 
>Kb ®Mb OGb | Hdp ] 

1 bv random data 

v | Drive C:\ 

Space avaJable 
v| 17.5 GB 




< 1 > 


0 Mount and format now 
Mount drive: |f: 




Ready 


/ 











.jJJj jjjSo :(26) j»i j J^-iJl 



4_^L>- jjj— « u UaJ (27j^— jJI (j L_*£)jl j_>- jglg. .ii ~7 

.*Lc- jJl ^£9 JJLfr L^>-lx^- twS j-j sj-kj < ^jJIj 



Enter password 



Container: cypherjbc 
Location: C:\ 



Password : 

Confirm 
Password : 



OK 



Cancel 



.jLil\ «.lPjJJ jjy US' :(27) pi j 



£ (Seed) I Sj-i-; j^^*-^ b j^j^So _^Jt * Jl?. . «i tlUj Jju -8 

£ Ja-iM J_«£$o Lf ^>- j->^ J^—-^ ^jLai' ■*->■ LS ^- j^^-i <i-U jj 

jJ 4JI ^j-Lfr *Lfr jJt (Format) jt j>- dJJ t-LJJi Ju>u ~9 

.*U jJI iij^xJ I Jul jl £ (Start) jj ^Js- JkL>( < JuO>- jJ)j£ 
.(Close) O^ijj Jai->l £«-LpVl Jl^ -10 
.jji^xJ iJjL$>. j j j& oVi _ 1 1 
4JL*iJ jt jyLiwJl s-lpj (1) 



.Mount ji\ jwl> -.^1 i (25) JSLiJI J Li" i*SU dU jgla?..' ~2 
J_Stdl dLu t^JJaj-m £ jJI j ^j^-St oLs j-bit ^dj— ' _ 3 
.(28) JSLiJi j US' < j| ^il s-U- jJL i^UU jjjil i_jUaj dUij < dbjA 



Enter password 



Container: cypher.jbc 
Location: C:\ 



. juLiJl jj jj^a ids' :(28) *ij j£-*Jl 



Drive: 


F: v 




OK 








Password: 






Cancel 




0 ^J-rto Mount Q Read only 





tU-jh ilis^ (2) 

:4JlxJI oljkJ-l 

.Dismount <*UjJ( ' (25)JSLxJI ,j l*£ di) jgl^",.. ~2 

.aS j->iJt 'j^ij ' 
Fine Crypt -4-> 



lj—o Vl jj^-ll 4_JS" Uaj 4 j^i-id) ^Sj-j ' Best Crypt S ik-i 

LdS" j-i-ddl ^-{sJia j\ i jjj-ll 4_JS" 4jU Fine Crypt Lol j3l ^xs Jc^ 2Jl_j-1j 

3_~JLA-I ^ja-— j Lo til Vl i jji-idl dli jl t j^i-idl oj jl 

j— *j ((Session encryption key) S_»JLi-l j^a-^J ^Lxjm jl < (Session Pass) 

Best Crypt j_p ^Jl \1a ~t> j> J£ dDlj^ VJj 2ai jlfA-l 
ik_~J dLlc * ! otj ^j-x^ i ^yz^-i aJL^ jlj ji-iit lJlM\ jJi-iJ dii j 

http://www.finecrypt.net/ 

lj%>- fr» 4 (^JLJl jjjii jl jUJ-l ^LJ ^Jl ^-v2^" Ju>" ( 1 ) 

.(29) jsLiJi j Li" i*5U dii (2) 





Open 

Edit 
New 
Print 




*~ C:l 


^FineCrypt >| 


Encrypt with password 
Encrypt with key 
^Add to FineCrypt Extractor. . . 

Decrypt 


: File Edit View Favorites Tools Help 


^. QuicHy encrypt to > 
Open With > 
Eg Add to archive.., 
13 Add to "Business Card. rat" 
4§ Compress and email,.. 


| ©Bad - iQ - ^ 


^Search [0 Folders | ffffl " 


Address 


Wipe 




t 
_ 

V 


AddOn 

Documents and Settings 


Compress to Business Card, rar and email 
EgWinZip ► 




l^| Hide the contents oF 

this drive 
J^j Add or remove 

programs 

Search for files or 

folders 


Send To ► 

Cut 
Copy 

Create Shortcut 

Delete 

Rename 


File and Folder Tasks A 1 


uwl -\ ■^^■kSh^^^I 

— ^ffl^^^^^^^^H Properties 




— -1 



. FineCrypt £^jJ 4-P igitfll :(29) p&j JSLiJl 



4_«J5y j;i_>xd! 1 a\ : (J _a otjl J>~ <S}\j dJJ j gJaj ^J> t Fine Crypt j^>-l (3) 

.2J^ ^jic- JjJs J£J j^=^J 

"Encrypt with password" jS^-l JJ^A' «uiS' ^1.bxi*>L jjLiwdJ * 

.jSlj^j^-l *j jj^> Jiol -1 
.(30) JiLiJI J US' "Encrypt" jj JsJu^l ~2 
Ji_Li j cjr *i J-ii (_sif- 1 j*-^ iwiiil dJJ jglj.,>i dJJi Ju>u -3 





r Fncrypt 


j 




r Encnipt 




U-£> i Laj i at 


j Encrypt ^ Setting Password 


[J> Exit 






Output fde name 






CABusiiftss C«td ■» [£j 






AM wmu B», 






# # □ | 








Files selected 1 TcJalsia: i02144 








M«ae See P*h 






iBjB^™-; Card dec 902 1M 








1 H 






RmCiypt 





. Fine Crypt ^r'j : (30) (Jj J^Jl 



Encrypt with Key jLS-t ^bic j-aA^I o lil Ui * 

.(31) 

.(6) i j]ai- ^Jl ^ i (OK) j£\ y> jj ^Js- jK>\ -2 



FineCrypt: Enter Encrypiion Key 



Cuitert cipher- AES 6k»;ka» 

Currenl mode Cipher Feedback 

Si;* of key: mialE m$* 32 step 8 

Hkfe key Key see in bjiles- 



IE 



32 



00 00 OD 00 00 00 00 00 

00 00 00 00 00 00 00 00 

00 OD DO 00 00 00 00 00 

00 00 OD 00 00 00 00 00 

Initial vector 1G bytesc 

100 00 00 00 00 00 00 00 

OQ 00 DO 00 00 00 00 00 



Generate 



OK 



Save.. 



Read 



f Cancel Help 



. juL^Jt SjIsT :(31) JSwJl 

"Add to Fine Crypt Extractor..." 

.6 ^«Jj s ^ a ^" £^ f*^ ' <— *^>t JZ^^ JJj* < *-«-^ ~~ 1 

.4~Ji> JlLsM (j (Exe) 5jJLao ^jifr <— «1» cii! jglj^ - 2 

J}Li- a j^^j" <iii JLj/ (^J-Jl JlJjsM jl JLj-\ ~ 1 

■ S J^ ^Vl jjJI (jie- j25l ,*S Oj^l 



.(29)jsuji ^ US' ijis dU ^Ji^ -2 

.Decrypt^ Fine Crypt jii-l _ 3 

^UjLc o _^J->XJ jlS" (it Ul * LgJU-J>ls JJj-« 4_<JKj jjjLiJ jlS iil -4 

.Read jj ^jic- jc^^' ^Isao JoJl^- dJLUi 

.Jjs! jj (_jU j«-> ^-taall J-b» < ^-bjall -bJ^tXj jl dU jglj^ _ 5 

■OKjj^^t -6 

.(32) JiLxJI j US' JlUM jl eiill LiU dU -7 



liArcViewer : C:\D0CUME~1V244E~11MYD0CU~1\PRESEN~1.FCA 



File Actions View Help Full Version 



fa & X 




- & 0 & 


ft 




; □ Root 




Name 


Size \ Type | Modified | Path 




j§ All Files 




^yPre5entation2, 1 ,ppt I 


39 328 Microsoft P, , , 02/10/2004. , , 












n i 




n 


Ready 






1 File(s) 99 328 Bytes 





.JlS±\ ±£\ j? tiill cS js£ iALA :(32) Jj J^UJl 



Action 



dLi ^il .-a 111 >- -8 

.F5 jj ^yip jijt jl £ Decrypt Selected Files 
< (_jU1I <lJ (^JJl JlUM j JiLsM jl < j~*^> <^s f uui ~9 

.jjliil JiLsM jl 

j Uj_*2xi1 USJ < jL£U ^Ji U>«Jl2j i jJ\ oL_UJ-l j olj_wJ.I ^ JuJlc- iiL* 



JuV .ajUI! ^ij^ -^-J^r' j oUUil j-i-ij 2003 jjJ^ojj 

.j-Ai-ll -JD _,_»■ t _ t Jj^1 ^ NTFS f 1 — ^ ^-J-"--^ 

: iJ_J1 o! jJai-l ^LjL ^ oULil/oliill ^J-iJ 
.SjUJU ^Vl jjJI _J_I t * _l JLI JlUM/^I - 1 

.^L-s. -2 
.(33) jiLxJi j US' jij^^^dii ^^^ii^ -3 

.iaJLiio OljL>- jj ^jifr jjtjl ^lf- \>Jup (j _ 4 

.oULJI (jMtfJ objiil jjA-ij jlp- -5 
j^jLJLxJ Ig ... ai 4_J_JI ot j l?'4-t J-*-«j oIj —-Ui J-g-_>l ZJLjtej jJlZ^\ nj: 
4 j.L>tU Jl_UM J-^-ta » j^-^-j •^-jy -aJu* jl t_i_U _;l ^ j^L) ^» i jJl^ 

.1 ^LL* j i^til jJL^I IIa Ji-tJo U JS" j jSL_. j 

Ol — J jx£\ jJlJj jL>. JuJui ^Jlaj _JJi j t j^A^lU a^L*. j-i-xdl dls 

^-i-JlJ < dUiJ J 4.JI jt i a^iAXj jA ^UiUJ ^J^-^ll olS lil 4j>=.xi 

j-ii-JI OU NTFS V ^ 



| ijajOa || ijJwhj^. |! ^L»1 I f'-S 

Presentation. 1 .ppt j i ^SD^ 

□r.'ijl! ^'ovveiPtiirii Presijnt-ai'k.r; -al<JI 

j osoft Office PowerPoint : f I Ji-iwjU ^Ji 



. jjXuj ^iki J jfriLio iflj Jo :(33) *ij JiwJl 



: SJlx)l ol jia-i-l ^yij U*a>-I 

^j-lc- j_4jI ^sJi (4 _ 1 iiLL^Jl ol j ^LjjIj joi — dill j;^J -Lju _ 1 

.(34) Jf^ Jio 



.DDFC 3G0A CGACDO VAfl 



(SOLIMAN@JJli)jJLi 



jiLj.J 



| ...iAJI fL^jij! 4feB> | 




... flIAD 7F3CB2D 


Administrator 



.caJL« joLiJ J~j>Uj :(34) Ji^-iil 

t oLo j-l~*.it oLlij \Jua£- 4.J^jw i^llaXj V L^ljj>tl^ilj 1 JjUla (j 



Wiping 



J_3i Jli Oj-^J 4Jlj La L_i_L lJJLs- 4j| i_j j^U-i jaiju O jjJcJJ ^iaj 

2Ji->-j (j J-iaj L_i_lU oLjjX^ ol i^l < 4_^oj iwi-lil (j^Jj 4 -^' J-^ ^rAl^ 
j^S^C <bU dJJiS" jlS" li J .L^lc- 4jIx£J( ^SLc 4i- jli 4>-L^ 4Ljt> ^Js- J < 

.> jjJ ^^Jlj g\ jJ~\ iL«ju_>Ji.l ^jj^ijl ot-L?-j jj-a *l j_i ^Ut-iiVl 

jj^-ai? ^&X-> j<J 4_)V ( (_£ Uj^ajuj ( oli oLa J-Uvo (^^Ic- Jj-^J-lj 1 ol-l>- jJI 

OlJ->- j j oLJLJI (j— 4_J-*£. j .<_j j-Uall JiLjJL olJ->- jJI di_b j oULJI 

.ol j_« ioi j— oLjl™j io j->- j^I oLiLJI (_5-^- c ' 'jj-^-^l 5jIxS3Li j^jjitx]! 
L_—Lko a-j^Lj^Vi ^UjJI 2 jljj jLjw ^AL«i .olJLJI ^^-dai iij^jw ^L*^ I^Laj 
k_Jkj (Peter Gutmann) jj^xi jL_jwj 1 olj_« 7 UjJ-^ ilxS3L oULJI 

.2^35 ibai 

^c-J-J ^J.itX_^j 1 J. :; j«_-ixJI lj:t (j^L^- t_i_U ((Swap File) aJ^LII t_i_Lc 
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.i^ajUll c_iLo (j Lo ^jLill j^i- ^jliil Jaix^cj J.S 

Best Crypt [1] 

.BCWipe jl Best Crypt ^.U ^ pi ( 1 ) 

l j-cVt jjJt ( _ s l& jijt < jjXj^il i_jLiScu~« ^ 4^«is .>! .>-l>- (2) 

.Delete with wiping jJ-\ (3) 

LjS" i jj^-Jaii oljL>- jLjls>V Option ^Js- jK>\ i j\j>- dU jglj^ (4) 

.(35) JSLxJl j 



Wipe target 

[iSU- ■ File 'C:\New Text Document, tut' 
'.gV. . will be wiped and then deleted! 

Continue this operation? 



Cancel 



Skip 



Yes 



Yes to All 



View Options 



<E0 Wiping options I g] Process Options | 



^fpjf), Scheme: | Peter Gutmann 



EdityView Scheme ,. . 



I I Verify the last pass 



0 Wipe unused space in Swap File I En crypt Swap File, , , 



12) 



r£x-~- | | MFT Records i on l-JTFS drives ) 



I I Vie 1 . ■ ti n:- tile betv-ie deletion 



About 



. Lr Jai\ :(35) (tij JiCiJl 



.(C:\ (ji^'" 5 -^ '-^J -i-A>- ( 1 ) 
Wipe free spaces with BCWipe. jJ-\ (3) 

.OtjLji-t ^y2juj ij .. <i lall J^c* jUxi-V jl liU j glj. i ii (4) 
.OK jj jA>\ Sjjllail ol JoJu£ Jlaj (5) 
.jl ji-l J-**""' j 4J-«J<Jt t-^&y ^j^ixJl oU-LJI Ja>-V (6) 



3 j mi a *_Ls LjLajJ_tl Jysi 

_______ 

Fine — ^>(Ju>__i oU j-Ult (j^ 5 -^ di_lc 

: SJ_I ol jJajJ-l ^LjL Crypt 

.Sj—U^cVl jjib^ij t -wJg j j; ^Dl jlUM J\ .>Jb- (1) 

.Wipe ^_ < Fine Crypt (.4_tU _U jgb",.. (2) 

.OK (3) 

atf _^ ^ _2 

.FineCrypt ~3 
.Encryption Preferences ^^ifr Ja>\ _ 4 

.(36) J™Jljl_> General 




Quick Encrypt S 
Algorithms Encryption 



Session 



General 




Interface 



Number of wiping rounds 
Rounds of "mashing" encryption key P 000 

f~ Compress all files before encryption. 

Compress only compressible files. 
f~ Don't compress. 

I Always replace files with the same name 

1^ Restore original time/date stamp for decrypted files. 

— If file already exists in an archive: 

C* Always overwrite. 

Overwrite with newer version. 
C Show prompt. 
Never overwrite. 



OK 



Cancel 



Help 



oijL> : (36) JSC^Ji 




Files and Folders Sharing 



( j^ju iJl^i! ^-?*x> Oj-«-i^_^Il L^s ^-Ljuj j 

Ali^\ ^> CjI^JIj cAsL1\ a£ jUJ) [1] 

: SJkJI ol^ki-l 
.aJ\ Jj^ jJI j iJ^c. iJl^il Jl! (ciUl ^-Jj) jULil jJb» (1) 
<t yrfU>. ^1 <*5 <2jliU ^Vl jjJI ^ ^£1 (2) 
.(37) JSLiJl ji* 

(4) 

.JiLsM (Ia *£ jLLo j^-i (5) 

j*>\ (6) 
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mm 



courses jau 



iij&jjk cjjf (j^jiijl* ^4 hSjb^sJI life i : .£jLA* iti^U- 



uLjjO I 



J,^ i JLjsJI jjj (Jj^s^JI ilJlJtJ trt^*J 



Windows wIjIj&J l^_>c- 



.STjUil Ol jL> :(37) ^ j J^iJl 



.(38) jsLUiji.jij^^diJ ^Ji^(7) 

^L>~y^a}\ Is- jJ < i>J (jv«Juki>«^JJ : JjVl : 0^->y lSLa> (8) 

J-£) Everyone is- j-*^ 0 1 ^-^-^ ( _ s — ^1 J^-~Wj ■ J-£J SLLjJ.! 

iJUfc (iJbSjLJLa ^j-i^ 2jJii -L>-V o~~~U Everyone as j-*^ o-L>- -L*j (9) 



(La jJ-j cJi->-j 5*1 j3j J-^IS" : J-*^ (D 



□ 
□ 
□ 




□ 
□ 

EE] 



Everyone— ' ^Lijii 



ii t 1 ^j? 



.A^M^aJI Juai. J.I JlUM jl ->0>- - 1 

. (Jrf aSL^9- ^ < 2 jUJU j^Vl jJI ^jIp j&\ -2 
.(39) J£JJ1 j US' 

^jL^j [3] 

*l_k*4 ^-U- ^j^l IJU ( Ji_UM dUi J^-b oU_UM j oLUll ^Jc J_^- 



BTal 



courses ja< 



4 



Administrators (S □ LI MAN ^Administrators) 



CREATOR OWNER lg| 
khaled (SOLIMAN\oJU-) £5 

SYSTEM 
Users (S0LIMAN\Users)^5 



. jJsLiJ 







Administrators -I OLlj jl 


□ 




J.LS 


□ 






□ 






□ 






□ 






□ 







I — 1 "iijiiiw ililjLji." 



.OL.ty Ol jL> :( 39) j JSLiJl 



L^£Jj £ ^-Lxj <oL>j j < J^jJI Jc-^j lS^I olilil j 5£jULll 



Backup 



i i_j j_^uU-| ^jL>- ^yLiU 4j^»J c \is->- \j ...SIajjlc- (J jib liL« -j>-V ji i— ™*J 

i L^X^jJ-J ^jlsL^Vl jjj^jkxit 4-~*aI j-^ j^-^j .^ylsL^Vl jjj^-isXjt L-° J-* j 

.^Csi j^Vi La j-«-C-J ' j*~^>J i LjXjl^j JajL^j jJi .^jj^itXi! 

cr^^VI jjjp^l £^JJ [1] 

i Norton Ghost j> Ig-L^l J «Jj < jjj-ji^i Jlj-U- 2JLla 

!_La j j^siic^ j£J .oUUj jLgi-l j 11 Slots' (SJUUr S jj-^) ik~J JL>-b ^Ulj 

«LiL\jj^1 4 uij (J<ac [2] 
| ^ UkJI ol j^I I ii^Jil £*1^JI | ^I^JI | Ijbl Jit ^21 - 1 

.JbJl JL* ^21 ^ iLkL»-t ObUp^J OLiiil -3 
U jLs^l ol-LLi 133 y^y^}] ~4 



4j>s_^jJ1 iai>- ol^o ^-A>- _ 5 

.^jl IjU £uii 4i! -6 

^jlnlj'Xt 4jiuudj ^Li.jlLuol [3] 
£_-JI I fUkJI olj.it I ia^Jil ^I^JI | gA\jA\ Si\S | Lbl :JL^ ^21 -1 

.^JliJIJLfi- ^1^* toblJitVlj olittl SjUiJ ->o>- -3 
jLjj^di_5lcj t^l^c-u,! jj Lr ^ y^\-> i-^Ux>-Vt i^^Ji .>jl>. -4 

.^U- ^ li V £UI 4j! ^ t ^JlsJI JLt ^251 -5 
j iaJii* ol jL>- jj ^aJlj dUij t ^L>- j^Vl JoJui cLbSLc -6 

jL£« j Oj-Svj (1)1 J-vUJJJ (^VjlS^ j ^j_y>tljl JaSL^j Jai^- jl JjU- 

.a jS- j\ i^ij>- *\ j>- < 1 j^uli-l til i_ ii~> V ( _ 5 - > - ' 1 1 jj^ - -A**j 



E-Mail 

l^-liJ ^jJ\ oloJljM >J_SI ^ (E-mail) ^ Jlj^JI 4_«a>- Jl>J 

Jl JL^ jVl 4 LlSj j^o i3L^ ^Jl L^-Jai; ^Jl 4_U- ^Jl j d&jl («-* 0 j-^ 

sJla (jl L*£ i jj^JVl JIj/JI ^Ja ...1 4JL^ jl ^Slc VUj 1 4JL* jt ^Slc Lo 
. (^jUi! ^ikw^J JjU^ U jj&j < j^jj^JVl ju^JI J^-c- ^^L^J L_gi dUiS" 

■h^i i ^ t - ^ ^ ^ J oj 

JL^jV ^Jui^X-^j ^JUI ^LJjJI j-Aj ((E-mail client) ^^—^L-^jl ij ^ajJI 

: ^olj jJ\ IJla j^o jL^Jj jit jj iSliAj -LgJ-fr ■> jJtj < LjJLax^ilj 1 JjL^ ^Jl 
I Jlj&j .Microsotf Outlookj < Outlook Express J_i« < 4_J( Oj j«jLJJI J-^-dl ( 1 ) 
.dUi JLf. Jit* (40) JSLiJI j < ♦JL* J^u j ^^^iJi dl^-U j jSLo 
4_«0>- I J_a .(Browser) ^i-^dl ik-^t (ji'yy ^AJI J^l (2) 

dijj_^il>- (j j^L^o V ^-«L> ^Jl I < (Hotmail) J^o O < (Yahoo) ja\j Ju^j 

jlj^JI 4_«jl>- ^-Li; ( _^JI aS" ii^L^ 4_«a>. objj_« j (j^o (j^J j <■ 

. dUi^>jj(41) JSLUIj ( (Yahoo) ^Abji* 





r. v^r 

'.iiafH- iri)^' '*>■ i fit 'i mi.ii iw' It * i~ T» hni«m« 



(InW) [JlSH LjjJLf u^l it-ll j^ii 



-41»Jj pj\3 Jjj, g-aUjJ Jlia Micorsoft Outlook :(40) Ji^t 



(i) 

iSL^, jJJ ' 2J-Jwb>- iiL^j e-LdJl 6^(3) 

.jSSl jl t ( j^2j>^i. jjl l(JLujt ^ < (Message body) 5JLu j)l ^ ( (Subject) 



L*S" £ iJL^Jl (Attachment) J^Li ^Js- l^JLu jlj oUUjLx>.t (4) 



• it* 



MilBrtodi.com* 




Jj^'l/L SOU. J iJjljJl j,;! JjjJb ,/iLiJl 1L.JI Jili 



.^LaA\ ^k^ljj j^J^ Yaho ° ^r'j -(41) J^J* 



v^jjjiiyi ^jJ) lUs ^ [1] 

(^JJI (E-mail Server) ^«-^l> l» jl < ^yjj^JVt Jb^-Jl cry~^i J-i ~ol~»-U 

.cru-UM JSLu Jli^V ^^-^ :(SMTP) djfjijji (') 

JjL*< Jl JLo jV 4J5LJ.I -L>. jli-l ololi-b J-^sj US' t Ajjikl! i$>. Jl J I LjJLxjIj 



J£J s^l JJU^JI Jj^Jl li* Ji^ :(POP) JjT jjj (o) 

(5 j_>-i j-S" JJJjJ -^L-Jkj UaJI Jl_L& Ig ,> j£- (j Jl^L^oj i eJL_>- ^^-^ 

.(POP) y VJo L^IJui^l 
^ii .^Jj^Vl Jb^lfU* i^OLJ (41) JSljJI^U Jl^U^j 

j 1 j a j la'j-l) JL^i jVl jj -kj<-^2j *L_pVt -Lju ^ < (Microsoft Outlook) 
(^Jl (2 SjJai-l) 4JL^ JLiX-^L, (SMTP) Jj-Sjjj^j p_l> IaJl-^ .(JSLDI 

: La L^J dJU V OVU^I *JU j t Lt$>- j Jl I4JL, jj 

J_j^j i-e>J3~ -Jjj-<- ij^a-j j-e> 4_JI 4_4jJ>- jil ( j / a> 5 _dJlj aJLu jJI j J ■/? a Oj^J jl * 
J-J-l j 4jL^ J\ (SMTP) J j£ jj j^j JU-I aJLfc . J_s-I j ^ Jj^JJ 

Jl jjLvai ^> Jjc ^JUI (SMTP) Jj^jj* jjj ^ J ' J> jJ&-^\ -^iy. 

JaJjj ^JJI ^ Jj^^Vt Jo^Ji i/>J£- -jjj- j <d jtUi! (SMTP) J jS yjjt VL^I 

£_^2J j\ 1 4_JI iJL^JI ^-JWJ £ (3 ^<si j e J^-0 iJLJI 4JI igij- jil j^jwUI 4j 
.(5 ^aij ajlai-l) USLsT dUi jU^ Lo ^X^o Lg_L*j ^j ^oj £ 



!> JjU<gMTP Server) J 



(POP Server) 



yJjjaJV' ^ JWl^-ii Jjj^SMTP Server) 



.gjj^^l JbjJl J^P oLT :(42) p& j JSLJi 



JjjJI <La.Ai Jj>a 

MAIL Server) 

Cij jUiV) A-aii. J j j 

ISP 




4-°-^ -^Jj-? -^v* f 

U>JlJLc jJai-l) dUJJ ^ya-^ii j S.>jl j}\ SJL, J\ Ja*4 (SMTP) 

(_£ jJl t (POP) c3 J-^ yjj^i " J-*^^~° (J J-*«-*JI -^^^ ji ctUi ^SAi 



<^jjSiyi aijJI JU*U cai&j ^! jLk^VI [2] 

£ olij-jJI (jruj VUjCL^I CUJj^Vt oLoJLi- j_SSt ^jJjj^JVl Ji-J/Jl 

JljjJ (JjJi^a 0 J-^Lo 400 UjLij La J_>-jjj 4 j( J-^Vl (jj-J dJU J £ oL-**ujllj 

(j /20 bkjji >^** i2j^Jij*x»*il j-ic- LI .olS' j->iJlj i_^Jj-^i 

j^-l. 14,9 i-bLdl JSL- ^1 jJl^ jLS" ^2002 jj .will iL_- jaj-ijJI 
JjL^ .>Jl_c Jw2j ol < ^L«Ji j iJL^ j o j-Ijjj 4 4 L^jj 2JLw j 

Jja V ^UjVi . <1 } Ljj aL-j Oj^l 35 ijjii L jl ^2005 ^ u ibLdi 

oL>^_U Ujljo 4 ^ jj^JVl -Jl-j^JI U>- L^Jli ejuk jl L«i" 

oLIaJlJIj -oISj— iJJ jLJ.l c*JLJj jl £ ij-^a^jJl *\ j ^ - (E-mail account) 

(Spam) S^L_c- ^« w»o (^JJi - 4i u j_c- jll Jl-j^JI Ula J^ij .4 :^a oL>xd 

j^-a I jAS i»_-_UaXj - SLJLdl jl j j-iU ijj-^U-l jjl j_U dJJ gX^oj £ (Junk mail)jl 

^LiL-J jjl ^yJ Jj&y\ JLj^Ji t_i_s^ jj-a j-iSl d>T Ls^£- lit £ JUlj CJ jit 

jJJ oLu^JI ^ I.L* (5->j-J -IS J > £>^ LLft jA oL^jllj olS" j-iJt 

^_a t_j j_^jU-1 4_«Jaj| ^yaJuicX^wO jLa j>- Lf £ oLa J-bll JJij OlSLi (3^>- 



: jLe- Controlling Unwanted Content : jl Jju JLi« ( 1 ) 
http://wstonline.bitpipe.com/data/detail?id=1097086148_820&type=RES&x=460943437 



.La j^xJ j SiJi-l 

L^o^ ^1 JJL^I ^ oLi oLJi J) ^U*l (_^) 

Phishing ) j«-^Lj OjJ" Lo jjs>j i 4^uL*ji-l iJlllj A^a=^Jii\ oU j-LaII 0 J-^W^ 
.c«- j j^^l iSL^ii ^iJ^j^ilj ^jj^J ^ws^JLj 4_^J jl Lo jl i (scam 
^ jli-l a j^Jsw j 4~io oJ _^>Vl ^yJLc ^5 *LiJlj ^>-l§il ^jl> jl dUi ^J-c illoVl 

J^LsCo (_£ jJI dJjJI ' ^»JjtX-^^o-U Oli 4_JLo <LjjLX£-I 4- ./?->t.Ji j^o 

Ljjj^S3l IJ-JjJ ^JjicX^Jkl (Jl J-u(jjJ dLJI 4* ,/?->t.Ji ^sJs-Lgll J^tXXj ^s_j i t_2-l£uJj 

jLi dLJI ^jJ; 4 -fc-"' > r~*iJ •f'-^W 1 '' oL-^l JLS1 jil Jajl jJI dUi 4 JL>-L 

: J-Lo 1 4_^L*J-1 4iljL J>-Jij 01 <^ iwJiaj ^ < ^-jJclJ oi 4il iJ jJu V cJJl^uJ.1 

4_j I t_a_j^S\j jl £-2 ^ll (j-° {Tj^ (*-^ ' c£ j-**^ 4 -* s jj ' *jL-wu>- 

jjL^>ji-l jl (_jJjj^JVl o y?'H jL^jI (_ s -Lc- ol j-*J ■i.r'JLr^l *— ' ,/? '' ^-^^'-v' 

jl f 1999 r u j IjVjj 3 '262 '834 ^ o^ji ^^Ji ^ ^Ji li* ^ 
j^i j /448 Ujjj sjLj, ^ i < f 2002 f u J IjVjj 14' 647 '93 3 

^»2004 ^»Lc- o_ o-uj F-Secure 4_£ jJi< jl dU-L-S" ol jJ<J_II ol 

a ^j^JVl^JI r u 



(_5.Lt .What it is, how can it affect us, and how to deal with spam 

http://www.sans.Org/rr/whitepapers/email/l 111 .php : ^3 y 
_5_Lc. F-Secure Corporation's Data Security Summary for 200 : jl j-Jju JI_ao (2) 

http://f-secure.com/2004 : y> 



( E-mail Filtering ) ^jJ&IVI jj* [3] 

.(Spam) 4_J i_j jj- jil j^-fr J-j/Jl jj- 0 l j^U c xJ1 ^jj^JVl J-j^J"! jj-ij -Uaij 

Jl ^U)l Ju^JI £^>- jj£ : (Client E-Mail) J j^Vl Jb^JI g*k y. (\) 

iJijJts}] e i_A J-^j .iiLA iS j^r ^-f- ' <jHJj^^ -^tr^' J^*^ £^ 

»J_jJ jj-^J (J-"-- ^ Wj-^" JT^i. ^»J^U*ll W*L? ' J) j «".' 

J-J J-;A*Jt JI J_£j jl 4_i i_j jJ- J.I J-j^JI 01 : i— ' j-^c- iij^kJI 

jl 4 A^LdJI (3^-^>-' -r"^ ^ ' c 1 - 1 ^' j^r^ ^j-^i *H^' (JL» j < a",.L^T 

]aJ>& 4jLkj O-j ^jVI 45L-Xo ^>Jj>tX_wJ.I Ja_)j ^L^j C-jl^ lil <U^l>- i ^AjjI' Ixij <JjkU*j 

t (Antivirus) oL^jjjii] ajL^il jJL> Vc-" 1 ' J^"' ^y^~ ^ J-^ ^' 

oL^jjjii) s^Liill Sj_^-Vl £^«->- J t >^j < Bj^-Vl lilb oL^jj-iil oi j^>-l 

U I jl J;;?^^^!! Jl i_j jil Oj-£j Jj < Ljws Ij^I Juu jl j^^Ij ^1 ^Jl dib j 
< (ISP) cJ 4^a>- .> jjj: 5k: ^ii 2j^>-Vl £^*>- j l^L*^- j 



: Jlc- Spam Classification Techniques : jl yju Jli« (4) 

http://searchwindowssecurity.techtarget.com/whitepaperPage/0,293857sid45_gcil0109 

12,00.html 



SJU-! 4 1a j : (Server E-Mail)£j j— .bjJl (O) 

Ju>JJ A-Sjjis J^o j-iSl 3-;; ^•i^'~J 4jls liJUJJ 1*~>J .«ti i_J ji- jii j-S- JU^Jl iL/2Joo 

^j-U La^kJI « 1a Jl^jJ : (Black List) *b j Ji 3 — giUJl aLJp -\ 

j^J. Jj^J! J_^^; ^1 ol^JJ ^jL^JI Uc* £^>y 

JlS"IxJLj ^jjjSS^] JiJ^Ji i«Jt>- ^jjL> 2JuJu>- j o*L>- LU£s i i_j^£- ^li 

d)l Las- V <-J_d^l lit .4_J L> ji- JL*j ^Jl op jSj ^} jlj t <_sju£ 

4_aj^iaJl sIa CJ— >> Jij .Lpiullaj *b j~J1 « jlfc ^IjJ^- iSLjJI (Jj-dJ 

*b a_«jIS Laj -L^>- jxi I Ojb*^!l A-iLS-Jj ol frgJU tj-£-£ 

.(JL*s j^-j i—ilSLo j^ol 
SJj^JaJ! uJusi : (White List) .^Jt 3 wliJl 4 & -o 



.*L/2~J1 (j 0~*J 4-$>- J^o Lo-ili jlS" IS] 4 4;i (_J ji- j^o Jujj J j-^sj JL9 

( Heuristics Engines ) «J f-LJ.1 J f-l j5)l OlT y£ Ji^fc ;r 

j\£ IS1 Lo JoO^xj j j-s^>J.l I^a-s^j ^J1 JlaI jiiJI ^ Is- ^jifr iaj^laJI a 1a Ji*X*j 
^j-JL ^oL j> ~t>j^-*0 (_s^ — J (3 J-*^ 4 "^- a> ^^'S* ' ^s* l ~~ , J*' ^*^L^ ^° *^Luj 

J^-fr ^^-Ls- ^> j_flJ jJLil 4 i_A jl J jJLlI J^-^ Sla ....a 2jj_v2JJ .LJI jj-^l J-*^ 

J jL^J .^»JLi«i~11 Lo ^jic- j ji*1jJ Lo ULi 4J i—Jji-jll j-X- Jb^JI ^^Lx jV dUij 
iij^laj 4_>LJ-I y jJ ( _^J1 (_r^ ^LiJ^J (3 ->L£j i^JJ^^ jL i/^' J^-*-" 

.Jl£-I jDI iioJL>il) 2 j^U*ll i>-U-1 itfj^kJI ejlfc i_j j^j .SJLpLJJ Jlc-I ji)l 

Lj_vaj jl iiL^j jJt £j->> j-« i>L>- (j iojl jJI oL*lS3l ^ d-^-JI J-«-jJ oLo j-Ull o-L&j 

ajufc j j-So (jl JL*X>-I JL>-1£ j 2-LjO>- JjL^ j ^J-LS -J^c- Li>-V ^Jls^UJ ol*Ua>-l 

SJU- j 2j j! jJi oL_«i53l ^_c- >^JL) dJJij 4 4_J i_j j_c- 1-1— j^j aJL^ ^Ji 
JJ ^Lj^- V Ljjlj i iijUJI L^xi-Lj 4_Sj^1=J1 e j_a jLlcj .i!L^ ^Ji lJ ^2J jl < jll 

. A$L_JU!1 J^C- <— i j-^il J^o ^«JUwO d^j-Lrf- 

^ jj^IVI ajj^I ^ ti.USl! J> J^l [4] 

iiLL j«i 1 4_^LJ-i oL. JL^ jV ^jj^JVl ju^JI ^iJLi^il (I) 



.(PGP) ^aU ^ Ji« ^^JJU i,J i^l>. ^o!^ 
^ jj^JVt jl^J! oLis^ U_^>- S^-^JI oLilll Ji—^jl ^-jf 

iJUA; J^oLaxI! ^_«_*2^ ^j^iS^Vl -Lj^-H <LoJi>- JjJ^o ti-Uij ' (Attachment) 
i^ru; ^ji jJ, oLSi Lgjw ( _^J1 JjL^ ^1 dii-LSj < oLai ja L^J c~~J j^Ji JjL« J>\ 

4_Lju JjL^j lil^Aj .oLilil aJUfc J_«l>d1 j ioJli-l objj^ s-Joj iSLjJl 
.U*. S^JI oliUl JiJ ^UJ-I (FTP) Ji. t U»- S^£J1 oliill JL*j)> 

b\ j^sj i LaJjJ 4JL* j]| ^ jll j jJI £^s>j G) 

VI dJUl JajJ ^-J 1 (Email address) ^ jj^JVl dJWjip ^ Ja_»U (_*) 

^Jji'j 1 ^j-^S l y>\J*J^\ ^ ^Jj&l -Lj^J Jj-s^J ^J^" C-^ - tit (j) 

.i]jLf>- j Ujbi oL ^Ui JjI (j-) 



(jjL-ihJ! J-^^Jt 4^s^l>- ^ U.7 ^ j^Vl J^JI 4_J^I ^ (Js) 

.ij^sUi-! dJl& J t J«-i>j < iS jj 01 <^-U- & ' oUs j^JJ (Automatic Download) 

Ju^JI J-^*^ f^-^l 4jj i_j ji- j^o j-i- iJb^j J~sx~J Ujcx- 

^jj&yi J> [5] 

jJUl3 ^Lli ^ Jj^j? \1a JlU*j : <1 > Jb - K-U (S/MIME) JjS jSjj C\) 

.JJL^JI o^L- ^ JiLU-l (2) 

.ioj^JI j^ji^l ^JuicX^ JS" O J^t Ol(l) 

CL-^ £ SJlaXjw ^0 L^ic- (3->U^W fljLfi ^Jj*l^a JS" Oj^j Ol (2) 

LjJLwjl (j-^-C <^-**J J-^-" 1 (j ^* S JiLg_dJl eJlfcj .L*jj^J <_yJI iol$-iJI 

Office )j (Microsoft Outlook Express) ^—aU^J < (S/MIME) ijj-£j>jj> £_o J-oLdl 
.(S/MIME) J^Udi Netscape Messenger)) ^ 7 a^JIj £ (Outlook 
LM ^ Udy J* IIa :(PGP) J A J?Jj>. (V) 

http://www.dartmouth.edu/~pkilab/pages/Using_SMIME_e-mail.html ( 1 ) 



(_s-^ c " l$ j^'^ Lg-^Lul (3 oUL.l?" olS" o-ali jJj < j^^ixJl 

£_S j^o Lgia oLL.Ja.jl d i_A J-;^- (j-^-? ur--" « j ; g .til £_jl jll jj-aj < J j-£ JJJjJl 

< L^j_«j ^^Jl oUj_i-l jlJ_i« (j oULiaxJI ai_& ojLijj . /http://www.pgp.com 

^j-lc- -LjJj I g ■/? «j J I 4JL^jj1 e-Ljl ^yJj^JVl -Ajj-JI ^-jjJLj <U.A>- la LgJ^Jj 

J^Jl J^-^o" JSL^ j ^Jl^I - oUUl j S^jLiilS" - jj^JVl ^Jl 

i oLojJLxll 4_a « (3 4_JL«I Ol ^X_4j 4_;!i c-J jJl j I g^j < £^^1 ^Wjj 

4_JLflj ^joo i_JJaX> ^yjjlSDVl Jb^JI J^a 4jU\ji-l i Jl jj^Aj J^SJ .LftjUa>-l ^ji jjj 

4-^.g.ll JL^jI ^Ju i oLiill j S£ jL>LJJ 4_j jikil dLb j-a Li*A ^iSl 

^yJI Ol*l j->-Vl jj-a ->J_C- Lj j_a jjj ( ^ ,/},/} >cX\ JjjJ J**^-* 'JJ- 2 <->} J*J ' 4 1 J> -^ 

Jl-j ^Jl ^ U^X_^V i^-Lvail jLWVl J-iiJ L^U ^jL*3I f Jui^_^_U (> _£c 



Secure Online Shopping 



ia_aS (j-J < C— ~JI jj-* 3 ol^voVlj Oj ^Vl <uJi>- J j>-J oVl jj^J } Ulj^JI 

j Uajl j J_j i (c-J ^j-U L^jjJ o^uM ol Je\ j£L>) LJJ^\ j>-\A\ j 



CJ aIo«>1j; <3 
















i2X«-cxi > y ^>^xii as 






(J-b^JI dAjl j^xJ j^Al AS ju= 






4iLJI dJbLyuii jsx&\ AS jjw 


^AJ>\ ol J^. 
^ijJI i_^JUar ^Ldl 


c <J ISI *-Sj— *-> V 


aJU^VI dHUaj oLo _aixl j>^i.\ AS jJW 


r 5 




^>«d.l ^ *l __^»iJI A>«-i iliJU jLw cjLiSsj 








r 5 




olSj-U ^ ,, II dJUL. jl** ^j-jJ 
dLde- Oj-^j <_£ j>-l 



. a_^Vi jU^Vb c-j/J V =■ (3j-^l ol JjJl Jl 



l^~__>_i_*J oLjlSj _3Lxa jj-^J '^j-^J js* - ^ ciJjLo oJls i c^j j^JVl 

thttp (j-Jj < https :_; IJl-j oLo i__~U-J ^jlSt 4 ?r jl j} * 

.http Jlkj S <_i j>- _ j>-J --b-V 

https://www.amazon.com 

http://www.amazon.com . . . 

(j LaiT < oLo jij>l\ (j Cj j^iVt ^a.,^Tl ^jLLJI JajjA]! ,j *JJ-^ j>- J * 

:(43) JSLxJl 




.2uWM J_i :(43) 

jLj^Jt jt 1?:U J j>-JlJIj i-vsli-l di-lj 4_ilxi£ jjj-* ^»Ju>_X_^l * 



.C-j j^j Vl 3 j-~>^b <U^l>- 2-b»lj oL«^jt iiUaj ^JJ^Lm\ * 
0L»IjV1 oliUaj oULj eJLC-ldJ gMJJ-Lgil JL>-I ■tij—" cS^p-Vlj ilutJI gjj 

*^L.jJI ^w*>- ^.xll L ^s- t.**- JU-I dlij jj .(jryw *^ajJ 

(iJLxSUaJ dLlJJii JL>- jj t ^Jlilk r < 2Jl_>Jl>- ^LS jl JlJuX-^ij tij.jU-1 di_ta 
SJLkJ! jl Jaj-V .SJlkJI lJIJLIj iS^wJI ^c- dJLle- jl> 4.jli 

c e-L^XiVl i (*fj-" L$jIojJjuo ^-£J (dillii^j dLjJ cJlj to 

J j .,i?4-l 0j-> *\j~zA} oLo i oJ (j(j.~»J1 CM 
4_ilk; oL« jLw j < jjj-U 4_s^l>- < jLgjU j dlJU jLw oj-£ V * 

(1)1 Jj_J .4_LC oLo jJjoo ( _ s -ic- J j y?4- 1 J a-LjJ i_j j-Uali £-5 jii <-J J v _f->- 

.http://www.hutmail.com : C~ p http://www.hotmail .com z 



J^-~; ^-^j ixjlSLo J^c- jSh * 



C~**>- IS] jS3 i Sja^-^o LgJI S_a dU jJuj Jus 4 oU jlsdl *UaP-l 

; -tjl£*VI j^a- dftl* jL^ ^ JaliaJI 

JljV <*Jli IS ja y j><£\ ol^ ISIS .^^ul! oU Sj^ icuLui I^SI * 

j-^dl J j-n^ L>-Uj JL2S .J^**}l j-a j-^dt Uj"-*^ °^ ^ * 

oU jJ-*ll £-~> ^s-Lxll L ^a_»jj < oU (iJUb! j_>txll ^(Jiswul ^jlS * 

j>-ldl l ji2J>-J .[a j-xJ jl oU ^jic^ dij jJJU ^ju Si j*a * 

.jl£«yi jJii Igju Jusiwli i oU jJLsdl j-xJ jlf>- dJJ 
j-S" < *l Si^b- V LgJI ^JaJ jl 4 SjjJIio jjJ- oU jAjw V * 

.(^•) Jlj^Vl SSlk 



153 



I 1 



com/isaDiAedir.dll?Drd=ie&Dver=6&ar=ririsrihoririi 



(JtjLiJI fljilujl iUdljjl^^l fljiluul iLlbJ fljiijl 



AjJiJ*I| uwjjuj uliJU 

'.Ui*^ Jjj^JI ^j*JU \ V 1 



.CiLtJ 



.CJ js3)!l ^jUflio g^lijj jlJLf J OljLsS- :(44) JiwJl 



: iJlxJI ol jlaiM dJJi Jj«i ilbSoCj .ciljti.^." oU jLw 



.(44) JSLxJt j US' < ...oUio cii>- jjj £ JolJjVl t-i^o oLiU (_si>- i5jj<jr^ 

~° JJ J ' jjj-i' oL*K : t ^ — ate Jl »5 I jj ^^.U ^JJl 

.(45)JSLUI j Li" /^iUJI 



...oioio^ [ ...t>ri^~ 



...djj^iUI 



SSL ^ 



f .l^jl^j I w^Li^l ^UWI JU^I ^ 



juL»J Jj^UI I 



J ^uLaJI Jj^lAlUI .it Low" *^Kj 

■U^JLl+JI i^jijj "Microsoft 



-ilitJI JU£?I ^IjUJ 



J jJLiXJI JL^^I f l«^*' 



jjc^JI GUIS iUUftJI □ 



«•* W ^-j"" jW* tfj 1 ws ifji 



.yJUUall JUT^I OblJU-l :(45) ^ij JlSC^JI 

Lj^J j < ol j> 0 j£j V JLS 35 jixlt oU J-L*il 01 01 * jll ^jic- J < 4^.,/7-^JtJI 



.4jJL i*J oli 



Microsoft Internet Explorer 



o\-S- i^Ujkj ^j^fl » ■ ) Lg-^aju <lLv2^« i^^^jI ic- J-*^- C-o j£jVI 

^Jjjj i^w>_^l ^j-gi (www) ^JJa_yaj: b jl < V-CxJI iJ j^£jj<JI aSLjJI 

.(HTML) 



www.k$u.«Kfu.$a 








ILL — UMLI 

O- • - — V>t 
<»— » »■ — — * 






<*4 


- * — 



J 



filiJi jl+J^^ilfi — 



.CJ jsi^l ^JUflJ i£p :(46) j£-iJl 



2*ljJ dJLSLc <l)!A>- ^j-o (_£Jl!I cJ j^jVl ^ti-^u j^o Ijij cj j^jVl ^jlc- liJLjl jj 
dJjC^-^ 5 " 'j'- 3 } j£j ' <Ltii5*il oliill Jjjjoj i oll-il^lj i (3 j-^L? 1 oUuL^ll 

(_^-!l 0L0 j-C*il lj-"L> ^-«lj ^a./rxllj . j j^sUi-l ^^iJI iiJjL~>- LjJLws Jj-^J < <uIxiJ.I 



.(46) 4JLtc ^Slc £oL/2xl1 Jj^is jf. i_J j-Uall ^Sjll Jl J jJtj .is^iyaJI 

.oL>- a./? til a ^f- j^o ji£l <U^>-L^o 0 lA'-^W^^ 01 £° oL>r a./?"ll 

^i^alJ l j j ' ^Vi [1] 

dUj jl cJLi£ lili i 4_J.UJt 3_J _^UjJI aSL^JI Jl dJbl jjfc ^^axll jl US 

4_w*aI Jil Oj^j 01 £wi> V cJ j^Vl ^i-^uj t J j^-JJbj ^jjjLlj ^L~JJ 

.AjJLaJI 4jI J^o 

J^s_JL) ^j^a^cjjj 4_*J_iLll 4j| ^3 .oL«J>t^JJ L^UjLia 4jl ^Jl (jwi*- -^jj 

jl JJU- ,j\ i_sLi^l Julpj i oL>ciS J\ 3 ^a^ii (^1 ^ L& jA>-j l^j^Lvs ^ J^bi! 

.^»Ju>cX^*l! L>-lx« LJU. o^^j » 



£*l^ ^ . ^J 

^c- jiSl oU jLw ^jAc J j_va^I! t_jLxS3t I A* j ....(J-^l **>-l y di^Lc 

^i^Ui ajj^JI CjUIII [2] 

( j^ju jJJ (3 j (1)1 t_— £ ^ci-^uJJ A_JLoVl oblJLc-Vl jj-f- dj-L^o d\ J-i 

okLyj j_vc yi IjLx^l ^Vl oASI ^ (HTML) ^^-idl jy-yll ikJ 0) liL- Uli 

jJ(X_« (5 J-^ 1 (jij - ^ S— oj^UI ( j*ajl_*ai-l Jl ai_Jfc ' j yj Vl 

2jl j_>- ^yj : J^i« i C-Jj J-SJj ^i^j> l)—^- 1 (Dynamic Content) 

<_s j-uj j : L^dial ^ £ ^ ^JJI IJLjJ SJLjJb- oUJ c-jL->1 dUAJ t dkjj_« 

: oUAJI dib ilbdl ijioVl JS"lil1 ^ j t djJ^J 
.JavaScript, Java Applet, ActiveX 

Java Script laUJI *J*^ 

j-^> _^JI <*— *J «-*-U j ./?■£ I g'^J < * JJ g Lil>- 4_jJ (^^Ac- *2*J 

i IaIU- j Ail jJI ^LS j i 4_x!L£j jj ^i_yadl j ^^Jl Jt> ^JJ (HTML) ^_-*_jdl 
j^sJ .\Jj>- (yyifi (jUaj (jj i 2jjJ^ ^yul ji- V bfcJ^ioj [^LyUj UU- ol>tXjj J^rf-j 
01 JavaScript oAj <_j j-X$U ^°LJ j~> (j-^E oUtja-^adl yju (j 4-JL*l ol jJu J j->- jJ 

J^c- 1 ^Ijj jl < 4_^L>- oLiU Ij-«j oL? ' ^Jj*x~Al j«-Ac- 0j-> JL*£-Ij ^jji; 

JL^jjV ^>jj>tX_^J.I J-jy i_)L_^j>- ^>Jj>tX_^o d)l jl t (_y*A' (^'^'j ' -Al 

^Jl jil 2 jLj} (^^^J ' ^-vaAl ^ d-j-L^- dLAc- dUAJ .S_aj|j JjL— <j 

j yjj Ji *l j>-Vl IAa < Java Script J_«^ t j£\ UUI oj jl lilj .i& j-.il I 



JjJjJ 5ik« Jl J jJi dJ_^Xj Java Script ^ylc- J_*x*j ^^Jl oU^L^t ^j^aj J^fr 

.(47) JSLxJI j L£ tJ U.| Oa 

Java Applet 

l ys- Li Lfr jj LJU-I ^_ C^j lJj_s«j I « jl i Java Applet ^_ «Lj ^> JL*j 

aJiJjj < (HTML) ^_-*_jd1 p\ 4_JJ 4>^w> j c <oJ*>*i^L; J-^<Coj < Java Script 

£j_>-jJI Oj-*J 0L0 j-oj^JIj oLLv*i-l J^«.aJ iaJJLu ( j^2j I. ,.■?■>- 

J1 J^aj jl l j-£-c ti-^ i js-c- J^—d ol jj-^c liU-l £-C^jj 

dLij J-i- j .^jj-i J.;^ jl oLLL Liars' < ti-jji- J-*3 J^x- j aUsJI oLLL- 

Ji_^ ^JU! (Sandbox) J-^SI Jj- 1 --^ <_y«— ^° jJ- JU-cVl 

Jl <>* ^.c^Jl Jj_>. _}>-lj->- LsU-1 oLJLCi 

^jd l-ili" J>-U-| £j_So ^<J .AUaJL joS^lJIj AJukX_^H oLLL 

j«JLj fjj <3j-JJ^ J-*-va^ j-^ 1 l jJ\ j i 4_*3jl1 LiU-l oUij; (1 

jl (3 j~j j-° j-*~va^o olJ ^<J ^Jtj < <L*3 jyS- Li Li- 1 oUtijj (2 

.1*3 W>£^j (j-^ 4j\ 4J (ji^j A-Aj>tX^*i] j! jjl <C£- 4j13 £ J^o Js\ 

.(47) JSLxJl j US' jUJ-| Ha Jjju>j iaku Jl J j}\ di^sj .« jJu^ ^ oaSl; 



Glol^'il 



Java Jr^**^ O 

o 

" o 
^ ® 

Java OLiLutaJ 



m 



L 



^LUI soLc-J v 



□IHl 



.lilA-l Cj^£j> OljL> :(47) Jj J&J* 

(ActiveX Controls) oA 1 <-*&Vl cIjU^jjj 

Jaj^Jj 1 > j^jVI (^i3-_?"^ C-S^j-^i j^^a Z£ j-^ 1 (j-* 4_Jj!j 

JuJ cr ^J ^sj^VI oUfjj .cJ ^jifr (Microsoft OfEce) 



Security Wamlrvjj 




Doyou wart to kutafl and mjv '^ J'^T t ^ jF^i feff' 
SKpsd ort 1 5/1 /aft T:S£ PM dstnUted b/. 

Masjrfwijs. Ire. 
Scfe%™ FubtheiS 

Caution Macrome*fia.. Inc. assails I hut this ecuflert. is 
You ihotiH ofJji hsUtfriBtt this JMrtarJ S jkw IilbI 
M«icffl*iid, Irvs. lo frvska that aseilkw. 



F~ Ak«apsin«s cedent framMscnoenrfft, bit. 





Ye: [ [I 



'More Ida 



. jjfj uisTl gj:^ J-»^ JIp Ui\ jil LiU :(48) (»Jj JiliJl 

cs^ i^'j 3 «^ 4ri cfj^l a& 1 js* J^) 1 

a jufc C~Ja£-l JlJL! .O- i^jLi-l J(j_>J( j(j_^sLj ^«_Lc- jjj jt i a % C-jlj 

(j^* j^-* - ! JJii^>- ( _ s -«->~! -t Vjl oJl JJt i]jl^>- (_£ ^P"^ 

: JJU IgJlSLji dj-£> (j^l i—i-xS"! J'j-jJ (_s-^ *-*^! jil tj-^ JLwJ LoJ_Lfr 

.(48) JSLi 



: JUtf c^^U £ iUS ^1 




^uji jsLiit^J "Install ActiveX Control ^ d*j-3 



(jL#1 jii*^ - Internet Explorer 



Shockwave Placer 1 0 ^til i^Sia 
■ Maciomedia, Inc >iLJI : I 

".Macromedia, Inc" ^ l^cjJ .j^Lj^JI ClujII 
".Macromedia, Inc" l^i iLj^Jj 



.^J gey Jwy^ :(49) -jij Ji^Jt 
:jP dJliLuj t « j-iUj ^fijJt L?frf (49) J^-iJt (4) 

.jjubJI ji cJ^~> L«j1j — 1 

^jibJ! ^j^o cJj~> — 2 



: JSLiJI j US' jUM IJLfc Jj-k*J iaiaU 

WVI ^bl^Vl [3] 

(^uLa 2J jl Xc~JI jl 4_Jidl J-i") i_j>- jUi-l c— j j^Vtj < (c~JI 

VI c_Jl ji-l 

(_£ j>-VLj jl < jl 1 ,,^l iiLjk 4-*jjj£j c— j ji> Vl jj ,,^?tM jJ j 

J^oLjuj c— j jij Vl ^uL^Uj i is jj jil j^i- ^Sl jilj 55 jj jil ^il jil L_& jh^jli 

.(50) p3 j JSLi j Li" jl^L* 



( 



>-jL>JI ■ ~ '• j" "■ 

Internet 



Restricted Sites 




Intranet 



Trusted Sites 




.CJ jsiVl ^JUaio J Zaii\ jklw :(50) jtij JiLtJl 

•c~JI jl iJiui! 5JL>-Ijl!I ^il jil ^*>- * 



.4_IL«Jt 4_aid1 iw«_w»x3l (UNC) Universal Naming Convention 4~gj ^1 ^Sl jil * 



\\server-name\shared-resource -pathname 

.(51) jus" 



Local Area Network (LAN) Settings 



Automatic configuration 

Automatic configuration may override manual settings. To ensure the 
'jst! uf manual settings, disable autofi^itir cos ifiguratic: .. 

| I Automatical^ detect settings 

I I Use automatic configuration script 



Use a proxy server for /our LAN (These settings will not apply to 
' — ' dial-up or VPN connections). 



Address: | proxy, ksu.edu, s| Port; | 8080 | ^ Advanced, , 
! Bypass pi oxy sei ■ 'ei for local addresses 



Proxy Settings 



Servers 

ffi?i Type 
HTTP: 

5ecure: 

FTP: 

Gopher: 

5ock5: 



Proxy address to use 
I proxy. ksu.edu.sa 



piO'A'.lsu Fdus3 



| §BS0 
| 3860 



F~|Use the same proxy server for all protocols 
Exceptions 

jffl^ Do not use proxy server for addresses beginning with: 



ccis.ksu.edu. sa 



Use semicolons ( ; ) to separate entries. 



.Ja-^jJl j\ jl^r Ja*s3 ^\ g\p :(51) j»Sj jXiJl 



JSLiJI jLi ( Li jjjll £_Jl jil I OUf I CJ jail OlilJlPl | ol ja\ 



.3 ji" ji( ^jl j^JJ 4XsL>l j jj° ^JJl jil isL>l i £5lj* jj ^Js- jiJI ^> i (52) 

£ https:\\ 4Ju_^ I Jl-j j < JL^2J a ^r^-^ J* jL>ob dJLojL ^uJvaxll jl Ja^V 

o jiko" : SjLs- ^^ic- ▼ o>!>U- SJIjl i Oj-b ^51 j« 4jL>I dk&: 

. "iikdl dJLi> jt>Ull 43lS3 (https:) ^SJLLt 




Trusted sites 



f Jiisulsw u^w L^JIjJ^ iiLiJI eiA i?Lil iL&uj 

.LtiLkJuJI qC,\ lJIjIoeJ aikiaJI sia uij j3l ^ JiL£ l i;' :.' I 

jJJ ld& i_uj ,JJ jtf tfiLi.1 



https: / /www. buy. com 
http^/www. ksu.edu. sa 



^1 tLLy 




•-4-; jijij* 
Use- iANj i jii ^Ji FJI 



.31 £>l jl! JLO^ :(52) JSLiJl 

43jj jll jiP £§1 jil * 

diij l j_c- i-Sj-*J JL2i .LfoJLSJ ^yJI oUjjJ-lj < Lgj jjjj V ^Jl ^Jl jil ^ 

^^Jl Lg->»ai 4_5j^la]L) 4_«jU]I ejLjJ ^Jl j« 4sL>l tiJLS^j .SSjjJ-l ^1 ^JL StJU lgj| ^Sl jil 

.44 jj jil jj>C- ^Sl jil 4\«jU J^Jj t SSjjjil j^iljil £Sl j« 4SL>I Ljj 

2Lji»Vl ^bjlo^i! [4] 

L^Jl ; 4_j"»Vl jtLdl JoJ^ *l jj 5_«SJ-I JjLj ( j^*JI oLft SI jl jjLx> oS 



(1)1 oojlj i ia_as 2Ju>-tj 4_aku iSLjk jl j-! Java j ActiveX Jio ij>- ^LuVl 
: 4_«jjVt <uuVi oLjX^>Hj IjjJ i_^>- <u^bll 'UuVi L ^ajl.,^?'4-1 ^jij^> 



mm 





9 

















. JUiLunJI A ii*J y U^l t£ irtt*^ JtLW^I kvj-k ■ i 6 a- 



Ajti j<JI jji- ActiveX f^aJJI jjLit Jj*ikj fju - 
S&fatfe! £J 1 flits fiHj - 



1 Aw^ j [ ^l^LUj J [ ^L>. 



Ob js-J.1 :(53) *ij j£-iJl 



.LjJL* (5 jl^J.1 IJlA ^jJji' js*- £*l ji' ^iixUj Javaj ActiveX J^-c- 

ActiveX ob>s-C^ J-jj^j <_bi ^J£ii-Jil <usl ja y i LJjj^JI <*& jil j£- ActiveX 

.£>>■ jli-l oJ ^ iakd LoJu* ^ 1 Juts ,Jiuu .LJjj^JI i*s jil 

.5JL>.|jJ! oJ j^Vl iakd LjJu* <_£jX~J.I 

.55 jj jil ^il jil 4ilad LjJL~o (_s^»JJ ' ^i-^dl (j 

^.Lk Cjbl^J [5] 

Lo i_^^>. ^^U- Lg-iju j-JJ j\ t LL^a e-uil ijioVl obl-u-Vlj <_Uj<JI tibSLc 

Jl l^ajuj < e ^jlS" oblJ-c-l iJLfc jt iijJJ jl dU ^yLJL; ^J.di] L^L* el 

.SJJjJI S-jwoVl obl-U-Vl j jJJ diLni iJiS'tu ^SJ ^<J bis i lf> iSJb yu> 

.(53) JSLi j US' Iy?lii-| obUc-^U J j-^> jil di^lcj 
(Virtual Machine (VM J^VI jl^aJI CjblJcJ [6] 

I _^Vl jl_£>JJ jLoVl (5 jX_~^ Ji-ijLSi ^Jti^L^JJ Obi JLP Vl ei_A 

< LiU-l oLnij J^uJ i~«Vl oblJ^-Vl JoJui (^1 < liU-1 oUij ^« jil jdl 

: oIjjX^ iw**>- jl U~~I« ^yA J 

.IjjJj oL>-^ ./?IIj fcS*>cy\ ^»Jj>o*ULI ^*~> i j i ff ii ff^ 



.^»Jl>«i»*il oLa1«-U J jys jJI i 4j 

.oLaLJI i^i^j liU-| oU^J :JoJ>^j> 

c_ij£Vl ^U^jjj jLi^ [7] 

jl £ iiil jil jl ( L^cu j jLi-l dU :^*a jil ^1 <Jsf cj\*£j * 

£ iSsI jil jl £ L^cu j jU-l dU : 4*3 jil j&p j-i'S tisTSU OL*j:^ J-«j£ * 
IL»Jt jj £1 cjL^I oL^j J-ir^ L-US" dl_>lj £_-_LLs jl 

j~^° £-51 j-» C-jI I il 4^sL>- £ a <L*J jil j^f- olj>t£^JI 

j ( *£>^l dU ^ jLi-l iJu* : Lr — f I Ji£H\ cj\*£j) JJLSJ * 

jl £ ^iL; jl £ ^UaJI jJ-*-« ji^~l &J^i W * O Vi*X>-l £Jjl ^-^-«JJ ' C jI^C^JI 

.oUtC^JJ J^fr JS" JlLC- dU j £_lk; jl £ iasl jib 

oLiU jl £ dLnS^I jl £ cookie : LS f-^-> L» ^»Jj>*I-~j c~> j^j VI ^Jl y Ja-^> 

(5 JUI ^»Jjk^J.I jLf>- (j £-i jil L^jjsC; 4?-~ui> oLilo ^yAj £ ^il jib JaLjjVl <— SJjJU 
£ J-«-^ 4, ,/T^cJLjl ^»JjitX_^J.I Ol-ilj-C-l 4_S : I g ■ a £ ^J^—ii J-&^ 1 jil jlj 

oLilo ^-a jit- jj .iJ^ta-i ( j>l jS-^J £3 jil jtjj ^ ioU^>-l OU jlvo 

: L*aj JsLjjVI 



4-J.>- J^U- fJJxZ^J cIj* :«J — ?-l jil d~~UH JpLJj^I cA>^*? OliL> # 



iidiLlg wLbUij^l Oj_>*J wLiU ii*JLt* iuL>£ j>LJ*.l ibi* n 
Juj*j GllUJ 'jjLUUI IbJUJI jjbJ ^'J lift t^Jj .Cujlij i~jjr- 

GLtsLuj^l J>jj*j wLLL{J IL3LLLUI kJLt*JI jjb>J| | 



UjO J**JI &LjJ* ^fj iUsLjj^l Ojj*: GLLUj £UjJ Q 



Gljljc^l 

'IwjlwJ J—^ ..;.*• jl JfrJ twj^ ^Jwjiw f3 



l_JLi ILjil^J! jjt ,JJ| j^JI CillsLLijI GLlU jU« - 

ijj^wi iainl^ ,^$J iLflb> wU^ttfl fdiiw»J ,#JI n 

yiJJI LJb- i«JiJ_*<JI ji! ^Jl CLbLJjl wUl* -i*^ - 

iUfl jj^\jt<) {u& iL iLiL> J-^aisi wL«jJiUo ^j^ILmJ 



[ j^^E ] | ^ 



. JeUySI <Jb OUJU J^UJl Ob js^wa :(54) pi j JSLtJl 



Personal Digital Assistant 

Personal ) i-^a^-xJi S_ w*S ^Jl oU c-Lil Sj-->-Vl ol j^Jt j Oj i3l 

jJi_s^ i_j j-wU- ^o-L« J I j>- t_ijl* IgJb I ga./gj (_5--" ' Digital Assistants) 

i3*>L_jj £ (I-Mate) ^ij i (Qtek) di_J jL_$>- L_ fiL*\ j t lJ >- 

^LJI JJ«_dJj £ oU j-Uli OJ-i- Sj_f>-Vl si_* ^Ijukx-^i .(Blackberry) 
. 1— ' U-! ^j^u»o US' i LoLc i olSL^JL oVU^Vl j 
ajI jl oljjJi_Sx]l - Jl -^jj ' (3 ^-"^ 'jL-ixjl sj-^Vt si_* Oj_Juxjl jJj 
l$_Lm£ Lr < (Windows) JJi_ddl ^Lk; ik_~J ^Jt^_~o sj_£>-Vl si_* j-» /50 
j->-i (j-*J ^i-* J.^-^'JI ^»Uaj (j s uU^sl jJi!l oLj>s-fJ j£- 

jj^Jj .>( jiVl U^-Xo 4-woJ j$\ OlJLtf-LJ.1 J-a /80 Ol ,J1 OtjJ-LiJI j-AJ 

: U-* o^tol*31 oti*j t iw«i olJ^Lil 
4_^i; cJj jJl jj £ sLiJu j^V 4_i>-ljJ1 aSLxJIj a^Js ^Jl Jsu j ol£»l (I) 



: ^ j iJ (J. Gold) s JlSJJ "Enterprise PDA Policy: Part 2" : jlj_Ju Jl_i* ( 1 ) 

.^2002 jjhj 13 Meta Group Delta 

20 j^jbo Meta Group Delta : j ^iJ (J.GoldX-Jl&J TCO: How much?" : jl ^ JU* (2) 

.^2002 Lr Ja-~c-i 



^SLij i cJ iSv^ii jl i <LI>-1jJ1 aSUxJLj jJi Jlc-LJ.1 Jajj ^jj^ (<— >) 

: ^ Ja^l! L*%* U ^ iJL* b\ J yJI 

^*pLx)I jj ^IJuk^lj ^^.va^i. <_J j-m(1>- ^ii JLC-L-Il -kjj ( 1 ) 

laJ >c*lS (ActiveSync) ^ a\j j> : J to < (Synchronization Software) 

i (ActiveSync) ^-*LJ i <L~«Vl ol j->£}l (j-* j-^ 2 - V g*\ jij t (Windows) 
j Lpj)i£ j-S^ 4_d£)l sJla jSJ i (Password) jj-^ JUol ^_~Uaj J-*^ U-U£- 

.(Network Interface Card) aSLxJI iilk ^Ijl^U ^^S^U^I j ( _ 5 $LLJI iaj^JI (2) 



4_juI jLk>-V <L> ^j-fli ^Jl JlpLJi.1 (j aJj>J.I oU j-Uit d\ ^-^i L«r 

dJJj J ^J>- 4jj_v2lH 4jLoJ-1 (j 2 jiu £tXi> Lo A^Ljo Ji\ JlpLJ.1 Jajj ol L*S" 
^L_L^ jll u^Il ^l^J n,V *JaJ u^l J UVl [1] 

4 u<tn toll 

oljLLil j o-iis j JlpL^ jL#>- 250.000 t_jjLaj Lo oL Jui ^1 oLJ jjJt 
^AJI *L_^I SjLj^ Lj jbjl ^ jJI jl dL^V j<(1 ) f 2001 f U j i-^Vl 



: i_>hSJi! "What Does Trustworthy Computing Mean for Pocket PC?" rjljjuJUU (1) 
27 j Gartner Inc. Research Note Lgjj_JU j < (D. Wiggins, R. Simpson, D. McHugh) 

. f 2002 Lr J a ^i 



|<J!La (AjlL tfx^all Clil£^)juj]| (j-o ■4_La3^)ll 

.(Password) jj~»JI oLi£ j^i-ij ( 1 ) 

.jl^L-l obLul ^-J* Jje JI oU£ iJfjjlf OISUJ (2) 

: (Malicious Software) <7-^J^ (-^) 

oLiU 1? a4- oLJ^j Li-L>w LgjjL>- Jl olJ^LJkl o J.^ 

£ <Llji-| J_U I y2jl I g bc£ aj_ J.I » Jl_&j £ JJI t JJi_^oj £ oL« jjjuil 

^^iUJI j ^pL-JI i_j j_^U-1 Jl Jl j^LJ.1 ja Jiu: ^1 otJujJt j oL jjJftS 
L^j aSL_J« j^-a Uj->- (_5^Lj>Jt <_j Oj-S^j Ujl_lc-j g^l l ji'^ L - a -^-jj : - c - 

-U-LJj U^Uajl i AS^_dJI ALw^JI £y>\j*J\ I fa JJ_~Ju jl ' * J^" 

.(5^1*31 ^j^U-L Ijjr^j '^J' 

oliiil i»>-Lfo ^j^l IJlAj £ (WinCE4.Dust) ^jj^s (Windows CE) J^i^l 
oLx; Vl ci) -> OlS" s jjJ^ ^ cjJLjJl j^Jj £ (^si Jl -U-LJ.I j i_ykll (exe) £j 
S^ljjJs iua>-l ^ o^-lj LjJ ^ aJj £ ^jij-la: j£s Io-a J-t. ol Jl 

£ ^j-ai Jl i]j^L^« (j 4_iL^>- lil Jl ^alj _JI iJukj £ (Backdoor.Brador.A) LS «-^ 
^j-o l j^>5_jJI liJJi j^S^jj £ ^-i-ll l j^>«_jJI jL^>- (JLvaJl bLls ^-jsj ^Is 
£ ^-ai Jl iijipL^ Jl ^ JJIj oLiiil J-j*^ ^Jp I ^^aJ £ Jl iLu-L~o 

j«— Lkj £ «-S Jl iJjl£-L_w~o (j j_^>- Jl Ol—ilil ^Jjl £ Lgi-Uj-J £ [aj—JcJj 

d >, 



[http://www.cewindons.net/faqs.net/faqs/ppc-ar.htm] : JsjI Jl Jl& JLio ( 1 ) 



^Jo (3jj-«ll jJI JLC-L-Il j 2j j->- jit oLa jLdl (jl dJJj J 4 4_>£.Ul>-Vl L^-UjJIj 

4_jSLc ^^Jl oLo L«jk_>> L*S" i-jPU^-Vt 4-^-UjJI ^(Ju>5l_^lj ^>-L$U ^Lal 

Jl CjI^Lo^II ^Ij^V a^L^1\ jlkkV! t> jiill ajsj£ [2] 

dLb J-JixJ L&il}i( j-SUil J^— Jt (j-o jJljJ <_jL£3I ^ e-j^L-l I.L& j 3 ^1=^- 

: <UhJI jj-«Vt oL^L~*Jt e Jjts ^ o\ i_> £j i Ia j*-j ol^ j-<iJI j 

.slidl J>-b J^jJI Ja~£ j i^i^it oU^L^U JloVl fljJ^Vl JoJi^ (1) 
.flLidl Ji~b ij^i ^Jl OlJLfrLJ.1 *Ulsl isjjl' -b-^ (2) 

JifrL^ Lg~>-jj: jl <_r-" S-j^Vl j Ve-^l obUs-Vl JuJ^- (3) 
^L^-V »j b£ ' Jl ot-u^LJ.! ^o^x^J. ^jX^Jl ^jJl ^jJl«; (4) 

.2j^>-Vl « jjk J^J ^j-* 2L^J-«JJ <loLo jJUil 4^lJI 



ot-LfrLdt ^O^L^o ej_j>-V(j (Standardization) iiwoJj (5) 

j_>- jil S-JLoVl ol ^*d! Jl>Ju£ jls i «Liu ojuxc-I lils .ij^S 

4_J jil ol j*dl jpw^i J^oLxjl 0j£> ^Jldljj i J-f<-i j^ol ^-ol) _^dl dUi (j 

^j-U- j iwoi _JI ol-u-Ldl <_^Ji^ud i_j jUJI ^Js- J-J-l d j; lit Lot . US^sT I y>\ 
i ^Ldl j-> J_«Ldl 3 Lid I (j oL jl*il (jOjj~dl 

4jJ| jS>-I Ol jla>- ^-~*-*2j Uf 4 Ol ^idl y <_dc- ij ^>dl (O-jd^ IJ^^J 

jk jJ (Authentication Tools) 4jjg 11 J^L^j ^»IJj>*x_^I (6) 

.4_^<J ^Jl olJ^Ld.1 j ^L^l -> j->- y> j_& L ^dfr jLi^VI y> V-Aj LS^U 

: ^d) Lo ^Jj^-Jl (js^y* J^^J *i i_r^" >t ~' ^ ^ 
L^xail ,j-i>*dJ jjjdl oLdS" Sjtal j ^yS J>.\ t_j jL^Vl ^I-I^l^I (I) 

l ji2jj_Aj «-3-A_gJ 4jJLi3l ^» j^-jJI (3-51 jid s.iLa* Ol*l j>-l -> j>- J ((_>) 

j^s- LoLsi; 4_i ijj^dl oLdil cJ-L4 ^j_s_> jJI JlpLJ.1 j> G>-) 

.4J j>- jil 4jLJ-I oldfjl jbi cJlixS"! 

.jjjll oLdS" j;dix] i^ldl oldVl -> j>-j (j) 

^J^L^«JJ 4_;>- jJ ( j^2jL v a^-l ^df- SXkXdl (-dj^ndl Olj.il (jk) 

(_s j-*dlj i jd! ^jdc- lJ j-*d1j i i«_v2dl JJU i ijj^JI J^cdJ (Biometrics) 

.Ojvdl ^dc 



. (^jLxJI <_j j^iU-Ij ^Jl JLC-LJkl (jru JLaJVl i>U>- j 

U jlJujJIj oLoj^^iU ejUail ga\ j2\ Jio 4jLJ-I £^l J-j*^ (8) 

.( Airscacanner Mobile ( ^oLi 4jLJ-I ga\ j> iliol j^oj .Stj^JI ^-ol ^Jl 
jJ\ (Integrated Security Tools) 4_>L^U 4_Ll£dl J jAJ-l j-o ^Li^Vl (9) 

jj-.S' .iJLP JL>-lj l)V j J-abdl I g:l jUi LftLlj^o < lj~>-l j g la" oI-Lj 

^_c. ij ji^ ^\ ^j-^j ^ji j oU> j(-l>- ^oLj ^ i y^J- (10) 

(11) 

.(_£.il*JI (_j j^U-i ^Js- ^Ldl iJUj«j <LsUM jj^l <LJl? (jO^ (12) 
Jl o j_i J^—io U-kr^J 4_~uVl oLtJL_j>=iit Ljubu j_a^dl (13) 

.iw*S ^Jl oU^-LAl 

j 4_^L*>- oU jLw L$J ^Jl ^Jl oUp-LJJ ^lJi^x_^l (14) 

.U*JI ^UVl 

oLJajw ^L J^la L$^J t i«Ja£- Jj\ jS olj -dLi % - iw*S ^Jl olJLfrLAl 
^j-lfr <j j-jcJI jLJVl ^^Lc- L§^o (_£j-AaJ1 ioLx^^J j .jjj-L>- ji ^-^Lu 4i>jJ-l 4~«^l 
4_*Jij| 5_jLi^- oLi oLdJ.1 (_^jX_^o L? -^ C; L«l I L^I-i^x_^Ij i-L^I jjiLsM 
oUI j^-Vl j-o bJLP ^-iko J\ oIjlpLJ.1 LjJLf jJI jLW>-Vl y> oL jJL*ll 

.J^jJI Stj j olj~JJ JUol L^lc- -AS ^1 



Bluetooth 

3j_g>-Vl .iJLc. J-a> jl j^j < 1juJl>- Lui-j (Bluetooth) dj y jJUl kcJS 

lp~L^£\ **. jj| ^ji^ j .^2006 ^Lc J o 97 1 Ji Ljj jjJj 

i 4^ ,,n->t*5S\ JL>tXjlj i C." oL*?iA ^j—Ji ^oj>-1 gol! ^Jg ,1.1 \-£ i 

{jS. £jJo*z^a i jLL>-Vl dLb ^LJ^ci L&iLc-l ^1 olj! _p>- Vlj < <i> jj jJLJI 5^ 

.LjJ <Li>-ljiJi iwoVt 1 j^aSl .,^'4-lj ( Ja~«~o J^-io ijJixJl 

vdjjjjUi jaL [i] 

3_J jj^S^J V 1 3j-4>-Vl -I^-;^-! ^ oLL-^i jll ^_^o 4._c- j-*^ j— * 

: (iJLSi SJlLoi < (j^-j-; Lfr^aju {y £^ jjl -^O^ J-M' 2Ljl2j 

.!__) j^U-L) ^Jlill S>- jJ iajj * 
Jlj£ Jlj*- Jao * 
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^clljJjijil (J-* 3 ^ <■ [2] 

(5 JL!!j t (industrial Scientific Medicine)^^-^!! <3UiJI ^^it J^j>J «i> jxJ jJl 

j (GHZ 2.4835-2.4) J 1 -^ J*- 1 -J £j' «->->j^J < (ISM) jUaX>-lj tJ^u 

.^JLaJI c3j-i ^0 lava 

J_^l p_i> jl i (Piconet) U jjj^x) jiSl jl jjjl^*- Jajj 

3j_g>-Vi J-S" ^» L^Lj 4 (Master) ^j-^ll jj-" 1 -; (Piconet) j A^jLiil Sj_£>-Vl 

(Piconet) j 0 ^1 J-^tS" «_}-$>• I 4ju_^ Ja_>j <■ (Slave) ^Lxil jj-L-> (5 j->-Vl 

djjjjUl AjiaVl oajK^ll [3] 

4-jjJ.I IjjJ ti-Aj i (Applications) oULJaxjl <_r-Jj (Link) -kjj-SI ^ ~o 

(j I ^_>- ^ o ./?U ^-vlJ jl (_j-J>-l> ii-> J-J J-L-M 4_jjjj ^Jj>sX_**J ol i ■.-"A 

■ OLo jAaII 4j^ 4^Jl>- (I) 

(ISM) j^Ji (3^ ^'^ ^*~-*Jij ^-Xj j_j j-LJI L pOjV*a>- (Jr^ (jl L -^^ 2 i 
^1 Jl St* ^ Sjf?-Vl >5 SJlSUl Jl gpjj U < Sid 79 Jl 

.(ISM) j^JI JLkJI j J-*^ iS j-*"' VJj^i *j-S^' ' ^ (» Jtic:; ^ 



gjj 4_taLdl 0L0 j-Ull ^jifr OJ-*aXjl iibsiil ol jiiii 1 - J J-^"' t)' 

djjJjUl ^ t tejJall Jalij [4] 

t JsLojVt jj^-^Lj ttj^-jjJJt 4_jj3j L«^i j^jjL^s- (juj oL«jJl*ll (JjLj 1 3 , .* > 'J 

4_Uj^o oULj jtjW^"' <J->L~j 2-1**) I oIa <jj < (Pairing) a1«j<j <-Sj*j Lo jAj 
Jlju ^jJ^ii-i JLvaJ^t S-JUx- j J^L^ j^Jl oU jl*U 4_>LJ-j .Ls^j 2J£)i j-* £jj 

j-a ij\ j J-**> jl (j-^S ^ jV ^-r^ Ajj-^l jW^"' t_i*-*a)l JsUj j^j 

: ^ ^UajVt e JIAj * jb^l <Wa (j ^j^il CjULJI J*£ lf*a*j < jl 

Discoverable))jl i <jLi^U Jjli £->jj i <_sLi^!A) JjU (I) 

4_jL (inquiry) jL^ix^l jlgi-l ^~s>^L^j JjVl jit jj : (non-Discoverable)j 

^_>jji jj t "JsLjj^u j-jU ^ " *_>jj < " JsLjj^u j-jii " *_>j (y) 

.^LixS"! j>-V jLf>- 4jb j jlfi-l JjVl 

djjjjUi cij^ [5] 

j l^U^J ^Xc (j ^_k)l ^ .>_i_c ^s. 11a j dj-^u-^ 

(Default Configuration) 



<L>-Jj>- JJLC- jb$i-l Ljjic Oj-£> ^1 SJjVl ObUc-Vl j\ ^UsjVl L) Ju/lSjj 

.jL^JJ SJUVl obLfrV! 

4JU jJI (.LA (j jLgji-l Oj-£j Ujclc-j .(On) c J t J«^xcdl £->>j JLix^Vlj JL* jVl 
ol - J w H : ? 5 -'- ' *— J j— ' j-L' j jb boULb ol_« j-bll ^Ja »; ebb^j 

Ujjlc j^jbidl £^~>b^ oljb~>- (j objuk^j* oil* oIjIaj ' cJ jJIj i jl^j>JJ t_s jjJ.1 
olSb>l ol La 2 jj-la-i-l j < jW=r' v^ 1 -^ (*-^ ^ J J ^J^l oblJLe-Vl 

JUil(l) 

<^>-\-^> dj jj jiJI ^(a^cX-^lj ob jLw cbLo ^j-b^ c-jl-^JI (2) 

. tfblJLfi-ljJu ^ (^JJi jbji-l 
^^^^Jl ^1 j-C-V bfcjUjj ^1 jS'boVl S-JI j^J ^_->-Uf i>ub> (3) 

.4JLC- Ob jJ-xit ^«_>-J 4 4^b- 



JJc^J d~£ SJU»Vl obUe-Vl oU jJ br ^Sl Jidto jl^i-l oBUJ j ^ S^Ui^Vl 

1 X&j i Ujj t_i>-lj L«j>*-s- ^a-v^I aJ^>-Vl (^y^SI ^»Jjjl!t 

(^J-s-t j^-i-jj -^b-^iJi j' ^j-^ ^ j-^l W-L*^ Ug L23 5J jg i j_£J 4 LjJij 

2j_$>-l \jLgj>- 2332 oJi^s (IRS) L£jja^\ (1)1 Jl oU jjJt 

jl Sj-^js-Vl A£ j-^j 4_liC j^jJt jJaiMj i Ja_4S ol d)*}\-j <j!>L>- J J-*-^l <— ' j-^li-l 
bjj-o jLS" til _ J j-S.a,ll jLj^-U .UjJ &j?cil ob e jX^iua LfilJuS 
JLySu^U L^oJl^Uvj j^JI j.uLt"JI Jaix^ - iJLs^Vl 4jblJl£-l ^Ju j<Jj dJ jj jiJI 

Jl 4_jw JsLJjl ^j^^-^jIj LjJ (_^*i ^^Jl ^p-Vl 2j^>-Vl jji?jJu JLS 4X2 j^i jl Jl>-lj 

: L^ju jUa>-l 

(_^JI oVUaj'Vt L5 _U Owva^dJ -> j-la.ll jl J Jj-~il ^IJI^J ( 1 ) 

i j-^i ' ' JL-^jI *Lijy ^-*-=^- 4 'i (3) 

(4) 



.L^j JsLjjVl 4J (3?*" 'j-S-^ r*-fct*^ drf-^ L>s->i V Ij 
((Eavesdropping (-?■) 

^ e^ -3 - 5 j"-^ t3LIalJ! jj^-ys ol J^-* J-Lc- <L)L»j>- oU-»£- l _p2juj 

<_9 j«i <LjL^J-1 oLLuJI 0 i_A (j ^Jjitl^oj 1 Ob.> (jv; 2j^j>-Vl jiiJ 

.sjb»i jJt sjui j ( 1 600) 

1 c_5Jl£L*J.I jLfri-i ^Jl obj jl3l JbJt^tJ 4>-^ Lo JS" Ijlfcj ( c Xs- 

. JLvajVl ^jifr L-9Jl£uJ>l JjjjLil ^*>-lgil ^JaX^o ^IxJIjj 

jj-* jLi jj jlJI ij^j -^jj-^' j^"' ' ajLfJI ic-Ls.^ -ia9 U U^stii jl L^s> ^ii jJj 

Jj oV di-b j S Ji j^i cijLjJI ^_->-Ls^ oVU^I CUva^JI 4jS^£ ifrU-Ji 4 la. ^ 

dli j-a i&U_^Jl 0L0 jJjtll ij-A jl .c~i j j Jl jJL-| JL^Vl *LxJV 



cljjJjLIl ^Lliaj ^gJc ^J-Ng \\ AjLlsJI (JjLolJ [6] 

j^oj -ij^ 1 g ■/? »j JJ lj j-^^-t--" (3 j-k 1 j- c - <<-*^-bJl jUa^-Vl jj^o 

£_>j JJ jLaj ^ c "cJLi^^J Jjli" ^>>j JJ <d>j£ ^Lc JsLjjl ^^l" JJ *>-U-l 

. dUi Jju "tJlixS'^J JjIS ^J." 

.dj jj jlJI ^LJjj* ^jifr Xilxj oliLJaXJl (J^aj <>LJ-1 oWl j>-J J~*dJ (_&) 

jjS^JJ jl_£>- jl^ £-i J-dJ 1 "Uftlij ioljj (3 ^ ■ ' J-> 4*12j 

LJU. L$j j5^J j t L$J i~«Vl ol jJlc- -> j>- jJ 1 ^Jaj j .U>. J-ix^ll j L^u 



Laptop 

i ^LJI JS"-^ '^dJJj-^ dr* (Laptops) Vc^"' 

<j ujjJ j^JLj J^j ^1 jlkkVl [1] 

Aflj^l (S) 

I 0 jJj&J V e-V^-Aj ' J J-«-*- *-i3j ^— ■ fr (J^ J-vaUt 1 J V a»J 

.4JLC J^o ajlil^Vlj 4juj jl 1 <uljj*X^lj 

(j instil oLvo jJjJ.1 (J j-!l Jl ol_« jJ-«il jfij"^" j\ o M t- u '\ c?* - ^ 
4_jj>d.l 4_o jJLuil jjk cJ-i^uJ.1 Ulj < Ujl& <u«i; jLfi-l Jic V L&j < 5J j^-sM 2j^>-Vl 
(jvj dj-L^ i>_^L^ ^-;-*aI oli 0L0 <— aJu^J Oj-£j Lo ^u-^-^JI j .4J 

.^^C-llvaJI jj^^tlll^ <LJjj <L«_fcl oli 0L0 jJjw ^^ic- J j,ji->zl} j\ i J jjJI 

^1 (^) 

187 W 



di—lxj 4_JsL^>-1 ik_~J Ijl—Lfc (j-^J lit 4— ^sU- i 4_J io j_^>- jil ol_* jl*il 5— *J 

JUl jcJj]!^ cJmj! oi oL. jLM dJUbJ i^JUl DjSj jlSs ioL. jLII 
jj^oL 4_iL>cu oL* c— ilS" lilj .1 j'-iv jl oLo dUb J jvs jJI Jj>-I 

V jJ I jJ> JJx -dLi V j- I JL* oLi < j^Jl oL^lc iaLcdl aj^^JI oU jUll jl 
(3jj—J.I JL^A-I OlS" IS) Lo 4iio jl 11a ^ I j^lj .Lp> j§JI 
j_dJI l _ s l£- oU « -La Ji«i 1 5? j^xJl £ja i\ ^sV i^L«>- oL jLu> 

Jii iH&lj oL^jjaj* £3d-> i£ j_^JI ^IjJI I jjfc ^j-lc- i^Ji^j Lo LJU-j t i\ jiVl 

s-L_iVl ol jsM j i) j^sM *— j^-'j cJVJLI 01 OjS jLJI Ji j 

SJu-Lji <LjSL- SJ j*-sM aJ-^-SU 01 Ol*L*2>-Vlj jjU jJI J-LjJ > f>-fc!-L iUaiil 

: iJL* Js- 

o VU^JVl olS" - (Qualcomm) 5^ ^.dJ ^ji^idl jjjdt 01 JL*j (I) 



4_t>Ji>- J-a £j$ li J .jlloi 2 Jljuj ^1 <LiU ^^ip J j^sil 

(Bank of L£j^oI dLj ^^j-* -L^l 4^J.;kx^j Jj-*^- i_jj^L^ (3 (->) 

1 8 <Lj-& ^*L5jlj (jijLfrj <=-L-uj1 j^/U-l |Jl& Ojiij < i— it jit »jL^j America) 

> iiI^Ji *!>Lk£- ^yO ^jZZhJ^ 

. <3 > ^ i/ .Vi Jb^ ( olii^ll 
0) 

LoJiJ^ a5j_^JI < Lajfs jjS"Jiit jLk>-SU S_> ^ <_j j^iU-I j 

LcjJ j i jLgJL-l 4_>LJ- Sjjl ^^-1 oUI y>-\ JS JL>^> V j i oLutVlj <uo^x^o 

AJj-a^ail t . liuil jaJl 4jL<La> [2] 

(Physical Security iwwJ-l 4jLJ-( JjL* jj t iJLaJ! JjL« jJIj t 4jjL)/1 oU! j^Vl 
^■L^ j_& Lo L^u (1)1 sLc-l ja f±jQ>\ (^jLaJI ^P^j i (5 j^-^' a 5- L_fclJu>-V 

.4^0 j^>- 



: j Data Confidentiality in an Electronic Environment :o\j :-<u Jl 

http://www.nysscpa.org/cpajournal/2003/0303/features/fD32403.htm 

.San Francisco Chronicle, June 28, 2005 (2) 

r^Sjll j Security News Highlights : jl Jliio (3) 
http://www.inspice.com/aprod-code/doc/ITR-laptop-theft-news.htm 

.Time Magazine, January 27, 2003 (4) 



AjjbVI cjUlj^V! (I) 
(1) 

Uo < <ux*li 4^>iD Lg."...c»f L>^>- ol« jJjc«JJ a.: <L_uL~Jl e Jjs oU 

.J <—> U-l jjl igJL-L iSLjJI l$JU <lL*^- 

(2) 

1 (j ■* J_>- ^JJ ^j^^-*^ * j -g-l^Jkl 4_jLoJ-I ij^^JJ ' <J ^>--Ut <lJ_«_C- ^Jij (3) 

(4) 

< OUI j^s-Vl a j_A (j~*J .(JJUi J-il ■dJ-'-'J ' t — J \j~^~^\j *— .T^vJ""^ J J) •/?">■ 

j j V < SjL_JU i^ii-u s^-J-i j ♦Jjj <^J- 1 yz-* 

jj_^2>- JJs- SJj^l «>p-Vl ol*t j>-\) j^U- ^»Uxa1 
j (jrwa-^j^dl J-9^l 4 ^- 4s <y° ^ ' 1 iy°^. ls^J jj*^ 



: ^Sjil j Laptop Security Guidelines : jl ^JJu Jlio ( 1 ) 
http://labmice,techtarget.com/articles/laptopsecurity,htm 



a j_A ii j_t*i (j (j* .,^.,^->^U l_s^l>t-iil i]l_JJk jl <LJLJii-lj ( SjJ_jJt jl j-£j-!>l £j— v5 y 

i oLfrUJI Jl Ji^dl (O-fol^ J-g-~i ^Jaj ' ^Ij^lj ^ j^J^>' oU-li ^ Sj4>-Vl 
LJU- Oj-S^j olj^Jt j-o oV dJJi j i S-u^ jc^ oLisLxJi cJlS" til i^>U~ 

j ^^Vl jj-^-l *l>- Oj-^j jfj-il « J j-k ol i J jVl ^» j-JI j 

(5) 

i^^xS^ ot*Lva>-l .aaj_^o aSj_>JI c-jLixS"1 til 4_ysL>- < jyu j3 

JS Lfcl& (j^J ,_^JI iijj-Jkl «j-$>-Vl jj> 7-91 jli ^^i^Vl jJuil olLl^l 

£j->- Jl J J-«-^l ti oLa jlOJ 4jsLx>-l £l~J J*«_fr (6) 

0j-£> (^JJ- 2 J^-£>J l)i_A J-*J" Ol Ojfij I jl_£ji-l (3 J-*-" JL>" (j W^i 

^j_2j 01 Lii" .jW^-l j OJ-j^ J-* Lo £-« JL>- <_ ? *aist Jl i«lo iJsL^-Vl £~JI 

£_~JI S.iUx_^l 0L5^Vlj 4-Jl ( j-a jjbJL; — 4_£>- jl Lva^i — jl_$i-l dUU 

jJj jl J-^Vl jLfi-l 0IJL2S JU- j j>-V Jl#>. Jl l^-L*^j SJsL^-Vl 

j JlaL^j 1_£ dUi oV s jj-ll jl ^».:-aII SS" j-^JI jLgJL-l J~>^ (7) 
jl ^^iLvs^J jLgJLl j\ Jl Ujj jlS oV diii j s lit 4^L>- 

. jUVi ji ^Uji j 



j i LJj^l jJ-l oU- Uil^l jXc jJI JSL- jJI ^ jOa iibk 

^^—If- J j , /?4 -l j^—a 4_ i»_^ :; j ( _v2x] <Lj_^i jjj— * S — o_LS" ( 1 ) 

^—a-gST ,JjL^ J-v^i (j b-Jiili -li j . jL^i-l Oj-^ J^*" (j (j _jJL«ll 

4 (Smart Cards) olilkJI J_l* OjDI 4_>U-1 oUI ^IJI^J (2) 

Lo ^jjt.'L^q.U 4_>>- jj j~Jt ^j^gll 2-L*l*H t_ijjJtX]l Olj-ilj 

.oUI ^>-Vl si-fc iJjL^ J-v^i (j bJJU Ji j . 4.^.^2. J I JjU (Biometrics) 
oU jLdl jj^^o jU ^i- (BIOS) ^LuVl ^UallJ jjj^ iUS" (3) 

^°L> jJI I j_a J J-*- 5 ^ ^-"-J^ 0 J^-^i c?**" ji ^4) 

JU^^l! ^»IJl>«I-J <3jLJI JjUi loJUL*9 ^ J-"" <J^" j _^J! 

j .> j_>- jil £*Li ^JLj VL^l J j-«-s=1 j j j->- jil ^<>LJ ^Jl c — > j^^' 5SL_jo 
i sjlp oL$>- ojLjJ ^ji^i JJ-i .(3jj^»ll (Ji cPj^ <S j**' 

(5) 



j 3-jj»J.I oL«jl*il 4_jLoJ- L_^kAJl 4_>LJ-1 jl jj_>- (6) 

J.-£J 4_j ^y^^j *I^>-V! IJLfc (1)1 .4lwwJI ^oljJI ' ijrW2.v2A-lt ^ 

diJij i SJ j^-S^I i_ ji-l aIJLs^-wI JJL£- IJ-Sj-o O j^i 4jU < <_J j^iU-I 2j4>-l 

<■ ^«._>>j 4$^_jJl ^JLo j aJ^i^j Lo ULp 5jjL*JI j^-l oV 

Jl aJ^_~J.( o Ji J iW^r' u^J j^) 1 ' dr" */oL*^ jjj^ Cs° 

Sj_$>-Vl j *J>y*l\ oULJl ^ L y2li c xU i^bil ijiJI oUI ^>-Vl (3c^ (7) 

4_>LJ-1 ^jryoLx! 4_vi*a>«dl olJLsilj (_J j_^U-1 oIJljw O^L^ 
(Universal Security Slot) : ls *-*~j ^y>\->- y (j ^iji oU Vl d!L< ( 1 ) 

^>-Vt 43 ^ C~^J Li" t (55) JiLxJI j US' jll IjLjj J™S3l (j-^oj 



: ^ij^ j Laptop Security Guidelines : jl JLi« ( 1 ) 
http;//labmice.techtarget,com/articles/laptopsecuritv.htm 

http://www.computersecurity.com/laptop/cables.htm : fijl! (2) 




.OUVl dJLL. :(55) ,iJj Ji^Jt 



j aJ j-o^I ji-l isj— oVL>- j-o /40 jl jJJ U jJil jl (2) 

j jl ~-*sJ ■ (Docking Station) OwJo 4_ki£ ^»JL>tX~J 

Ow>-ij ky^£>\i~ L$J j jl I~*£ ^ a_Jx- ^ ^1 iw^ib c~~ixil h&jZ a!z^\ 

ijlic L^V i SJ j^jil jJ~\ J^J- ^_JUJ-I ^IJl^lJ ^jJ- (3) 

Jl sjjj_a 5J u~ ^1 ^a-Jisw jl Ole-l—A^Vl 



♦* ♦* * 

Wireless Local Area Networks 



- (WLAN) ljU^x>-i - iSL^,^\ olSL-DI c~_^l 

4j jjilj < Lfe^ J-S-" 1 W**' <— jI^-uV L->-j (Wi-Fi) jo^l (3^2 ^^r*"' J 
.4_s-U-( j_lc- VgjL^jj y SJ jg ... j < L^cjL^ j L^lLjJl t_iJLSsj ^ysi>-j (iJJi ^1 cJl ./?_; .Igj 
jiSl op *2006 J j_U ol Jl 4~s*J\ (Gartner) Is- IgJJifrl U\ jijJ^j 
''iSl^^ olSwiJlj JUaj^ f»j^l J^jJlj j jSci^ SJ j^-sM oL^U-l t_ivaj 

^Ul jLjJL S.> jjit SJ^I ol_^U-l i^J jl Jl j^iJ (J\ ji\ JSVj ^ j 

dUj j io j! jJI Cj\ jjJJcS\ ojufc j Jjj Lo o j-^j i^-L^I olSL^JL JUaJ'AJ 

^1 djO_>-l *2004 aLc ^ of 4_JI Luaj> Lo JljJj Lr j jjJI 

olSLJLU S-jlWI o^ASLiilj Lv?l>- L_~i LjSoj-oVl 2JL->=dl oLV ^Jl <3 1 ' j-^^i-l 

.^JljJuiJI olijSs^l ^ 5? jLlo «-Uj ^jiwJl jO^' ti ^LLj^UI 

jL$>- ,_£f j! i i_j j_^U-| j iiUaJI a JL* : ^L^^\ JL^Vl SSUaj ( 1 

jli Ljw j-« Lij oLjuUaJlS" t ijSlL^'^UI aSL-^JI j I j-*ac- jj-£j ot i— i- J> 

5J iw-^t J^"' LI .1 g a jj- 0 <isUaJI 4 -L>? ^Jj- 0 J*^ ^ J-*- 5 ^ 1— ^ la vo 
^-L sjjLi j jSd Ljj L&JujjJ Jlj (5 j£-Vl 2j£>-Vl jl t AsUaJL oJjjil j-i- 

^ (5 JJI ^/l^l JUaj'Vl Oj^S" ^Ijjf Jl»I (56) JiLxJI jj . JUaJVl 



" Swisscom Mobile to launch Public Wireless LAN on December 2002" : jljju jjji; (1) 
http://www.swisscom.com 197 nedia/20020924_EN.html : ^ijil j 



.^s&L^I JUJVI 43Uaj :(56) ^ j Ji^Jl 

jL^>- 1 (Access Point) : i _ s «-~^ «-Laj : J j>-jJ1 4 la Si (2 
oLj>- jii jLfi-l 1 (57) p-Jj JSL^xJl j L^i" 1 ^1 j_ & <l_> jz*-^> 

.(58) 



t aVI 5SL_-xJL> JL^Vl i^LL^^Ul iSLjJI j jl$>- J^J l j£Lc IJLjj j < ^ VI aSL^ 




. J y-j aIiaj is jjfi iL&Li^ ASLi :(58) *ij JSC^Jt 



.(59) JSLiJI j US' iSLJJI 




.(J jp-i ikij 0 j-b) iky-o iL&L.^ ASLi :(59) *ij JiC^Jl 



IJL-jJ i^wLi olLvslj^ Jjl JljJ ^Jl (IEEE 802.11) oli_*s1j^ JL§-i JlJI 
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IEEE 802.11b 











LgjU- y> Ji-lJUS J_i 4-SU_^V olSL_i LdjJ Lj_Lt I— a> «L>-bl1 ol jj_t ( 1 ) 
(jl (j-SLc ii— ^ ijOjLiu LilS j ijv^SU-^V jcSLJi *I_JUI LjjI lil LjV 4_™lsLi^jj^S<il 
.(jc_iLi£ ijul—Ls (j ^^^jclJ (jcSL_£JI ^L^jl j j»5^>tiJ d)l Luie- d)l-9 < I_«-jjL>- ^» ^U-Ij-Xj 

*LiJI J_L£- 4_>-kil 4J jjil Oilj Lgj £j^_-J.I Ol jJLaJI Jj_£^_-S Lais' 4_jU <_£ j_>-l SjLju 

.olSLiJI 



^ 1* 

^latf. ^1 0U.i2.-JI 
Ircr- 5 " J— 23 ^^"J 

1 SjJ_>d.l JaSl jJI 

„U ,-,1 i\^< 

4_a*l jdl Sj_g>-Vl 

4__^LiJI AjL^sl^il ^0 

IEEE 802.11a 


J **i£ J • • 

'J >J° ^ iJi 

*L_iJl jLi ^jJULj 

bJ_c 2_L-^4 SSL__iJI 

J»l SJ j 0 

S jjLlo i J j>-J !l 

IEEE 802.11a 
Si i 14 j * • 

SSL ,1.11 J -b 

-aSJuo^\ 


l^2.4 


j j— JL" 1 1 

SJliJl/ S^aJ 


IEEE 802.11b 


S-3il jdl Sj_£>-Vl 

S__^LSJI ii^sl^il 

IEEE 802.11a 


J — ^^J — « . 

t J — — iJ\ 

*L_iJl jLi ^jJULj 
ba_c SSL_dJI 

J*L_3J ^ si 

a Sjli° J H 

S_^UJI Si sljiL 

IEEE 802.11a 
Si i 14 j * • 

SSL *ll J A-b 

S-SJ^VJI 


L^-2.4 


j J __u54 

SJljJI/ 4^2^ 


IEEE 802.1 lg 



LjU i L^jj^j JjLJI JjJui-l j L&U>-jjl oLivsl J.I Uj^ Jl JaJUj 

*_« Last i_j Oj^i Ol tSj : *~t ' 1 J-"'^ > * ^ j-*-" i3 j-^ ~*~ c ' (1$J^' ^v?*' 

.IEEE 802. 1 lg jl IEEE 802. 1 la i^LSJ! oliv?l jll 

dUi j .Lji*^ i«jj? dUi^i < ikw^o ijSLL^bVjl i>lsM i$L>UI oU jl US' 

JL/^VI SJlkj jjil 2>£>-Vl J aSL^JI Jl J ji-jJI iki) Jl 53 Ik! I JUajl Juy <bl 
5_«kx^ Ol JLS ^jJs- 4_Jjj^JI olUio 5SUjJ1 Jl J j>-jJI 5-kaj ji (3 

JifrL^J 5_*£* oU jJUw U>Lk (5 ^l oLajJI s .L& Sj^>-Vl kidj (4 

<— 3^-*j La oLo J-Ull a j_k ^a-fcl {jAJ . JLaj^U Uj^ojj 4£~gjJ ( AjL^tl^Vl (^^-S- 'j-^*^! 

U < (SSID) : ^s-^Ij 1jL/2^>-I <-3j-*j <^ jJI < (Service Set Identifier) : 

.(5^>-l ^ iSLJi 5SUi 
iSL_dJI U^U- J^c^ jiJI 2LuJI L4JI jLiil oU^JI L*£ (5 

j-i-iJ ^Lk ^Io^l^Ij ji^J i^LL/^UI 5SUiJ! J>-b 5JjLd1 JjU Jl 5jUJ- j 

jj-£-C «Ji^ >_a/»-v? JsUjj 4_> IJUk ^^jLixjl ^>Uaj j c (WEP) : x-wl; I jly2X>-l lJ^aj 

Lc < Lljl bJuc iilL^^JI 4_JLs^l olSUjJJ ol ^^-i" U-i Ljw y> 

^jjk 5_oiU-1 a Jjk jl Hi bl ilLJLi-l jjUf jj J < LjX«jLi« ijil>- UJ-^ (^-^i 

jV dU^j < olSL-iJI ^j-JI I j-* j 2^ j^- J.I ^i>Uajl JaUj ^ ^iS" *ljj 
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- obl-U- Vl Oji^j ^£ 0 js>^ ~~ oL>-Vl ^ jr^ j ~~ J 
olSL—xJI ,j <»— Jul ol j_Ju o j-£ ^>>!-m5 J5L*io — 4SL_jJI 5— aixdl 
\-£ ij~JJ 0 SJUsVl (SSID) iljJ dUi Ulol j .Lfcj^lil ^1 aSL.^]\ 
dUi V sLidl c^JlS" til j .;LSU_^I iSL_JJl j ill VI ^Uil J^o 

^_«l j iljj-^J.! i-gji-l j«_L& jjj ijSU-^V olS^_i iw—S" 0 j-ili jil 

^Vl a^-UL ^jjj^ iiX^^UI iSLjJI cJlS" lit I Ja>. Juil ^.Vl bj£> j .oU jLJ.1 
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.oUjJjJ.1 ( ya\ j <ulaj 
i oUUJI j < ol jJkl Ji* l=~ j^oa j^Ul j aSLUI Jl J j>-jJI JaU: ^> j (7 
^j-ii 4_Jx- g ...^ Lo i Lgjtal-U-L o—*JI j I^as ^ IaJL>4 ^^aj^ii ^1 o^°b aJI <_£l 

. JLsVl LgJlSLo j IgiiL-l 4 oL^JI 
(Denial of Service) 4_aJuM J-Ja-nJ 4_ojll oLj^-g-U ^ju SJ jg ... (8 

OljLjXfrV ijSU-^j'Aii olSL-Jjl 4j ( j^> j-aXj Lo jJa>-l Jlju oLa^JI 



j 0 j-Waj ^ JJI j-j^I ^2004 ^ ik~J j *L>- li Us j 

ol iUL^cx!! l~ xS^« j i_j j_^jU-1 ( j_ «l j j^—a J— ^ 2j_>cxH oI—jV jJt 

oLu^JI £_« 4^ jLL« — JjVl j-S" jil ot j_o oui-l J-^a*j oL>tA jls £ ^jJl j-uJl 
jl ^\s- J-Lj Ula j < iiyS fj Ul jt j->Vt ^-~ > - ^ ~~ ^t^JI ^iJuki^lj 

Jl *lvi£-Vl ^»L*v2JI ^J^e- jj-b (_^jJI JjSjjjjJI |<u«^ii (j ol jiu 
j iLpI Jl «J4>-Vl j J j>-Ji!l Skaj (jru JLajVl t *LjI 4j| L>w Jij < iSLjJI 

^.c- 4_Jjuo LjaX^o ol JXS JLc- iJjj^JI oLaJ J ^j>-Jl!I ikij J^j J aSL^xJLj JLyajVl 
^^-Ix- aj g^Vl -X£-l— ~o pi-a J-U^ I g"Lk (j (_g ^a-^- pi ./?.:ll a j-A jlj tig ... ai 



i_JJaj 5JL^j oLvijJl lilij J < 4jULi-( J ^i-jJI 4jaij 4jjjk J**^- «Jjj-* oL/to 

4 jli Lj_L%c- ijuJs .i^SU-^V oWjlJ J L^l-U^^l ^>-L^«JJ (j-^c 

di_L" J^-b 4_bLdl JSL- ^Jl J^LSxJV ^ ^ ^jl^l-L ^L^it ^ Lajc^ j 
< (WEP) j^A^xJ ^lii ^Io^l^U L^oU^- jgs ibLdl JjL* jl L\> ^ jJ j .iSLxJI 

.\{ha:\\ 

: SJlxJi kUJI j L^*aI JU>.| 



L*£ . JUx-Vl a-Lf; ^L^aJI it j-UI ^JJi j i 21 ^Jl j £ JLsM llfc j ^ak. 

I y-vaj ol*l^-lj 0LL1 
^£ iJuk j 1 Lj^l j>j ZSl^W oLOJI oIjla! iJLv?Vl £L> jVl jjJJ (3 

.iajL*Jl ol j)l?">t-l! o*X>- o^xj 0_^j ol 
.ifc iLjJl cJli^V oU jLdt olSLi SJI y> (4 

aLdjll jl £ C—JI J->-l-> I {■>■ j^o ^.^Is bJoo I fri) Oj-£<J t O*^- OziLlI 

.oJI Jslixjl ^ ^ ^jlS-l y. d~> Lo JJULj £ jlS^Vl jJi 
S ^15^51 ol ol ja oil odl (_$jJI j .ij^LLuV iSLi LjJ ^^J auLu 

jLi oU j-Uil oJajV oUI j^>-l dUi ^ (O-^ ' i^L^I oLC-jJI j 

L*£ s -'AJuiJ j *LxJI -o$LLuM1I olSLjJI ^^U- S j^r^l oUJidl j olS" j^xJI ^s- 

.dUi JiSJ ^1 oUI ^-Vl j oULJI j L^U ol 
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